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Abstract

Today, our daily lives are constantly driven and influencgaéxvices like social networking, per-
sonalized advertisements, cloud infrastructure etc. Takes any form of personal or professional
data vulnerable to both security and privacy threats. Usesds control over the data as soon as its
published on the Internet. Recently, popular photo shasérgicelnstagramtried to change its privacy
policy, giving itself the right to sell users’ informationdluding their photographs to advertisers with-
out any notification or compensation. With incidents like lA@nd Netflix debacle, organizations are
refraining from releasing customer data even after anopgtiain. This hinders future research and de-
velopments in many ways due to unavailability of customeadaehavior and patterns. Techniques like
k-anonymity and I-diversity help to preserve user privacygdme extent but fails to provide any solid
guarantees. Recently proposed, differential privacy ipges/promising results in this area with theo-
retical bounds on information leak and preservation ofgmjveven against the auxiliary information.
However, differential privacy considers individual's ced independent of other data and can not be
applied to linked data like social graph, time series etatHeumore, all these techniques compromise
utility of the data while maintaining privacy.

At present, two approaches are widely used to ensure sgcfitihe data. First one is based on Se-
cure Multiparty Computations (SMC), where users commuagiwvdth each other using SMC protocol to
securely evaluate any function on their data. SMC givesaiiavsecurity without compromising utility
of the data. However, the solutions based on the generalqmodf SMC requires enormous compu-
tational and communication overhead, thus limiting thectfical deployment of the secure algorithms.
The second approach is to encrypt the data at the user endeefodhp any operations in the encrypted
domain to preserve the confidentiality of the data. Thisdeaddifficulty in performing various oper-
ations like search, retrieval and computations. Homormiorphcryption allows secure computations
over encrypted data but its impractical due to high comjmrtat cost.

In this thesis, we focus on developing privacy preservirmmnmunication and computationally ef-
ficient algorithms in the domain of Data Mining and InfornoatiRetrieval. Specifically, we design
efficient privacy preserving solutions for two widely usedks - outlier detection and content based
similarity search over encrypted data. Private computabiboutliers among data collected from dif-
ferent sources has many applications in the area of datagnifirst, we propose a novel algorithm of
distance based outlier detection using Locality Senskfashing (LSH) in a distributed setting where
data is horizontally partitioned among data owners. We stiat/the proposed algorithm is scalable
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in case of large datasets with high dimensionality. Thenemtend our distributed outlier algorithm to

propose an algorithm for private outlier detection thatkerthe previous known bounds of quadratic
cost. We compare our algorithm with the state of the art teglnand show that our algorithm is better
both in terms of computational as well as communication dexwity.

Next, we explore the properties of hierarchical index strrgs and propose an algorithm for content
based similarity search over encrypted data that do noalexser query to the server. To the best of
our knowledge, we are the first one to propose a definition aschame for the problem of Content
Similarity Searchable Symmetric Encryption (CS-SSE).aljyn we extend our CS-SSE scheme for
Private Content Based Image Retrieval, which is esserrainfiny applications like searching health
records using CT scans and patent search for logos. We algotkhat our algorithm achieves optimal
computational cost with similar accuracy and privacy whempared to the existing techniques.
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Chapter 1

Introduction

Today, our daily lives are constantly driven and influencgdéxvices like social networking, per-
sonalized advertisements, cloud infrastructure etc. Tages any form of personal or professional
data vulnerable to both security and privacy threats. TBepdces extensively use Data Mining and
Information Retrieval algorithms. We need to build efficiand secure solutions for these algorithms
in order to protect the user from potential privacy breaahthis thesis, we propose efficient privacy
preserving solutions for two widely used tasks - outlieredgon and content based similarity search
over encrypted data.

1.1 Need of Privacy

Perhaps the greatest societal change of the last two debaddseen of telecommunication: the
ubiquity of smartmobile devices has led to a world where human beings arearthstonnected to one
another. Everyday decisions are influenced by social nésyoeview portals, and targeted advertising
to such an extent that a business’ online presence is oftdreitt advertisement. Underpinning this
change are large, centralized providers who allow usersetmyf use their infrastructure to share such
information in return for free access to the users data. Seelmingly innocuous data may result in
very real disclosures when correlated; for instance T@rt_;ai; been known to identify pregnancy in
customers even before their family is aware of it. Privacgoswns about provider data are far from
just theoretical and with disclosures from both the &ahd Netflix [52] public data sets, organizations
are refraining from releasing even anonymized customex. dahis unavailability of large-scale data
hinders future research and developments. Techniquek-Bkenymity [67| 42, 59] and I-diversity [50,
79] help preserve user privacy to some degree in the face-ahdeymization techniques, but fail to
provide any solid guarantees [1,44]. Recently, diffeadmtrivacy [19] has shown promises in providing
theoretical bounds on information leakage, but only withshmplifying assumption that all sources of
an individual's data are independent of one another. Thoaninot be applied to many large scale linked

http://vww.nytimes.com/2012/02/19/magazine/shopgiagits.html
2http://www.nytimes.com/2006/08/09/technology/09aivh|



data sets like social graph, time series, etc., which arg im@portant to certain tasks like behavioral
analysis and information diffusion.

All these techniques reduce utility of the data becauseaptivacy vs. utility trade off. Problems
which require both high utility and privacy (e.g. fraud dgien, targeted advertisements), need to be
addressed by techniques like Secure Multiparty Computg®MC) [82]. However, SMC is usually
computationally intensive and difficult to apply in many @ieal scenarios [25]. In this thesis, we
propose novel techniques of privacy preserving computatishich have very low computational and
communication cost and hence can be applied to many reati\ywooblems. Specifically, we propose
privacy preserving solutions for two different problemstie area of Data Mining and Information
Retrieval.

1.2 Privacy in Data Mining

Data Mining, a process of extracting patterns from largaskts, has become an important research
area due to the exponential growth of digital data and stocagabilities. However, in case of large
datasets collected from various input sources, oftentimeslata is distributed across the network, rais-
ing privacy and security concerns while performing disttédal data mining. In many situations sharing
information leads to mutual gain, but due to data confidétytisssues it is not always feasible. For
example, large collection of patient medical records achmspitals significantly aids medical research
but since it is very sensitive information, it is not shargdhlospitals due to trust issues. To overcome
this problem, Privacy Preserving Data Mining (PPDM) methbdve been proposed, which enable data
owners to jointly compute specific operations without disclg sensitive information.

PPDM methods can be broadly classified into two types - Raimiion techniques [3] and Cryp-
tographic techniques$ [61]. In this thesis, we will focus oyptographic techniques. PPDM methods
based on cryptographic techniques were introduced by Lirdel. [45], who proposed an algorithm
for Privacy Preserving ID3 Classification. Subsequentliyagy preserving algorithms have been pro-
posed for various data mining tasks such as associatiomrinimg [64], classification[[76, 83, 81],
clustering [[30] 33, 32] and outlier detectian [75]. For mdegdails on various privacy preserving data
mining algorithms please refer tal [2].

1.2.1 Privacy Preserving Outlier Detection (PPOD)

Outlier detection is a fundamental task in data mining taowec abnormal patterns. Outlier detection
has been extensively researched in the recent past dueaggplisations in various fields such as fault
detection, medical diagnosis, measuring ecosystem Hataes etc. Outlier detection is important
for mainly two reasons: (1) In many data analysis tasks,iestineed to be detected and removed
before processing the data, to enhance system performét)de. some applications, outlier detection
in itself is crucial since the outliers provide useful or ew&itical information. These applications



include credit card fraud detection, network intrusionedébn etc. A few definitions exist for outliers
which are considered general enough to cover various typdata. Hawkins[[29] defines an outlier
asan observation that deviates so much from the other obsensts to arouse suspicion that it was
generated by a different mechanism

Problem Statement: Consider a scenario where a bank wants to detect fraudulestbroers by
mining their transaction patterns. One possible solutiao find customers whose transaction patterns
are abnormal (outlier) among all the customers in that bdrte results can be improved by enrich-
ing customer data gathered from various banks. For exarapgecific customer pattern might look
abnormal with respect to a certain bank but it can be peyfexttmal when compared to other bank’s
transaction patterns. However, to maintain confidenjialfttheir customers, often banks do not share
their data with each other. This leads to an important qoesif how do banks detect fraudulent cus-
tomers using data from other banks without revealing armgrinétion to each other, apart from that of
the fraudulent customers? The answer lies in privacy presgioutlier detection. In this thesis, we
address the problem of privately computing outliers in rmmtally partitioned data distributed among
data owners, such that no other information about the dp#at &om the outliers is revealed. Here, by
horizontal distribution we mean that each player has alktirbutes (dimensions) for some subset of
total objects, such that the union of these subsets is egjtia¢ total dataset.

Our Approach: As opposed to the current PPOD algorithms which provideagyivior already
existing outlier detection algorithms, we develop a newlieutdetection scheme based on Locality
Sensitive Hashing (LSH) [31] in order to achieve efficiergagithm with runtime sub-quadratic in
the database size. We show that the proposed solution igiczgnly better than the state of the art
quadratic result. The idea is to use an efficient pruningrtiegke to prune most of the non-outliers
and exhaustively search for outliers among the remainitay dior outlier detection we use the distance
based definition proposed by Knatral.[37] which uses near neighbors of the objects to detecteratli
Approximate near neighbor queries can be answered veryegtfig (in sublinear time) using LSH.
Given a query object, LSH returns each neighbour (objettiw&pecified radius) with high probability.
Due to the probabilistic nature of LSH, it may not return b neighbours. However, instead of all the
neighbours, a small subset of neighbours is sufficient togormost of the non outliers. Therefore, using
LSH we can quickly detect and prune most of the non-outliebgects with sufficient neighbours) and
then process only the remaining objects to detect the ositligrst, we propose a distributed algorithm to
compute outliers among horizontally partitioned data witthconsidering privacy. Then, we extend this
algorithm to privately compute outliers among horizomtalistributed data. To compute the outliers in
a privacy preserving manner, all the players engaged imarseevaluation of global LSH bin structure
usingSecure UniorandSecure Sumrotocol.

The computational complexity of the proposed algorithr®{s.d L) for d-dimensional dataset with
n objects. The parametdris defined as:'/'*¢, wheree > 0 is an approximation factor. The commu-
nication complexity iSO (N, L logn); where N, is the average number of bins created during each of
the L iterations of LSH. Due to the locality sensitive propertyamyg objects which are near by fall into



a single bin. Hence, average number of bins created will behrfess than the total number of objects
in a dataset, << n). We also give empirical evidence for the same in experialesgction of Chap-
ter[3. Thus in both computational as well as communicatiast,a@e show a significant improvement
over the previous known result @ (n2d) [75]. Further, the communication cost of our algorithm is
independent of dimensionality of the data and thus workg &ticiently even for datasets of very large
dimensionality as opposed to the existing algorithms. Weeae the above mentioned improvements
at the cost of an approximate solution to outlier detectibdiowever, we can use techniques proposed
in [60,63] to achieve very low approximation errors.

1.3 Privacy in Information Retrieval

Privacy in Information Retrieval can be broadly classifiatbitwo different but related problems
- Searching on Encrypted Data and Private Information Beti(PIR). The problem of searching on
encrypted data usually deals with private database, whsedata is stored in an encrypted form and
user should be able to search on the encrypted data. On tbehathd the problem of PIR generally
deals with public database, where data is stored in plairateck any user can retrieve specific data item
without revealing it to the server. Next, we discuss bothgrablems in the context of content based
similarity search.

1.3.1 Private Search over Encrypted Data

In light of the explosion in the scale of data being colleddgdsarious organizations, cloud storage
is being increasingly used by these organizations to staie tlata. However, in order to protect the
integrity of the data, it has to be stored in an encrypted fomthe outsourced servers. This leads to
the problem of searching in the encrypted domain. The proldEexact search in encrypted domain,
termed as Searchable Symmetric Encryption (SSE) has esteansiderable attention in the research
community [10, 15[ 34, 71]. In these schemes a user can $g@aarch an encrypted database for
those items which contain exact query feature (or keywdrd)er, the schemes proposed(in|[43,/51, 59]
address the problem of Similarity SSE, the aim of which isetcusely search for data items containing
similar features to that of the query feature. All these radghsolve the problem of “Finding a set of
data items that contain a specific feature or similar featurgut, what if one wants to find those items
which are similar to a specific item?

Problem Statement: Let us say user is interested in searching for a scenery iovercollection
of encrypted photographs stored on a remote server. In dasetmiques based on keyword search,
user has to describe the photo of interest in terms of keysydat example mountain, river, forest
etc. But description of a photograph is usually ambiguoukdifiers from person to person. It would
be convenient if the user is able to give some examples ofeatuotographs to the server which in
turn returns similar photographs. Since, the photographthe server is encrypted we need a secure



matching mechanism over encrypted data to retrieve simphatographs. We call such a scheme as
Content Similarity SSE (CS-SSE). One trivial solution iatthiser retrieves all the photographs from the
server, decrypts it and matches them with the query imagdient side. However, this solution is not
practical as it requires entire database to be transfertgetdient for every query.

We consider the popular setting of a cloud framework, whedata owner stores the data on a third
party cloud server after encrypting it on the client sidetet@n, the data owner or any client (with the
permission of the data owner) can search for similar datasteased on the notion of content similarity.
Server should not learn anything about the database or.qNetg, that the query item may or may not
belongs to the database stored on the server.

Our Approach: We formalize the notion of CS-SSE and propose an efficiertriikgn for the
same using hierarchical index structures. Thus, given aydteam, our method can securely search an
encrypted database for similar items without revealinggiery to the server. The idea is to construct
a tree-like secure index structure at user end and store th@rserver with encrypted data. Thus,
server has no information about the stored data as well @adb# structure. This will enable client to
perform oblivious tree traversal to search and retrievelt®based on the query, without server knowing
anything about query or the results.

We also capture the information leak of our algorithm ana givsecurity analysis based on adaptive
semantic security definition. By exploiting the propertigdree-like index structures, we are able to
achieve optimal computational cost of searching. The caatjipm and communication costs of the
proposed scheme are bat{m log, n) wherem is the size of each tree nodejs the branching factor
andn is the number of leaf nodes. The computation cost of the pobig optimal since any similarity
search protocol without considering privacy would at leetdO(m log;,, n) computations. Next, we
employ our scheme to search images and evaluate its effjoil@nan encrypted image database indexed
using popular index structure - vocabulary trie€ [53].

Note, that the proposed solution is inspired by the apprgaan in [69] but it is very different in
terms of both problem formulation as well as results! In [6#9¢ server holds public database in a plain-
text form, while in our case the database is private and gtedyby the database owner. For private
retrieval, Oblivious Transfer (OT) protocol is used/in|[6®hich results into computational complexity
of linear in the database size. For single server PIR, OTdasdess entire database to keep the query
private. However, we can avoid this step because in oungeltbth the database and data structure
are encrypted and permuted respectively. Instead of usingv® leverage the properties of encryption
and tree structure perturbation to perform oblivious tmewdrsal, which results into computational
complexity of logarithmic in the database size.

1.3.2 Private Content Based Image Retrieval (PCBIR)

Traditional image retrieval systems are based on texexetriapproaches by annotating each image
with its description and querying description of a desiredge. Availability of inexpensive smart cam-
eras and increasing usage of applications kkkr, Picasa and Instagramlead to massive and diverse



collection of multimedia data - specifically images. Duehtis tannotation became both ambiguous and
laborious. On the other hand, state of the art image descsipind efficient indexing mechanism gave
rise to Content Based Image Retrieval (CBIR) system, whaeeygs an image and the aim is to retrieve
similar images. Query by image aids the user in expressinguery more accurately. This decreases
the semantic gap between the user and the system, therebynegnting the cardinal limitation of the
conventional annotation based systems.

Problem Statement: Although, CBIR has better functionality, it is not widelyagsin practice. One
reason is user’s privacy. In CBIR, user needs to send an dgagqupry image and it might be the case
that this image contains personal information. For examydimg mobile app lik&oogle Gogglesuser
can take a photograph anywhere and instantly get informatimut the photograph from the web or
search the web for similar photographs. This leads to majeagy concerns as the photographs taken
by the user may be very personal and can reveal personairiafam like location, habits, etc. Using
these information adversary can easily profile the useceSimsers can not control their own collection
of photographs it raises the potential risk of misuse. Thupreserve user’s privacy the system should
retrieve similar images or information about the image wutirevealing query image to the server.

Our Approach: We extend the proposed CS-SSE scheme to address the probRGB(R in a
non-colluding two-server setting. In case of single seRgvate Information Retrieval (PIR), since
the database at the server is in unencrypted form, a congutebst (at the server) is linear in the
database size. This is unavoidable as failure to accessleamgrt would lead to a privacy disclosure.
To overcome this limitation, Chaat al. [13] gave the idea of replicating the database at multipbe-n
colluding servers. Similarly, we use the two-server sgttmreduce the server side computational cost.
With the help of an honest but curious third party serveraldase server will securely construct index
structure in such a manner that it will have no informatioonwthhe data stored in it. Third party server
will also be used to authenticate any client who wants toygthex database server. However, this needs
to be done only once. Clients will interact with databasereretising CS-SSE protocol to privately
retrieve similar images to the query image. We also perfaxtansive experiments and evaluate our
algorithm with various performance measures and show thaglgorithm outperforms the existing
techniques.

1.4 Contributions of the Thesis

e Distributed Outlier Detection using Locality Sensitive Hashing
We propose a novel algorithm of distance based outlier tieteasing locality sensitive hashing
technique in a distributed setting where data is horizbntartitioned among data owners. We
show that the proposed algorithm is scalable in case of @atgsets with high dimensionality.

e Privacy Preserving Outlier Detection using Locality Sengive Hashing
Private computation of outliers among data collected frdfernt sources has many applications
in the area of data mining. We extend our distributed oudligorithm to propose an algorithm for



private outlier detection that broke the previous knownrasuof quadratic cost. We compare our
algorithm with the state of the art technique and show theg mbetter in terms of computational
as well as communication complexity.

e Private Content Based Search on Encrypted Data using Hieraihical Index Structures
To ensure confidentiality, data is often encrypted on thentland then stored on third party
storage like cloud. This opaqueness hinders operatioasdi&rch and retrieval, and computations
on the data. We explore the properties of hierarchical irelaictures and propose an algorithm
for content based similarity search over encrypted datadivaot reveal user query to the server.
To the best of our knowledge, we are the first one to proposdi@itten and a scheme for the
problem of Content Similarity Searchable Symmetric Entioyp(CS-SSE).

e Private Content Based Image Retrieval
We extend our CS-SSE scheme for Private Content Based Imatge\Rl, which is essential for
many applications like searching health records using @hsand patent search for logos. We
show that our algorithm achieves optimal computationat wath similar accuracy and privacy
when compared to the existing techniques.

1.5 Organization of the Thesis

Remaining part of the thesis is organized as follows:

Chapter[2gives brief overview of the required background. It dessibutlier detection methodolo-
gies, Locality Sensitive Hashing and Vocabulary Tree.dbajives overview of cryptographic primitives
used through out the thesis.

Chapter [3 presents our work on privacy preserving outlier detectitve start by describing the
problem and related work in this field. We proceed to presanafgorithm in a distributed setting with
horizontal partitioning of the data. After that, we extend algorithm for privacy preserving outlier
detection in horizontal partitioning. Finally, we give &jments on various datasets and conclude with
the summary of the proposed method.

Chapter 4 presents our work on private content based search on eadrgpta. First, we formalize
the problem and give definition of content similarity seaiule symmetric encryption (CS-SSE). Then,
we present our algorithm for CS-SSE and its complexity asisly We also give a formal security
analysis of the proposed method. After that, we extend ouSSE scheme for private content based
image retrieval. Finally, we show experiments on differiamage datasets and compare the proposed
scheme with existing techniques.

Chapter[Hlis the last chapter of this thesis and summarizes our worleatablishes the key lessons
learned from our work. We touch upon a number of topics fahferresearch in this field, and conclude
this thesis.




Chapter 2

Background and Preliminaries

In this chapter, we provide a brief introduction to the backmd details which are used in the sub-
sequent chapters. First, we describe outlier detectiomadetogies including distance based outliers
which will be used later in Chaptér 3. Then, we describe Libc&8lensitive Hashing (LSH), which is
a fundamental building block of our privacy preserving mutbetection (PPOD) algorithm. After that,
we presents vocabulary tree which is used to build imagéevetrsystem in Chaptéd 4. Finally, we
describe Secure Sum and Secure Union protocols which wilkkd in the proposed PPOD algorithm.

2.1 Outlier Detection Methodologies

In this section we outline various outlier detection appt@s and give details about distance based
outlier detection method used in our algorithm.

2.1.1 Statistical Outlier Detection

Statistical approaches were the earliest algorithms usealftlier detection. Some of the earliest are
applicable only for single dimensional data sets. The tiwioiiof these approaches is that normal data
objects follow a generating mechanism and abnormal obgstite from this generating mechanism.
Given a certain kind of statistical distribution (e.g., Gsian), algorithms compute the parameters as-
suming all data points have been generated by such a digtrbie.g., mean and standard deviation).
Outliers are points that have a low probability to be gemetdty the overall distribution (e.g., deviate
more than 3 times the standard deviation from the mean). elimethods have the limitation that they
assume the data distribution is known before hand. Anothetation of the statistical methods is that
they do not scale well to large datasets or datasets of highrtiions.

2.1.2 Distance Based Outlier Detection

While normal data points have several neighbours at snstfinices, outliers are far apart from their
neighbours i.e. have less dense neighbourhood. If onelatsuhe distance between all points and



group them by proximity, points that have none or few neighibacould be considered as outliers.
This is the underlying assumption of distance based owpproaches. These approaches do not make
any assumptions about the data distribution. They caleudls nearest neighbours of an object using
suitable distance calculation measure such as Euclidedabalanobis distance and use K-NN or
similar clustering algorithms to group them. However, tbenputation grows exponentially with data
size as they are based on calculation of distances betwednjedts. The computational complexity is
directly proportional to both the dimensionality of theaand the number of objects.

Knorr et al.[37] proposed the DB#;, d;) Outlier detection scheme, wherein an objeis considered
to be an outlier if at least fractiopy of the total objects have greater thgndistance tw. They defined
several ways to find such objects. For instance the indexdgggroach computes distance range using
spatial index structure and excludes an object ifijtseighbourhood contains more thar p; fraction
of total objects. They proposed nested loop algorithm tedatree cost of building an index. They also
proposed building a grid such that any two objects from timeesgrid cell have a distance of at mast
to each other. This way objects need to be compared to thmserfeighboring cells to check if they are
outliers.

Ramaswamyet al. [62] proposed an outlier scoring scheme based on k-NN dietato produce a
ranked list of potential outliers. k-NN distance of an objiedts outlier score. Since the entire distance
matrix must be calculated for all objects, this approachusceptible to high computational costs. So
they included techniques for speeding the k-NN algorithithsas partitioning the data into cells. If
any cell and its directly adjacent neighbours contain mioa@k objects, then the objects in the cell are
deemed to lie in a dense area of the distribution so the abgmsitained are unlikely to be outliers. If
the number of objects lying in cells more than a specifiechdist apart is less thanthen all objects in
the cell are labeled as outliers.

2.1.3 Density Based Outlier Detection

The general idea of density based outlier detection is topementhe density around a point with the
density around its local neighbors. The relative density pbint compared to its neighbors is computed
as an outlier score. This class of approaches differ in hoggtionate density of a given population.

Since distance based outlier detection models have prabhdth different densities, relative density
is used to compare the neighborhood of points from areasffefelit densities. One determines the
difference of an object from its nearest neighbors rathan from the entire set of data considered as a
whole. To reveal outliers, a special metric, the outlietda¢OF), is introduced. Then, a threshold value
is set, and all objects whose outlier factors exceed thisevate considered to be outliers. Two metrics
- local outlier factor (LOF) and connectivity based outlfactor (COF), introduced iri [9,/8] and [73]
respectively are most often used. LOF is characterized hgterate of the outlier detection, but it also
has a quadratic complexity.
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2.2 Locality Sensitive Hashing

We briefly give the overview of Locality Sensitive HashingSiH), which will later be used in our
privacy preserving outlier detection scheme. The idea ohlity Sensitive Hashing was first introduced
by Indyk et al. [31]. The basic concept of LSH is to hash all the objects shah $imilar objects are
hashed to the same bin with high probability. Figlrel 2.1 shtve conceptual difference between
regular hash function and LSH. Mathematically, this idefmimalized as follows:

Definition 1 A family H = h: S — U is called(ry, 72, p1, p2) Sensitive if for any two objects p, g in

S, withd(p, q) is the distance between objegtand g, following properties hold:

if d(p,q) <ri:Prh(p) =h(q)] > m (2.1)

if d(p,q) > ra2: Prih(p) = h(q)] < p2 (2.2)

For the hashing scheme to be locality sensitive, two camitito be satisfied are, > r; and
p2 < p1. In order to amplify the gap between the probabilitigsand p,, standard practice is to
concatenate several hash functions to obtain a functioflyfath= {g : S — U*} such thatg(p) =
(h1(p), ha(p), ... hi(p)); wherek is the width of each hash function ahgl€ H. For a hash function
family G, the probabilities in Equatidn 2.1 ahd .2 are modified as:

if d(p,q) <r1: Prig(p) = g(q)] > pf (2.3)

if d(p,q) > r2: Prg(p) = g(q)] < ph (2.4)

When0 < p1,pe < 1 andk is large positive then both the probabilitig’ andp4 will be very low.
However,p5 will be much smaller thap’ because, < p;. This will amplify the gap between good
collision (between objects within;) and bad collision (between objects more thardistance apart).
Although this will amplify the gap between probabilities/epall probabilities will be reduced. To boost
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the probability of collision for near neighbors, each objechashed usind. hash functions randomly
drawn fromG and stored in the corresponding hash tables. i.e. eachtebjed is stored in the bins
gj(o) for j = 1,2,... L; where eacly is drawn independently and uniformly at random frém At
query time, the query object is hashed using the saArash functions and all the database objects that
are hashed into the correspondihdpins, are retrieved for near neighbor search.

Though the proposed privacy preserving algorithms arepedédent of the underlying hash function
used, we briefly present an LSH scheme based op-table distributions introduced in [17]. Intu-
itively, this hashing scheme projects all the objects ontanalom line and then divide this random line
into multiple equal length segments to generate bins. Tbbjgcts which are closer will fall into a
single bin with high probability. Formally, each hash fuaoth, (v) : R* - N maps al dimensional
vectorv onto the set of integers. For a fixecandb the hash functior,, ;, is given by:

o) = |22 25)

wherea is ad dimensional random vector whose entry is drawn from a pletdistribution, b is
a real number randomly chosen from the rafi@ev] andw is the bin width. Letf,(¢) denotes the
probability density function of the absolute value of flistable distribution. For two vectors and
v9, a.v] — a.vy is distributed agZ, wherec = ||v; — ’UQHPH and Z is a random variable drawn from
ap-stable distribution  ~ D,). Now, the probability of collision between two vectars and v, is
given by,

p(c) = Pr[ha,b(vl) = ha,b(’U2)] = PT’[La‘vtll}"'bJ — La-v2+bﬂ

w

The collision will occur whena.v; — a.v3| < w and a divider does not fall between the projections
a.v1 anda.vy. The first condition can be rewritten %7, — v2).a| < w. According to the definition of
p-stable distribution, this condition is equivalent to:

l|lvg — v2||Z] = |cZ| < w,whereZ ~ D,

The probability that the divider falls betweenv; anda.v is W Thus the probability of
collision is:
w/e te
plc) = fp()(1 = —)dt (2.6)
t=0 w
For a fixed bin widthw, the collision probabilityp(c) depends only on the distaneeand is mono-
tonically decreasing im. In other words, for smaller distance (closer objects) thiéston probability
is higher. Thus, as per Definitidn 1 the family of hash fune$i@bove igr1, 2, p1, p2) sensitive for
p1 = p(r1) andps = p(re) for ro = r1(1 + €), wheree > 0 is an approximation factor.
The LSH scheme can be used to solve the approximate neaigishoeproblem which is proposed
in [24]:

)X ||, denotes the.,-norm of X
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Definition 2 (e-Nearest Neighbor): Given a sdéb of objects in ad-dimensional Euclidean space,
preprocessD so as to efficiently return an objeet € D for any given query objec, such that

d(o,q) < (1 +€)d(q, D) whered(q, D) is the distance of to its closest object iD.

Definition 3 ((R, c)-NN problem): Given a seb of objects in ad-dimensional Euclidean space and
parametersk > 0, § > 0, construct a data structure which, given any query objedoes the following
with probability 1 — §: For any queryg, if there existso € D such thatd(q,0) < R, find an object
o € D, such thatd(q,0’) < cR.

The e-Nearest Neighbore(NN) problem can be reduced to th&, ¢)-NN problem, which is a de-
cision version of the nearest neighbor problem [17], where (1 + €). The (R, c¢)-NN problem is
solved by using the LSH scheme on the datd3dty setting the paramete; = R andr, = cR. To
process the query, all L bins (every object is hashed usiighash functions, sg will go to L hash
bins, one for every hash table.) to whigls hashed, are searched and for each objétthose bins, if
d(o,q) < ro YESis returned, else NO is returned.

Many improvements in terms of space and time complexity ofilt#as been proposed recently.
Multi-probe LSH [49] reduces the number of hash tables by meroof magnitude by intelligently
probing multiple buckets that are likely to contain quersults in a hash table. Random projectidng [31,
11] used in LSH are dataset independent and make no priomatism about the data. However, they
require large code length for good retrieval accuracy. Noiret al.[54] proposed a method for learning
similarity preserving hash functions that map high dimenal data onto binary codes. The formulation
is based on structure prediction with latent variables ahohge-like loss function. Recently, Kuliet
al. [40] proposed a locality-sensitive hashing scheme to antodate arbitrary kernel functions, making
it possible to preserve the algorithm’s sub-linear timeilgirity search guarantees for a wide class of
useful similarity functions. In this thesis, we have usesldhiginal version of LSH without any of these
improvements. However, in future our method can be extetml@ttorporate these improvements.

2.3 Vocabulary Tree

Sivic et al. [70] proposed a retrieval method for images using a popwésr rietrieval approach
called Bag of Words (BoW). The idea is to quantize extractexll features of an image into visual
words defined by centers éfmeans clustering performed on a large set of training intkegperiptors.
Each image is then represented by a weighted histogram sé tisual words and Term Frequency
Inverse Document Frequency (TF-IDF) scoring with invefiegistructure is applied to get the relevant
images. The retrieval quality of this method is directly pwdtional to the quantization error and to
reduce the quantization error we need large number of visoalls which will increase the time of
quantization. To solve this problem Nistet al. [53] proposed an efficient scheme of hierarchical
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(a) Images (b) Extracted Features (c)K=3,L=1 (d) K=3, L=2

A

(d) Clustered Feature Space (e) Vocabulary Tree

Figure 2.2: Building Vocabulary Tree: First, the features axtracted from training images. Then,
hierarchical k-means is performed to cluster those featFmally, those clusters form visual words.

guantization and scoring using vocabulary tree. Here we gibrief overview of their method. More
details are available in [53]. The process of building, dizamy, and searching is explained through an
example in Figure 212, 2.3(a) ahd 2.3(b) respectively.

Visual Words: In text retrieval system based on BoW approach, all docusnard represented
by a vector of word frequencies. A text is retrieved by conmuits vector of word frequencies and
returning the documents with the closest vectors. To useathproach in the context of images, a visual
analogy of aword called visual wordis required. Visual words are defined by vector quantizirg th
feature vectors of an image. A set of features are extracted & large collection of training images
and clusters are formed by clustering these features. Ttlesters are called visual words and any
new feature is quantized into the closest cluster. This abhyhe features of an image are mapped to
their respective visual words. An image is represented kgctov of visual word frequencies same as a
document is represented by a vector of word frequencies.

Building Vocabulary Tree: A set of local features are extracted from a large collectibtraining
images and hierarchicatmeans clustering is applied on those features to buildrdee Herek is the
branching factor, that is at each notleneans clustering is applied on the data of that node to gener
k-child nodes and correspondirigcluster centers are stored in that node. At root node alti#ia is
considered and partitioned infoclusters and the process is repeated recursively to sondefpred
depthh, which results into vocabulary tree with= k" leaf nodes that acts as visual words.

Quantization: To represent an image as BoW, a set of local features arectedrirom an image.
Each feature vector is compared with theluster centers of the node and a child node having the
closest cluster center is selected. Starting from the roderthis process is repeated until the leaf node
is reached giving the path down the tree for every featurtovedich will be used for scoring. This way
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Figure 2.3: Quantization: Image is quantized by traversimgcpbulary tree based on its extracted fea-
tures. Search: Query image is quantized using vocabulaeyand all the database images that share
traversal path with the query image are scored.

all the features of an image are mapped to one of the visuasnoepresented by leaf nodes). Finally,

an image is represented by a histogram of visual words (gftteequal to number of leaf nodes). For

every visual word, the histogram denotes the number of ifeageres quantized into the corresponding

leaf node. All the images in a database are quantized andrésgiective traversal path are stored as a
preprocessing step.

Search: Intuitively we want to retrieve the images which share maxilnumber of similar features
with the query image. This can be done by quantizing quengaras described above and a score
is computed with every database image based on the siwilafritheir traversal path. Rather than
computing scores with all the database images we can apyytéd index scheme to compute the
score with only those database images whose traversal pbath at least one node with that of the
query image. We are omitting the database images who do wetamy visual word common with the
query image. In other words those are the images who do nce sing features with the query image.
Hence, their relevance score will be zero and we can safelytbose images during search.

Scoring: Both query image and database image are represented bpgraistof visual words (leaf
nodes) and a score is given to the database image based antheined difference between these two
vectors. IfQ and D are query image and database image respectivelyithemlue of their respective
vectors is given by,

Qi = njw;

DZ' = m;w;
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Here,n; andm; are the number of features of a query image and database mesmgrtively, whose
traversal path pass through noden an analogy with text retrieval these values correspaadserm
Frequency (TF) of the/" term (word).w; is the weight of the node and is given by,

I N
Wi = In—
7 NZ'
where, N is the total number of images in database ahds the number of images having at least
one feature whose traversal path pass through moddich can be thought of as Inverse Document

Frequency (IDF). The relevance score of database imhgggven query imagé) is defined as,

@ b,
QU 11Dl "

Here,||X ||, = (37, |i|P)'/? denotes the.,-norm for X. Usually, L;-norm or Ly-norm is used
for scoring. The database images having high relevance seerreturned as a result. The computation
of scores can be made faster by storing inverted files at evatg in a vocabulary tree. The inverted
file of a node will store the list of database image IDs whick &d#raversal path through this node along
with their frequency. The frequency of an image for a speaifide will not change because the number
of features of an image that has a traversal path along théd remains the same. In other words,
frequency of an image for a node (visual word) is the numbdéinués that visual word occurring in that
image, which is constant. Thus given a query image its featare propagated down the tree and at
each node its inverted file is accessed to compute the scalesaresponding database images.

s(g,d) = ||

2.4 Cryptographic Primitives

In this section we give brief overview of two cryptographignpitives - Secure Union and Secure
Sum, which are used later in the thesis to build our priva@serving protocols. Although, many
algorithms exists for these primitives with varying comxie and security, we give only one specific
instance of each for the ease of explanation. Note that, ibygoped methods use these primitives as a
black box and are independent of the underlying algorithm.

2.4.1 Secure Union

We use Secure Union, in our privacy preserving outlier dieteanethod, to securely compute label
information of the global LSH bin structure. Figdre 2.4(hpws the conceptual view of secure union
protocol. If the domain of the set elements is small, themigeanion of sets can be computed using
SMC protocols. First, each player constructs a string ajtlen filled with 0 at every position, where
is the cardinality of the domain of the set elements. Theth géayer sets valuéto the position whose
corresponding element exists in her set. Finally, all playgecurely perform OR operation on all the
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Figure 2.4: Conceptual View of Cryptographic Primitives

strings using SMC to find the union of all the sets. Howevee ttularge domain size we can not use
this approach in our protocol.

Another approach for Secure Union is based on commutatiesyption [14]. The idea is that each
player encrypts their set of elements as well as the enahglsments from other players and later on
decrypt the entire set to get the union. For encryption todserutative, applying encryption on the
same plain text with different keys in any order will genertthe same cipher text. Thus, duplicate
elements can be detected as they will have same cipher téxtaambe removed. However, this will re-
veal number of common elements across the players. Noterhatluplicate elements can be detected
as the probability of generating same cipher text on twcetkffit plain text using any number of keys
and order is negligible. Due to commutative property detioypcan also be performed in any order.
So, every player applies permutation before decryptingethments to prevent players form tracking
the source of an element. The protocol assumes that plaggeroaest but curious and non-colluding.
Efficient collusion resistant protocol for Secure Unioniseg in [36,22].

2.4.2 Secure Sum

We use Secure Sum protocol, in our privacy preserving owtééection method, to securely compute
global LSH bin count. We briefly describe the protocol for @ecSum given in[[14]. Figurg 2.4(b)
shows the conceptual view of the secure sum protocol.

Assume that there are playersP;, Ps, . .. P, with each having corresponding valugsws, . . . vs,.
They want to securely compute the summatios > ;" | v; wherev < N. The master player saf,
generates a random numbmuniformly distributed inZ,, = {0,1,... N — 1}. After that, P, computes
R + vy mod N and sends the result t8,. Because of the addition of uniformly generated random
numberR, the value received by is independent of;. Hence,P, learns nothing about;. Now,
Player P, adds its own values to the received number to g& + v; + v mod N and sends it td’s
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and so on. Finally, after receiving + E;Z‘ll v; mod N, P, computesk + >, v; mod N by adding
its own valuev,,, and sends the result back 4. Since,P; knows the value oR? it subtracts it from
the received value and computes the desired resiNbte, thatP; can learny " , v; by subtracting
from the computed result. However, this can be learned from the global result irretpe of how it
has been computed.

The proposed method works well under the assumption of teere players communicating over
secure channel with no collusion. For example, plajer, and P, 1 can collaborate to compute.
One approach to handle collusion in case of honest majiwity,divide each; into multiple shares and
then sum of each share is computed individually. Howeverpédith used is permuted for each share,
such that no player has the same neighbor twice. To computiee neighbors of from each iteration
would have to collude. Varying the number of shares variesithmber of colluding players required to
violate security. Efficient collusion resistant protocot Secure Sum is given i [30].
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Chapter 3

Privacy Preserving Outlier Detection using Locality Sendive Hashing

In this chapter, we give an approximate algorithm for distabased outlier detection using Locality
Sensitive Hashing (LSH) technique. First, we propose ataohsound protocol for outlier detection
with low communication cost, in a distributed setting witbrizontal partitioning, where each player
has a subset of the total number of objects. Our central sléause LSH to efficiently prune all the
objects which can not be outliers and process only the rengaobjects to find the actual outliers. Our
distributed algorithm is efficient and scalable in terms afhenunication cost as the amount of actual
data communicated between players is extremely low cordgarthe entire database. Next, we extend
this algorithm for privacy preserving distance based euttietection using secure LSH evaluation.
Each player will communicate to securely evaluate LSH usitygtographic primitives - Secure Union
and Secure Sum. The communication complexity of the prapedgorithm is independent of the
dimensionality of the data, hence it is efficiently scaldblehigh dimensional data. We also compare
our algorithm with the existing state of the art techniquel ahow that it is better in terms of both
communication as well as computational cost.

3.1 Outlier Detection using LSH

Our solution is based on the approach[of [63], where auth@septed an outlier detection scheme
(CentralizedOD using LSH in a centralized setting. We extend their apgrdaa distributed setting
which also preserves data privacyentralizedODuses distance based outlier definition introduced by
Knorr et al. [37], given as below:

Definition 4 D B(py, dy)outlier: An objecto in a datasetD is a D B(py, d;) outlier if at least fraction

p; Of the objects inD lie at a distance greater thad, from o.

whereD B(p;, d;) is a shorthand notation for a distance based outlier deteasing parameters and
dz. The above definition says that an objeds an outlier if a very large fractiop; of the total objects
in the dataset lie outside the radigisfrom o.
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Figure 3.1:CentralizedODApproach: Pruning non-outliers is efficient because ity éagind small
number of neighbours.

The idea is to use converse of this definition and considerbggcbto be a non-outlier if it has
sufficient neighbours (more thaf) within distanced;, wherep;, = (1 —p;) x |D|. Since the fractiom;,
is very high (usually set t6.9988 [38]), the modified point thresholgd, will be very less compared to
the number of objects i. This allows for easy detection of most of the non-outlieygibding more
thanp; objects within distancé;.

LSH is used to efficiently find the near neighbours of an objéiten a set of objects, LSH scheme
hashes the database objects in such a way that all the ohjitlets a specified distance are hashed to
the same value with high probability. This way, all thoseooliers in the data which have many near
neighbours can be identified easily, without calculatirgydistances to every other object in the dataset.
Moreover, using LSH properties, whenever we identify a natlier we will be able to say most of
its neighbours as non-outliers without even considerirgrtiseparately. This leads to a very efficient
pruning technigue, where most of the non-outliers in thegkttcan be easily pruned. The remaining
objects after pruning are the set of probable outliers wiriely contain very few non-outliers. To further
remove these non-outliers, the probabilistic nature of liStised. The idea is to take the intersection
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of the sets of probable outliers over multiple runs of an algm, to output the final set of approximate
outliers. The approach works because each set of probathierswvill contain the actual outliers with
high probability. Since, the proposed approach is basedSt which is probabilistic in nature, the
output of outlier detection algorithm will have false pogt and false negatives. In the context of
outlier detection, a false positive is to label a non-outiie an outlier and false negative is to label an
outlier to be a non-outlier. The bounds on both false passtand false negatives are given(in/[63].

3.1.1 Centralized Outlier Detection

We now describe LSH based centralized algorithm for oudlétection -CentralizedODUsing LSH,
instead of finding the nearest object in the dataSentralizedOD¥inds the number of objects lying with
in distanced; from an object. Given a datasBtand the parameters andp;, LSH scheme is executed
on D by setting the parametes = d;/(1 + ¢€), wheree is an approximation factor. For an object
from the dataseD, all L bins to which it is hashed are considered. A Setf all the objects stored
in thoseL bins (without removing duplicates) is constructed. Theeoty in this set are the probable
neighbours ob. More precisely, from Equatidn 2.2, we know that each objestis within the distance
r9 = (14¢) x 1 = d; from o, with a probability at leastl — p%). To boost this probability, we consider
only those objects which are repeated more thébx < L) times in theL bins and store only those
objects in a new sef’. In other words, we are reducing the error probability ofsidering an actual
non-neighbour as a neighbour of the objecHere,b; is aBin Thresholdwhich can be computed based
on the desired false negative probability. A method to caeathie optimal value af; is given in [63].

If the cardinality ofS’ is greater than the modified point threshpldhen with a very high probability
o cannot be an outlier since it has sufficient neighbours wittiétancel;. Moreover, this holds true for
all the objects inS’ i.e., every object other thanalso has more thap| neighbours with in the distance
dy, so they all can not be outliers (with a very high probabjlitdence, all the objects i’ are marked as
non outliers. If, on the other hand the cardinality®fis less than or equal to the point threshpjdthe
objecto is marked as a probable outlier. This procedure is repeditetl the objects are either marked
as non-outliers or probable outliers. The resulting setrobable (approximate) outliers can have a few
false positives. These false positives can be removed by agasidering each of the probable outliers
o' and calculating its distance to every objectlin If the number of objects irD lying at distance
greater thaml; from o’ is at least fractiom; of the size ofD theno’ is marked as an actual outlier. After
processing each probable outlier, we have the set of thalamitliers in the datasd?.

We use above centralized algorithm in our privacy presegrgrotocol for horizontally distributed
data. Each player locally computes its own set of probabiieosi using the centralized algorithm with
global distance and point threshold parameters. In theptede, all the players securely communicate
to obtain their subset of the actual outliers in the totahdase. We consider Honest-But-Curious (HBC)
adversary model [25], where an adversary must follow théopm correctly but can infer any additional
information from the data it has.
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3.2 Prior Work

The foremost algorithms introduced for outlier detectiom statistics based [65, [77]. These methods
have the limitation that they assume the data distributoknown before hand. Another limitation of
the statistical methods is that they do not scale well todlatgtasets or datasets of high dimensions.
To overcome these limitations several approaches havepgreponsed to efficiently mine the outliers.
These include density based approachés [0, 57], distarsal ()a7 | 38, 62,14], depth based [35] and
clustering based methods [21] 28] 84].

The notion of distance based outliers was introduced by Kebal. in [37]. They introduced a
definition for distance based outlier detection and gave dlgorithms [37] 38] for outlier detection.
The first one is a nested loop algorithm which is inefficientledealing with large datasets due to its
quadratic complexity in the database size. The seconditidgors cell-based and is linear in terms of
the database size. However, it is exponential in terms ofittta dimensionality and is inefficient for
datasets of high dimensiong ¢~ 4). Ramaswamyet al. [62] propose a slightly modified definition
for distance based outliers based on k-nearest neighbauprapose a partition-based algorithm for
mining outliers. Subsequent approaches [4, 5, 74] useailiciata structures and pruning techniques
to further reduce the complexity of outlier detection tomi@zear in the dataset size. Recently,[inl[78],
an efficient method for outlier detection has been proposéfuthe LSH technique. Their method is
based on the definition of an outlier provided(inl[62], wherear approach uses the definition provided
in [37]. Also, most of these techniques are designed forrakmtd setting and do not scale well to the
distributed setting.

In the case of distributed setting, an outlier detectioreswd for wireless sensor networks was pre-
sented in[[7]. Distributed outlier detection schemes hagdinixed attribute datasets are proposed
in [56,[39]. In [18] a distributed top-k outlier detectionhgmne is presented using Distributed Explo-
ration of Massive Astronomy Catalogs. They use PCA basdthique to give distributed outlier detec-
tion scheme for vertically partitioned data. An outliereltton scheme for distributed data streams is
presented by Set al. [[72].

Privacy preserving outlier detection (PPOD) was introdulbg Vaidya et al. in[[75]. They use the
definition for distance based outliers provided[inl[37], &yie PPOD algorithms for both horizon-
tal and vertical partitioning of data. Subsequently, a PPidorithm using the k-nearest neighbour
based definition [62] was given in [85], considering onlytigal partitioning, where data is distributed
across the dimensions. However, all of the above mentiolgsditbams have quadratic communication
and computational complexities in the database size, rgakiem infeasible while dealing with large
datasets. To the best of our knowledge, no other work in thediePPDM based on cryptographic tech-
nigues has addressed distance based outlier detectivacypreserving density based outlier detection
algorithms have been proposed|in|[i16, 68].
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Figure 3.2: Distributed Outlier Detection using LSH

3.3 Distributed Outlier Detection

First, we give outlier detection algorithm for horizonyapartitioned data without considering pri-
vacy. Consider a distributed setting witlplayers, each player having a subset of objects in the whole
database. In this setting, each player first computes itsf $@tal outliers by using the centralized algo-
rithm on its local dataset. After the local outliers are gated, all the players communicate to compute
the global outliers from the sets of local outliers. At thel e the algorithm each player will have its
subset of the actual global outliers.

We consider the horizontal distribution where each plagardsubset of the total number of objects.
The distributed algorithnDistributedOD(Algorithm[1)) is divided broadly into three phases. In thetfir
phase, all players communicate to compute the global pdeasieThen each player locally computes
its set of local probable outlietd/’. In the second phagglobalApproxOD(Algorithm[4), the players
engage in communication to compute their subsets of glabalgble outliers. Finally, in the third phase
GlobalOD (Algorithm [B), the players again engage in communicationdmpute their subsets of the
actual global outliers. Figufie 3.2 gives an overview of thecpss in the distributed setting from the
perspective of one player in a two player setting. It is cfeam the figure that the round complexity of
our algorithm is3, which also holds true for multi player setting.

Before giving a detailed description of the algorithm, wértkeglobal and local outliers as follows:
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Algorithm 1 DistributedOD: Outlier Detection Algorithm for HorizontBistribution

Require: PlayersP# and PE, PA’s DatasetD4, PP’s DatasetD?, Distance Threshold,, Point
Thresholdp,, Approximation Factoe
Ensure: P4’s OutliersM#
1: At P4 .
. P4 sendgD4| to PB
At P .
. n = |DA| + |DP|
P sendsn to PA
At PA
pp=(1—-p) xn
" R=d,/(1+¢)
. TA ;= LSH(DA, R)
: computeb,
: M'A = ApprozimateOD (DA, TH ., v}, br)
. M"4 = Global ApproxOD(M'4)
. M4 = GlobalOD(M"4)

[
W N B O

Definition 5 global outlier Given a distance threshold; and a point thresholg;, an objecto in a
datasetD is a global outlier if at least fractiorp; of the objects inD lie at a distance greater than

fromo.

Definition 6 local outlier Given a distance threshold; and a point thresholgy,, an objecto with
player F; is a local outlier if the number of objects in the local datagg lying at a distance greater

than D is at least a fractiorp; of the total datasetV.

3.3.1 Algorithm

We give the distributed algorithm in a two player settingjshihcan be easily extended tgpalayer
setting. Consider two players denoted By and PZ with local dataset®* and DZ. We present the
algorithm such that one player, s@/* will be able to compute its subset of the global outliers at th
end of the algorithm. Similarly the algorithm can be usedralde P? to compute its subset of the
global outliers by simply interchanging the roles@f and P? in the algorithm.

In the first phase, playgP* sends the size of her dataset?§ and gets the size of the entire dataset
(i.e. [IDA+DP)). PlayerP4 locally computes its local probable outliet$’4 by running the centralized
algorithm on her dataséd*. In the second phase, for each objedn the set)/’4, P4 forms the set
12 which is the set of L labels of the bins (generated by LSH) tictvh is hashed to (these labels are
stored while performing LSH)P# sends the sdt! to PZ. PlayerP? considers each elemehin /4
and runs the FindNeighbors algorithm on its local datag¥t.then counts the cardinality of the sets
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Algorithm 2 ApproximateOD: Calculate Local Probable Outliers

Require: DatasetD, Hash Tablel . ;7, Point Thresholg;, Bin Thresholdb;,
Ensure: Outliers M’

1. M ={}

2: Yo € D, flag[o] = 0/ mark all objects as outliers

3: for each objecb in D do

4: if flag[o] = 0 then

5: lo ={gi(o)|i = 1toL}

6: S" = FindNeighbors(D,Trxm, 0,1, bt)

7: if |.S’| > p} then

8: Vo' € S, flag[o'] =1/l mark objects inS” as non-outliers

9 else

10: M' = M'" U {o} Il add current object into set of probable outlidr
11: end if

12:  endif

13: end for

Algorithm 3 FindNeighbors: Calculate Neighbours using LSH

Require: DatasetD, Hash Tablel; « i, objecto, hash label$,, Bin Thresholdb;
Ensure: SetS’ of objects satisfying Bin Threshold criteria
:S=5={}
: for i =1to|l,| do
S = S| T¥i, L]
end for
: Vo' € D, count[o'] =0
: for each object’ # oin S do
count[o'] = count[o’] + 1
if count[o'] > b, then
S'=5"u{d}
end if
: end for

[EnY

© N R DD

= e
=

returned by FindNeighbors and sends the set of cadfhte P~. PlayerP# considers each objeotin
M'4 and runs the FindNeighbors algorithm to obtain its counhefriumber of objects repeating more
thanb, times (this step is actually redundantAf* stores this count in first phasel?4 then computes
the sum of this count and the corresponding countipand if this sum is less than or equal to point
thresholdp;, P4 storeso in the set of global probable outliefg”4.

The setM/”4 contains some false positives because of the LSH appraximathich can be removed
in third phase with another round of communication as fofioW* sends the set/”4 to PB. Player
PP considers each objeetin M4 and computes the distance to each object in her daf2a8eand
counts the number of objects which lie at a distance grehger the distance threshalil from o. P2
sends all the counts back B*. P4 then considers each objecin M4 and computes the distance to
each object in its datasét* and counts the number of objects lying at distance greaerth P then
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Algorithm 4 GlobalApproxOD: Calculate Global Probable Outliers

Require: PlayersP4 andP?, P4's DatasetD, PP’s DatasetD”, Point Thresholgb,, Bin Threshold
b:, P's Hash Tablel'2 ., PP's Hash Tablel'?, ,;, P4’s Local Approximate Outliersi/’'4
Ensure: P“’s Global Approximate Outlierd/”4
1: At P4 .

2: for each objecb in M4 do
3. 12 ={gi(0)|i = 1toL}

4: end for

5. send/” to PP

6: At PB .

7. Vlield Bl =0

8: for each label in 14 do

9: S = FindNeighbors(DB,TE ., null,l,b)
100 P =19

11: end for

12: sendc? to P4

13: At P4 .

14: M" = {}

15: for each object/ in M4 do
16: 1, = {gi(0)|i = ltoL}

17: 8" = FindNeighbors(DA, TH 1,0, 1o, by)
18:  count = |S'| + cP[o]

19:  if count < pj then

20: M"A = ppA U {0/}
21 endif

22: end for

computes the sum of this count and the corresponding cooeiveel fromP? and if the total count is
greater than or equal to fractign of n, P“ marks the object as an outlier.

3.3.2 Example

For the ease of understanding we explain the work flow of te@pgsed algorithms using a simple
example. First, we show how to compute outliers in a disteusetting without considering privacy
(Algorithm[T). Later on in Section 3.4 we show how to compuiédiers in a privacy preserving manner
using AlgorithnY. Let's assume that playBr* has dataseD* consists of objectsa; = (1,1),ay =
(1,3),a3 = (2,1),a4 = (2,3),a5 = (5,1) andag = (4,5). PlayerP? has dataseD” consists of4
objectsb; = (3,1),b2 = (4,2),b3 = (5,2) andby = (4, 1). We fix point thresholg; = 0.8, distance
thresholdd; = 2 and approximation factar= 0. The total dataset sizeis= 10 and the modified point
threshold isp; = 2. Initially, both the players will reveal the size of theirtdset to each other. Any
one player will compute the LSH parameters and publish thethd other. Using these parameters,
both the players run LSH with radid® = d;/(1 + ¢) = 2, on their respective datasets to compute bin
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Algorithm 5 GlobalOD: Calculate Global Outliers

Require: PlayersP4 and PE, P4’s DatasetD#, PB's DatasetD?, Distance Threshold,, Point
Thresholdp,, P*’s Global Approximate Outlierd/”4
Ensure: P4’s Global OutliersM4

1: sendM"4 to PB
2: At PB .
3: Vo' € M", cBlo"] =0
4: for each object” in M"4 do
5. for each object in D” do
6: if Dist(o”,0) > d, then
7: CB[OII] —_ B[O”] +1
8: end if
9: end for
10: end for
11: sendc? to P4
12: At P4 .
13: for each object” in M"4 do
14:  count =0
15:  for each objecb in D4 do
16: if Dist(0”,0) > d; then
17 count = count + 1
18: end if
19:  end for
20:  count = count + cB[0"]
21:  if count > (py x n) then
22: MA = MAU {0}
23 endif
24: end for

structuresI’* and7T'® as shown in Table 3.1 and Table]3.2 respectively. In eachthiotare, we have

L = 3 different hash functions creatirighash tables. A bin structure is considered as a matrix arfd eac
entry of this matrix is accessed by indexing a two dimendiamay. ThusT“ (3, 2] denotes the objects
that are hashed to second bin of the third hash table i3, 2] = {a4,as}. For simplicity, we set
bin thresholdb; = 1, i.e. an object is considered as neighbour if its hashedetsdime bin as the query
object at least once.

ApproximateODBoth the players rupproximateOL[to get the local probable outliers using their
respective LSH bin structure. All the objects who are natadly marked as non-outliers are processed
one by one. For every object, dllbins to which it is hashed, are considered. A union of all thiects
which occur more thah, times in thosel bins forms the neighbour set. If the size of this neighbour
set is greater than point threshgid then all the objects in this neighbour set and the currejetcblare
marked as non-outliers, otherwise the current object ikethas local probable outlier. For example,
player P4, considers first objeat;, which is hashed int8 bins {1, 2,1} using3 hash functions. The
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Table 3.1: PlayeP“’s LSH Bin Structurel™ Table 3.2: PlayeP?’s LSH Bin Structurel’?

{a1,as,a3,a4} {as} {as} {b1, b4} {} {b2, b3}
{as} {a1,a2,a3,a4} | {as} {} {ba} | {b1,b0,03}
{a1,az, a3} {a4, a5} {as} {61, 04} | {b2,b3} {}

neighbours of:; are the objects which are hashed into thdses and repeat more thantimes. Thus,
the neighbour set correspondingdtpis {as, as, a4}, the size of which('“) is greater thap,. Hence,
a1, a2, a3 anday are marked as non-outliers. Next, we consiggfor which the neighbour set isu4 }.
Since, a5 does not have sufficient neighbours (more thgn we add it to the set of local probable
outliers M’4. Similarly ag is also added td/’4. In case ofP?, b; has neighbour s€lthy, bo, b3}, the
size of which C'P) is greater thamp). Thus, all the objects aD” are marked as non-outliers.

GlobalApproxOD:The local probable outlier set may contains some non-ostfi which enough
neighbours are not available locally, but are availabletheoplayer's database. To consider these
neighbours and further prune the non-outliers, both pkgsgage into communication to calculate
global probable outliers. For every local probable outlgayer P4 sendsL = 3 bin labels to which
it is hashed to. PlayeP? sends back the total number of obje€t§ which repeat more thab times
in the corresponding bins &Z. After receiving the count of neighbour€'€) from P, player P4
calculates the total number of neighbodts= C4 + CB. If C is greater thap), the object is marked
as non-outlier otherwise it is marked as global probabléesutn our example scenarid?“ sends bin
labels corresponding t@; andag which are{3, 3,2} and{2, 1, 3} respectively.P? will calculate the
neighbour set cour®” for each bin label set. In case of label §&13, 2}, the count of objects repeating
more tharb, times (C?) in T7 is 3 becausé, = 1 and three objects;, b, andbs are hashed into those
bins. Similarly, in case of bin label sé2, 1, 3}, the neighbour set couxit? is 0, as no objects ob”
are hashed into those bins. Playef receives3 and0 as neighbour counts correspondingatoand
ag from PB and calculates global neighbour codntby adding own neighbour countsand0. Thus,
global neighbour count far; andag is 4 and0 respectively. Sincel > p, and0 < pj}, a5 is marked as
non-outlier (enough neighbours are available globallyj @nis added into the global probable outlier
setM"4,

GlobalOD: Finally, both the players engage into communication to asglobal outliers. For
every global probable outlier, number of objects in bothdhtsets P4 and D) which has greater
thand; distance is calculated. If this count is greater than pdireggholdp, then the object is an outlier
otherwise it is a non-outlier. In our example; is the global probable outlierP4 sendsag to PZ.
Both P and P? compute the distance betweeg and all other objects in the databaBe' and DZ
respectively. Both the players count the number of objedtehvhave distance greater thdn The
respective counts ar€4 = 5 and C” = 4 and the total number of objects which are more than
d, distance apart fromg is C4 + C® = 9 which is greater than fractiop, of the dataset size (i.e.
p: X n = 0.8 x 10 = 8). Thus, according to the Definitidn is an outlier.
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3.3.3 Analysis

Computational Complexity: We give the total computational complexity of a single giay”,
required to enable both the players to compute their suloeétee Global outliers. In DistributedOD,
Fixing the parameters in steffsand8 is of constant complexity. The LSH binning in Stéphas a
computational complexity o (nLd). ApproximateOD on playeP“’s input has a computational
cost of O(nALm/4), wherem’4 = |M"4|. In GlobalApproxOD, calculating the labels of each object
in M'4 (Steps 2-4) has a complexity(m’4L). While sending this set of labels (Step 5)R&, player
P4 receives a corresponding set of labels for object&/i¥ from PZ. For each label in this seB4,
needs to run the FindNeighbors protocol and get the couriteo$ét returned by FindNeighbors. This
has a computational complexity 6f(m/®n4L). Computing the set of global probable outliers from
the local probable outliers (Steps — 22), has a complexity)(n4m’4L). In GlobalOD, P4 sends
the setM”4 to P4 (no computation). SimilarlyP# receives the corresponding set’” from PZ.
For each object in this st has to compute distances to all the object®ifi. This would have a
computational complexity o (m”Bn4d). Finally, to compute its subset of the global outliers (Step
13 — 24), the computational complexity i©(n4m”4d). Using the inequalitiesn’4, m'? << n? ;
m"A m/"B << n? [63] and considering only the dominating terms, the totahpatational complexity
of player P4 would beO(n4dL).

Communication Complexity: Similar to the computational analysis, We give the totahomunica-
tion complexity of a single playeP*, required to enable both the players to compute their ssio§éhe
Global outliers. In DistributedOD, Step 2 has a communicatif O(log (n)). In GlobalApproxOD,
step 5 has a communication 6fm’AL). In Step 12,P4 receives a count for each label in the &&t
which P4 has sent.P“ has to send t@”, a similar count for each label in the ét received from
PB. This would have a communication complexity@fm'? L log (n“)). In GlobalOD, Step 1 has a
communication of)(m”4d). In Step 11,P“ receives a count for each object in the &t4 which P4
has sentP# has to send té?, a similar count for each object in the set’? received fromP®. This
would have a communication complexity 6fm”? log (n“)). For large datasets of high dimension-
ality, Considering only the dominating terms, the total coamication complexity of playeP“ would
be O(m'AL 4+ m"4d). In other words, the major communication is sending thel$abElocal probable
outliers and sending the entire global probable outliets se

3.4 Private Outlier Detection

We now describe an algorithm for privately computing outtietection over horizontally partitioned
data. The algorithm for privacy preserving outlier det@eiver horizontally distributed data is executed
in two phases. In the first phase, each player locally conspiseset of local probable outliers by
running centralized algorithm on its local dataset. Thesalloutliers contain the global outliers as
well as few non-outliers for which enough neighbours do migten the respective local datasets but
exist in the entire dataset considering all players. To @tilnese non-outliers, all the players engage in
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Algorithm 6 Pruning: Pruning Non-Outliers using LSH

Require: DatasetD, Hash Tablel’, Point Thresholg;, Bin Threshold,,
Ensure: M

1. M ={}

2: Yo € D, pruned|o] = false

3: for each objecb in D do

4:  if pruned[o] = false then

5: Neighbors = UiLzl T'gi(0)] Il g is the hash function
6: RepeatedNeighbors = {0 | o’ € Neighbors andoccurrence(o’) > b}
7.
8
9

if |RepeatedNeighbors| > p) then
Vo' € RepeatedN eighbors, pruned[o’] = true

: else
10: M = M U{o}
11: end if
12.  endif
13: end for

communication in the second phase in order to generate obalgheighbour information and compute
their subsets of the global probable outliers. The prungafpnique used here is slightly different from
the one mentioned previously. Hence, for the sake of clamgwill incorporate the modified centralized
algorithm in our privacy preserving algorithm.

3.4.1 Algorithm

We considert players, each with datasél; for i = 1 to ¢t andn; = |D;| such that the size of the
entire dataseD isn = 3_._, n;. We assume that is known beforehand to all the players, otherwise it
could be computed using@ecure Sumprotocol. Apart from this, the algorithm takes as inputalise
and point thresholds. At the end of the algorithm each plagsrits subset of the outliers in the dataset
D. Our algorithm is based on LSH scheme using p-stable disitoibs [17], where each hash function
for ad-dimensional object is computed as:

o) = 2212 (3.)

While performing LSH on the local datasets, in each iteratibLSH, all the players need to use the
same randomness so that, in any one iteration, all the sbgeethashed using same hashing function.
Hence, any one player, let us sBy computes the LSH parametergwidth of a hash function) and
(number of hash tables) and generates the random mattiaed B. Here, each elementof thek x L
matrix A is ad-dimensional vector whose each entry is independently mifemm a p-stable distribution
and each elementof thek x L matrix B is a random number if9), w|. P, then publishes these values
to all the other players. Each player then computes the neodifoint thresholg, = (1 — p;) x n and
LSH distance parametdt = d;/(1 + €). Note that the parametgf is computed based on the size of
the entire dataset instead of the size of the local databetLEH scheme is then run on the local dataset
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Algorithm 7 PrivateOD: Privacy Preserving Outlier Detection in Hortad Distribution

Require: t Players, Dataset®; for ¢ = 1 to ¢, Total Dataset size,, Distance Threshold;, Point

Thresholdp,, Approximation Factoe

Ensure: OutliersM;;i=1tot

1:
2:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:

At P;:
ComputeL.S H parameters:, L andw
Generated andB  // A andB arek x L matrices
Publishk, L, w, A andB

3
4
5. for each playei = 1tot do
6:
.
8
9

py=(1—p) xn
R=di/(1+e¢)
T; = LSH(D;, R, A, B)
Computeb,
M! = Pruning(D;,T;, p}, bt)
end for
for each playei = 1tot do
BinLabels; = {label of each bin ir{; }
end for
BinLabels = SecureUnion(BinLabels;); i =1t0t
for each playei = 1tot¢ do
for | = 1to|BinLabels| do
if BinLabels(l) € BinLabels; then
Cill) = IT:(0)|
else
Ci(l)=0
end if
end for
end for
C = SecureSum(Cq,Csy,...CY)
for each playei = 1to¢ do
Ci=C-C;
for each object in M/ do
Neighbors; = Ui Ti[g; (0)]
RepeatedNeighbors; = {q € Neighbors; | occurrence(q) > b}
req-nn; = p; — |Repeated N eighbors;|

ValidBins; = {b; | b; = gj(0) and Cj[g;(0)] > reqnn;, j =1,2,..

if |ValidBins;| < b, then
MZ’ = MZ @] {O}
end if
end for
ReturnM;
end for

L}
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using the above computed parameters which outputs thengirstiucturel; (Here, the LSH scheme
is a bit different from that of the centralized setting inttttze random vectorgl and B are given as
input to the LSH scheme whereas in the actual LSH scheme Waéses are generated with in the LSH
protocol). The protocaPruningis then invoked, which returns the set of local probableiexst\/;.

In the second phase, to form the set of global outliers, elfeprequires the total number of objects
with all the other players that are hashed to each bin. Sheebinning at each player is performed with
the same global LSH parameters, we can find the correspoadsetereen LSH bin structure across
the players. However, the bin labels with each player mightifferent (considering only the non-
empty bins). Hence the players communicate to form the uofall the bin labels BinLabel3 using
the Secure Uniorprotocol [14] (stepd2 — 15). While forming BinLabels each bin label needs to be
indexed with the iteration number during LSH 0 L) in order to differentiate between bins of same
labels created during different iterations of LSH. Eaclygtahen counts the number of objects it has in
each of the bins iBinLabelsto form the local bin count structur@; (stepsl7 — 23). Next, theSecure
Sumprotocol [14] is used to compute the global bin count sttt from the corresponding local bin
count structureg’; of all the players (step5). Each playet then locally computes the sum of the other
¢ — 1 player's counts for all the bins i.eC}; = C — C; (step27).

At every player, each objeetin the set of local probable outliefd! is then considered to determine
whether it is a global outlier. To get the number of neighlsaafro in the local dataset, the cardinality
of the setRepeated N eighbors; for o is computed. This step is actually redundant if the valuéoised
in the first phase (durin@runing. This value would be less thai} since the object was considered
a local probable outlier in the first phase. The number oftwigrs required to make it a non-outlier
is computed asreq_nn; = p, — |RepeatedNeighbors;|. To get the count of neighbours ofwhich
are available with other players, the corresponding bir@iil(li.e. thoseL entries inC; indicated by
gj(0) wherej = 1 to L) are considered. If any of thedebins have count greater thang_nn;, we can
consider the objeci to be a non-outlier. However, as explained in the centrdlszheme, to reduce the
false negative probability, we requibesuch bins to make the object a non-outlier. To achieve this, o
those bins which have object count greater thannn; are said to b& alid Bins;. If the cardinality of
ValidBins; is less tharb,, the objecto is considered as a global outlier and added to the set of igloba
probable outliers\z;.

As in the case of distributed setting, the whole algorithnmuis over multiple iterations and the
intersection of all the global probable outlier sets is metal as the final set of outliers at each player.
Since the procedure to find global outliers is a bit diffeifenin that of finding outliers in the distributed
scheme, the false positive rate increases slightly in coisgrato that of the distributed algorithm.

3.4.2 Example

We continue with the example scenario described in Secii®@ and show how to compute outliers
in a privacy preserving manner using Algorittith 7. Initialboth the players will reveal the size of
their dataset to each other. Any one player will compute t8é&llparameters and publish them to the
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other. Using these parameters, both the players will run b8kheir own dataset and compute local
outliers as described in Sectibn 3]3.2. Thus, pla@yércomputes the local outlier sét’4 = {as, ag}
while playerP? does not have any local outliers. In case of non-privaterihyo, players can directly
share their bin structure to calculate global outliers. Eegv, in case of private algorithm, players use
SecureUniorandSecureSurprotocols to share binning information. ABecureUniorandSecureSum
protocol can be used as the proposed algorithm is indepepéiédre underlying protocols. One simple
method for both the protocols is given in Section 2.4. Hereuse them as a black box.

Both the players construct a set of bin labels of their bincttre and then execute secure union
protocol to compute global bin label set. In our example @tay* has bin labelq[1, 1], [1, 2], [1, 3],
2,1],[2,2],[2,3],[3, 1], [3,2], 3, 3]} and playeP” has bin labelg[1, 1], [1, 3], [2, 2], [2, 3], [3, 1], [3, 2]}.
Thus global bin label set is union of these two sets whidflisl], [1,2],[1, 3], 2, 1], [2, 2], [2, 3], [3, 1],
(3,2],[3,3]}. Each player then constructs a counter corresponding toleadabel in the global bin la-
bel set. The counter is set@df the corresponding bin doesn’t exist in the local bin staue, otherwise
its the number of objects hashed in to that bin. For plagéithe counter array corresponding to global
bin structure isC* = {4,1,1,1,4,1,3,2,1} and for playerP? its C® = {2,0,2,0,1,3,2,2,0}.
Both the players use secure sum protocol to compute the Igtoliater array which gives the total
number of objects hashed into each bin of a global bin stractin our example, the global counter
C={6,1,3,1,5,4,5,4,1}.

As explained earlier, few of the local outliers are actuabn-outliers because they have enough
neighbours but not all of them are available locally. Thus,dvery local outlier, a player counts the
number of neighbours requiredeg;,,,,) by subtracting number of local neighbours from point thadd
p;. Then, a player checks if this local outlier hag,,,, neighbours available in other player’s database by
checking corresponding bin counts in global couidtetEvery local outlier who has enough neighbours
is pruned and marked as non-outliers. Consider a locakouti The number of local neighbours @f
is 1, hence2 more neighbours are required i’ (database wittP?) to mark it as non-outlier. The bin
labels corresponding te; is {[1, 3], 2, 3], [3, 2]} and the counts &@* corresponding to these labels are
{2,3,2}. To enforce bin threshold criteria, we consider only thase which has at leastq,,,, objects.

If total number of such bins is less than bin threshglthen the object is marked as an outlier otherwise
it is marked as non-outlier. In case @f, the number of bins satisfy such criteriadisvhich is greater
than bin threshold. Hence; is marked as non-outlier. Next, consider another locai@utk. The bin
labels corresponding ta; is {[1, 2], [2, 1], [3, 3]} and the counts &?” corresponding to these labels are
{0,0,0}. Since,ag doesn’t have any more neighbours availabléifi it is marked as an outlier.

3.4.3 Analysis

Computational Complexity: We give the computational complexity from the perspecatif/player
P,. The computational complexity of stepis O(kL). Steps8 and10 have complexity ofD(nydkL)
andO(ni N,,, L) respectively, wheréV,,, is the number of processed objects of playkr The com-
plexity of step13 and stepsl7 — 23 depends on the average number of non-empty bBinsreated
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Table 3.3: Dataset Description

Dataset Objects Attributes Source

Corel 68040 32 kdd repository

Landsat 275465 60 vision lab, ucsb

Darpa 458301 23 Lincoln Laboratory, MIT
Household 1000000 3 US Census Bureau

during each iteration of LSH. In the worst case where eackoblij the dataset is hashed to a different
bin, the number of bins would be equal to the dataset size.ederythe number of bins would be much
less than the total data size in the average case. Thus tregavease complexity for std3 and steps

17 — 23is O(N,L); whereN, << n. Similarly, the complexity of step7 is O(N,L). The complexity
for steps28 — 36 is O(m) L); wherem’ = |M{|. Considering the dominating terms, the computational
complexity for playerP; is O(n1dL). The overall computational complexity of Algoritith 7G¥ndL).

Communication Complexity: In Algorithm[4, communication among the players happerstéps
4,15 and25. Step4 has a communication complexity 6f(kL). The average case communication
complexity for stepl5 is O(N,L). The corresponding average case communication complexistep
25 is O(NyLlogn). Thus the overall communication complexity for Algoritfiuis®O (N, L log n).

Security Analysis In Algorithm[4, the values communicated in stepre public values and do not
reveal any private information. After executing stapsand25, each player has the count of objects in
the entire database that are hashed to each bin. From tblispkgyer can infer about the distribution of
the objects of all the other players but cannot infer aboaitlibtribution of any single player when more
than two players are involved (sinG@ecure Uniorand Secure Surare used). However, in most cases
where the objects with each player come from a same diswiputhis information is usually known
before hand and thus there is no extra information revealed.

3.5 Experiments

We perform experiments on datasets listed in TRble 3.3. rRpleimentation of LSH, we have used
E2LSH packa& which is based on the p-stable distribution|[17]. For all experiments the approx-
imation factore is set to2 (empirically determined). All experiments are executedrdrl(R) Corei7
CPU3.33G Hz machine. To simulate horizontal partitioning, we randomilyide the dataset among
all the players such that each player will havg distinct objects with all the attributes, whetds the
size of the dataset artds the number of players. For all the experiments, we congide 2, unless
specified otherwise.

http:/ww. mit.eduiandoni/LSH/
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Figure 3.3: Number of LSH bins created for various datasetsrigure 3.4: Communication Cost of
Number of LSH bins are much less compared to the size of therivateOD over multiple players.

database.

LSH Bin Structure:The communication cost éfrivateODalgorithm isO(N, L log n), whereNy, is
the average number of nonempty bins created during eactidgerof LSH, L is the number of hash
tables andh is the number of database objects. We compérandn by running LSH on entire dataset
without partitioning. The results are shown in Figurel 3.Be humbers on the bar shows the respective
counts. It is evident from the figure that indedd is extremely less than. Further, this is also true
for large datasets. Due to the locality sensitive properigtny objects which are near by fall into a
single bin. Hence, average number of bins created will behnhegs than the total number of objects
in a dataset{, << n). Even in case of sparse data this holds true as the LSH r&iudl be large
because of high distance threshdld

3.5.1 Accuracy

We compute outliers by running both the algorithmBistributedOD(Algorithm[1) andPrivateOD
(Algorithm[7), in horizontally distributed setting with twplayers. We computed the optimal bin thresh-
old b; as described in_[63] and run both the algorithms using theedaimthreshold. The accuracy of
these algorithms is measured by comparing the computemutlith the ground truth. The ground
truth is a set of actual outliers computed using exhaustistace computation [37]. The results are
summarized in Table_3.4. The detection rate for each dagagbe optimab, is 100% (i.e., no false
negatives). The false positive rate is shown as a perceofafe total dataset. In both distributed and
private setting, the false positive rate is quite less, tvisicows that the proposed algorithms have high
accuracy. The false positives BfivateODis on an averagg.02% higher than that obDistributedOD
The small increase in false positives is due to lacikG@dbalOD step, where all the players exchange
their global probable outliers for further pruning. In cageéPrivateOD, the players can not exchange
their global probable outliers as that will reveal thoseeots to the other players. One solution is to use
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Table 3.4: Accuracy of DistributedOD and PrivateOD

Dataset | BinThreshold False Positives [%]
(be) DistributedOD | PrivateOD
Corel 45 0.011 0.041
Landsat 30 0.014 0.025
Darpa 30 0.031 0.059
Household 25 0.009 0.02

secure multiparty computation (SMQC) [75] to privately extecGlobalOD. However, SMC protocols
are very expensive in terms of computational as well as comcation cost.

3.5.2 Comparison

We comparePrivateODwith the algorithm given in [[75], which has a cost @{n?d). The com-
parison in terms of communication cost for different datsad®y varying the dataset size is shown in
Figure[3.5. We calculate the communication cost in termsrafiant of data (in KB) transfered between
players during the entire protocol execution. Not only o@timod has less communication cost in com-
parison, but also the rate of increase in the cost with régpetataset size is very less compared to the
O(n?d) method. Also, for large datasets, this increase in comnatinit cost is very less compared to
smaller datasets.

We repeat the experiment by varying the number of players #do 5. The accuracy of the algo-
rithm remains the same while communication cost increaststiie number of players. The results
are given in Figuré 3]4. For large datasets, the increasermuunication cost is very less compared
to smaller datasets. Because in case of large datasetsoftb&t non-outliers are pruned locally as
enough neighbours are available locally. The communioatimst will be even less in many practical
scenarios, where the dataset of each player is generataily lotstead of a random distribution of a
single dataset (as in the case of our simulated horizontditipaing). This is because by randomly
distributing a single dataset there might be a case wherg mgighbours of an object of one player,
will be with other players. This will increase the numberaxdal outliers which in turn will increase the
communication cost.

3.6 Summary

We proposed an approximate algorithm for distance basdigrodéetection. Our approach uses the
Locality Sensitive Hashing (LSH) technique to achieve Hagtel of efficiency and low communication
as well as computational cost. First, we gave algorithm Fstriduted outlier detection among horizon-
tally partitioned data. Later, we extended our method toliperate privacy preserving outlier detection.
We have given a thorough complexity analysis for both atbors and have provided the empirical re-
sults on various datasets to support our claims. We also amdpour algorithm with the previous
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Figure 3.5: Comparison of the proposed PrivateOD algoritlar algorithm performs far better than
previous known result of quadratic cost.

known results and showed that ours perform better in termesmimunication as well as computational
cost.
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Chapter 4

Private Content Based Search on Encrypted Data using Hierarhical

Index Structures

4.1 Introduction

With the advent of third party data storage services BkepBoxand SkyDrive it has become in-
creasingly important to have an efficient search mechanisith@ encrypted data. In this chapter, we
formally define Content Based Similarity Search on enciyptata and propose an efficient protocol
for the same. We further show that our method outperformsemtestate of the art techniques for sim-
ilarity search on encrypted data, not only in accuracy k& al retrieval time and communication. To
achieve this we propose an algorithm which make use of tuleial index structures. The computation
as well as communication cost of the protocoiém log;, n), wherem is the size of each tree node,
is the branching factor and is the number of leaf nodes. Empirically we show that on imdgasets
of the order5K size, we achieves times lower communication cost. Also, we achieve an average
improvement of30% in terms of retrieval quality. We also extend our algorithorsblve the problem
of private content based image retrieval in public databdsehis setting, when compared with the
existing techniques, our techniquelid® times faster on an index tree withMillion leaf nodes. We
begin by formalizing the problem of Content Similarity Seteable Symmetric Encryption (CS-SSE).

Definition 7 (Content Similarity SSE): A content owner with datab@¥ehould be able to stor®

on an outsourced serve#, so that users can privately query for similar data fre¢n The database
is indexed using any hierarchical index structure and sdava S in encrypted form so that the server
cannot know anything about the data. For a query it@mthe client should be able to retrieve the data

items which have maximum similarity in terms of content vésipect ta)).
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4.2 Prior Work

The problem of private exact keyword search is to test forettistence of a particular keyword on
a database in a privacy preserving fashion. Oblivious RAREs 55] were proposed to solve this prob-
lem which offer optimal security but are computationallypersive and use poly-logarithmic rounds of
communication. To overcome the problems of the ObliviousvRBASonget al. [71] proposed a model
considering a weaker notion of privacy. While their schemproven to satisfy the requirements of a
Secure Encryption scheme, it fails to satisfy those of a eBgarchable Encryption scheme. Later,
Gohet al. [20] gave a formal definition for a Secure Searchable Enmgpscheme and proposed a
Secure Index based scheme using Bloom filters [6] and pseamdiom functions. In[15], Curtmola
et al. proposed an adaptive semantic security definition for Se8aarchable Encryption scheme and
provided a scheme which satisfies the definition.[ I [58],ab#hors address the practicability of the
Searchable encryptions schemes by relaxing the adversagiglmn the case of Similarity Searchable
Symmetric Encryption, the authors of [59] proposed a schem&milarity matching on encrypted data
for the case of approximate string matching under hammistadce. Another scheme for fuzzy key-
word search over encrypted data was proposed in [43]. RgcKuoizu et al. [51] proposed an efficient
protocol for Similarity Search on encrypted data, whichasdd on Hashing based index structures.

CS-SSE was addressed in[48] for the specific case of mulimdata. In[[48], the authors gave a
system to privately search for similar images on an encdypteage database, using Order Preserving
Encryptions (OPE) which are not secure against Chosent&taifittack (CPA). For the case of search-
ing on a public database Rrivate Content Based Image Retrieyabtocol has been presented|in][69].
A slightly different setting, in which the server’s privatyyalso considered was studied in[66], where
the authors proposed @blivious Image Retrievairotocol.

4.3 Content Similarity SSE

The problem of CS-SSE can be solved using Smyilarity SSEprotocol as a subroutine. Given a
query item( with a set of features, Similarity SSEprotocol is executed for each feature in parallel
and the results are merged to obtain data items having maxiomntent similarity with respect t6Q.
More specifically, we show how to use the recently propdSieilarity SSH51] protocol to construct
a protocol for CS-SSE. Next we show the limitations of thipraach and then propose an efficient
algorithm for CS-SSE which overcomes these limitations.

4.3.1 Content Similarity SSE using LSH

Similarity SSEscheme proposed in [61] uses Locality Sensitive HashingdjLf8r secure indexing.
The content owner extracts the features of all the datableseats and hashes them using LSH, which
generated. hash tables. Due to the locality sensitive property of LShhjlar features are hashed to
the same bucket with high probability. To obtain the indekueaket vector of lengthiV bits is created
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for each bucket, wheré” bit corresponds t¢" database element. TH#& bit of a bucket vector is set
to 1 if at least one of the features of the corresponding datadlaseent is hashed to that bucket, else it
is set to0. Intuitively, a bucket vector represents the set of datastevhose features are hashed to that
bucket. In order to secure the index, all the bucket vectmracrypted and all the bucket labels are
randomly permuted. At the time of query, user similarly &LSH on the query featurgto generate

L bucket labels and permutes them. After that user obtainsafvesponding. bucket vectors frond
and scores the database elements using the cumulative saifrtteé retrieved bucket vectors. Based
on theses scores user then retrieves the relevant datdeasmes from servef. We now show how to
construct a protocol for CS-SSE by directly using 8imilarity SSEscheme as a subroutine. We name
the resulting protocol aSontent Similarity via LSH (CSlfpr further reference.

Since the difference is only in terms of querying mechanisaex construction is same as explained
above. At the time of query, user first extracts all the fezdwf a query data item. After that, all the
features are queried in parallel to retrieve the corresipgnd bucket vectors as explained above. User
then scores database elements usind.dlucket vectors of all the features of a query. Based on the
score, the user retrieves similar database elements $roince there aré. bucket vectors, each of
length N, for each feature)N x L bits needs to be transfered. The communication of this pobto
is O(N L) bits per query feature, which grows linearly with the sizdtef database. Hence, for large
databases this approach is not practical as it is as goodvzsfdrring the entire database. Moreover,
the limitation of this approach is in terms of the used saprimechanism. Since the bucket content
is only one bit per database element, it only captures thmrimdtion of whether any of the features
of a data item are hashed or not. It does not capture the fneguef a particular feature which is a
very important attribute in many efficient scoring techrguike Term Frequency Inverse Document
Frequency (TF-IDF).

4.3.2 Content Similarity SSE using Hierarchical Structure

In order to overcome limitations of LSH based approach, wtakly modify the scheme of [51]
for the case of hierarchical tree based indexes and provjgetacol for CS-SSE. This also provides
the additional benefit of tree indexes being exact as oppistte probabilistic nature of LSH which,
together with the efficient scoring mechanisms improvesattwiracy of our system. Furthermore, we
reduce the required communication frad{ N L) to O(mlog;, n), wherem is the size of a nodé; is
the branching factor and is the number of leaf nodes in the tree. We also give expetaheridence
to show these improvements of our algorithm over existichrigues. However, the number of rounds
required for our protocol i€)(log, n), where CSL is a constant round protocol. Next we give a brief
overview of our algorithm which has two phases - Offline Pssgey by content owner and Online
Querying by user.

In offline processing, the content owner with dataBetextracts the features of database elements
and builds an index structure using any hierarchical intgxd@cheme like Hierarchical-means,kd-
Tree etc. Once the indexing is done, all the nodes of an indexare encrypted using any symmetric
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Figure 4.1: Offline Processing: Content Owner generategredadex structure and stores it on a
database server as a preprocessing step.

encryption scheme and the labels of their child nodes adoraly permuted using any pseudo random
permutations. The encryption is used to secure the cont#ime index and permutation is used to secure
the traversal path of a query. The content owner then gertetaiique ids for all the data elements and
encrypts entire database. At the end, content owner sea@ntiypted database with corresponding ids
and encrypted index structure $o To enable the users to privately searchyrcontent owner shares
the encryption keys and random permutations with the legit& users. The entire process is illustrated
in Figure[4.1.

In online querying, user first extracts the set of featurea given query data itery). User then
obtains the root node information from the server and desnypising the secret key shared by content
owner. For each feature, user takes a decision as to which maeds to be accessed on the next level
by comparing it with retrieved node information and appttes random permutation on the label of the
node obtained. The user then obtains the information of due nvith this permuted label on the next
level and this process is repeated till a leaf node is retdewsing the leaf node information obtained
for each feature, the user scores each element in the dataBased on the computed scores, relevant
data items are retrieved fros1 Note that all query features can be executed in parallettzerd scores
can be computed to achieve speedup. The query mechanidosigailed in Figuré 412.

Although, the proposed algorithm can be applied in genemabhfy type of data, in this thesis we
give a specific example of a Content Based Image RetrievalRL&sing the popular index structure
Vocabulary Tree [53].
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4.3.3 Algorithm

We now give the details of our algorithm for CS-SSE. The dediniof a Searchable Symmetric
Encryption scheme is given as below [15]:

Definition 8 (Searchable Symmetric Encryption): An Index based SSEecheer a Database collec-
tion D is a collection of five polynomial time algorithn$6SE = (Gen, Enc, Trpdr, Search, Dec),

where:

e Gen(1%) is a probabilistic key generation algorithm run by the cartewner. It takes as input a

security parametei and returns keyx'.

e Enc(K, D) is a probabilistic algorithm run by the content owner to gyptrthe database. It takes
as input the Keyx and the database collectiab = (D;, D,, ... Dy ) and returns a secure index

I and the encrypted database= (C1,Cy,...Ch).

e Trpdr(K,Q) is a deterministic algorithm run by the user to generate gtiaor for a given

query(@. It takes as input the Kel( and query) and returns a trapdoof".

e Search(I,T) is adeterministic algorithm run by the server to search forikr items in database
D for the query). Ittakes as input the encrypted indekuilt on the databas® and the trapdoor

T and outputs a set of identifiers.
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Figure 4.3: Conceptual View of Secure Index representirgygtion and permutation operations on
tree-like data structures.

e Dec(K,id(C;)) is a deterministic algorithm run by the user to recover simitems inD. It
takes as input the kel and an identifierid(C;) and returns the corresponding database item

D;.

The definition of SSE scheme will hold even in the case of CE;$8th the query@ now being
a data item. We now explain each of these algorithms for cbherse. Throughout this chapter, by
rRY {0,1}* we mean assigning a uniformly sampled value of length R.

1. Key GenerationGen(1*): Sample Keyss, K5 L {0,1}* where\ is the security parameter.

2. Index Construction Enc(K1, Ko, D): The content owner with the databaBdirst generates the
features for each element in and builds the index structure on the feature set using aayaktihical
index scheme. We represent hyand k the number of leaf nodes formed in the hierarchical tree and
the branching factor at each internal node of the tree réispc Consequently, the height of the tree
will be h = log;, n. The content owner then encrypts the indexed data struasimg keyK;. Note that
during encryption, each node of the tree is encrypted inudgratly. A pseudo random permutations
then applied on the encrypted index to obtain the securind®uring pseudo random permutation,
at every internal node in the data structure, the contenteowamdomly permutes the labels of its
child nodes. For a binary data structure, this means randouteting the child nodes as illustrated in
Figure[4.38. Also, each item in the databd3es encrypted using ke, to get the encrypted database
C. Each item inC is then indexed with an identifierl. The content owner then stores this encrypted
database along with the secure indexn an outsourced servét. For the symmetric encryptions
schemesFk, and Ex,, we use a PCPA (Pseudorandomness against chosen plaittéexish secure
scheme. To enable the users to securely search on the ertigatiabase, the content owner shares
(K7, Ko, ) with the users.

3. Trapdoor Generation Trpdr(K1,m,Q): The user with a query iter) generates the feature
setF for Q whereF' = |J;_, F; for r > 1. The user then generates the trapdoor informafioe:
(Th,T>,...T,) using the keyK; and permutatiomr which have been shared by the content owner. The
trapdoor?; for each featurd’; is again a vectofl; = (7;,,T;,, ... T;,) whereh is the height of the
tree. Each elemeri;, is the permuted label of the node to be accessed at lesfethe index treel
stored on servef. However, the label of the node to be accessed on a partileveris dependent
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Algorithm 8 Offline Processing: Content Owner Constructs Secure IndiegCS-SSE

1. K, Ky {0, 1})‘

Generate Feature sktfor datasetD

Build the index structuré’ on F

Encrypt indexed database to obtdih= F, (I)

Apply random permutations on the encrypted index strudtmgbtainl = (7€)
Encrypt Database elements to obtéin= E, (D)

Storel andC' on outsourced servet

Share( K1, Ko, m) with users

on the information obtained at the previous level. Henceuinscheme, the trapdoor information for a
particular feature is generated by user in communicatidh thie servels.

4. SearchSearch(I,T): Search is done at the server in communication with the useaich level
of the tree. For each featu® of a query(@, the user first requestS for the encrypted root node
information and decrypts it usinff; to obtain the actual root information. Based on the comparis
of feature F; with the root node information, the labélof the child node which is to be accessed is
decided. The type of information stored on the root node dnsuAsequent internal nodes and the
metric used for comparison depend on the actual indexingnsehused. For example, if hierarchical
k-means is used, the information in each internal node wiltheecluster centers of the child nodes
and the child node having the least distance from the quezgdsd be accessed. Once the labef
the child node is determined, its permuted lafielis then computed by applying the permutation
ond. The user then goes on to request the informafjgn of the child node with labed™ on leveli.
This procedure is continued till a leaf node is reached aadittta on the corresponding leaf node (in
encrypted form) is retrieved and decrypted usiig The label§ at each level form the tree traversal
path for the featurd’; and the permuted labe#§ at each level form the trapdoor informati@hfor F;
l.e.,T;, = ¢] forl = 0toh. At S, traversal corresponding # is done usingl; and hence the actual
traversal path is hidden frorfi. We note that for the first level (= 0), é§ = Jdo since there is only
one node (root) on this level. Once the leaf node informafiprior each feature is obtained, scoring
is performed using this information to generate the ids efdimilar data inD. The scoring procedure
Score is dependent on the type of information stored in the leafesadhich in turn depends on the
kind of indexing scheme used.

5. Decryption Dec(K2,id(C;)): The user obtains the data iter@§ corresponding to the ids ob-
tained in the Search phase and decrypts usingiketo recover the similar data itens;.

We categorize the above described algorithms into two [ghase

e Offline processing, done by the Content Owner, comprisiegktby Generation and Index Con-
struction algorithms.

e Online Querying, done by the users in communication withsereerS, comprising the Trapdoor
Generation, Search and Decryption algorithms.
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The two phases are summarized in Algoritirhs 8[and 9. We nowvasimple example to explain
the working of these algorithms followed by detailed anglyg CS-SSE.

Algorithm 9 Online Querying: Users Privately Query using CS-SSE

1: Generate feature set for quety F' = (F, Fs, ... F})
2: for each featurd”; in F' do
3: 4" = 1// pointing the root node

4.  for each level in the treedo

5: From S obtain; s~ the information of nodé™ on levell

6: Decrypt to obtain the actual informatiaps~ = Dy (1 s~ )

7 if leaf node is reachetthen

8: R; < i s~ l/store the leaf node information

9 else

10: Comparei; s~ with F; and decide labef of the child node to be accessed
11: Apply random permutatiom on§ to obtain the permuted labét = = ()
12: end if

13:  end for

14: end for

15: Computeid(C;) usingScore(Ry, Rs, ... R;)
16: ObtainC; from S
17: DecryptC; using K to obtainD;

4.3.4 Example

The CS-SSE protocol has two phases - Offline Processing alideGQuerying. During offline
processing, the content owner encrypts database, cotsssecure index structure using secret keys
and random permutations and stores them on the server. setlomd phase, users privately query the
secure index structure to search and retrieve similar ifeons the encrypted database using the secret
keys and random permutations provided by the content ovllfepugh a simple example, we explain
the core steps of the algorithms — how to secure the index ewdd privately retrieve similar items
using secure index. Given a query, all the features of theygigeextracted and queried to retrieve
information from the corresponding leaf nodes of the setudlex structure. The scoring function is
applied on the aggregated information to rank the databesesi Finally, top ranked items are retrieved
from the encrypted database. Once all the leaf node inféomat available to the client, it can be easily
decrypted using the secret key given by the content ownermapdcoring function can be applied to
rank the items. The server database is a pair of item id ardsnding encypted item. Based on the
item id of the top ranked items, client retrieves similanitefrom the server in an encrypted form and
decrypts it. Thus, given the information of the leaf nodesaesponding to the query features, retrieving
similar items is a straight forward task. Hence, we focushmndrucial task of retrieving leaf node
information corresponding to the query features.
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Secure Index Constructioe assume the features are available and index structuomssracted
using those features. Although, the method is applicablnyohierarchical index structures, we con-
sider a specific case of vocabulary tree. The details of imgjldocabulary tree from the database and
searching vocabulary tree for image retrieval is given ioti®a[2.3. Vocabulary tree is constructed
using hierarchicak-means, where each non-leaf node contairduster centers (one for every child
node) and each leaf node contains the inverted list of imagpese features belong to the visual word
(cluster) represented by that leaf node. Let us considerdbabulary tree shown in Figufe 4.4(a),
wherek = 2 and the height of the tree &5 The nodes of the tree are labeledigags, .. . I7, starting
from the root node and scanning left to right at each level.cdfesider2 dimensional data (features).
The cluster centers are shown as a seét o dimensional points inside every node except leaf nodes.
For example, root node contai@cluster center$2, 2) and(5,4) for left and right child respectively.
First, we encrypt every node of the tree using any symmetricygtion scheme. Then, we randomly
permute the child node labels for every node. We start wighrdlot node which has two child nodes left
(I2) and right (3). After applying permutationr; = [3, 2], I points to right child ands points to left
child. That is left and right nodes are swapped together thithr subtree. Similarly we apply random
permutationme = [7,6,4,5] to the nodes at next level. The resulting encrypted and pednuee is
shown in Figur¢ 4.4(b) (The content of the nodes are not etedyin the figure for the ease of expla-
nation). This secure index structure together with enegymtatabase is sent to the server. Note, that
server does not know the permutations or the secret keystaggzherate secure index and encrypted
database. Hence, the server does not have any information e index structure as well as data. The
entire permutation set = {71, w2} and secret keys are given to the legitimate clients to erablate
searching over this secure index.

Searching:For retrieval, query is compared withcluster centers of a root node and the child node
corresponding to the closest cluster center is visiteds pricess is repeated until a leaf node is reached.
Upon reaching the leaf node, the information on the leaf i@ttansferred to the client as a result of the
query. In order to keep query private, client obliviouslgvierse the tree. Initially, client retrieves root
node information, decrypts it using the secret key proviokethe content owner and compare it with the
query to decide which child node should be accessed nextrégudting child node label is permuted
using the respective permutatiarand the node with permuted label is retrieved from the seBiece,
the server doesn’t know the permutations and all the nodesrarypted, it can not know which nodes
are being accessed and what data are being retrieved. betsder the query featurd, 3). Client
retrieves the root nodd,() information and decrypts it to get two cluster centfts 2), (5,4)]. By
finding distances between query feat(te3) and both the cluster centers, client knows that the query
lies in the first cluste(2, 2). Hence, the left childi{) of the root node needs to be accessed next. Using
the permutationr; client finds the permuted label &f which isi3. Now, client retrieves information
from node (3) and decrypts it to get the cluster centdx 1), (2,3)]. By repeating the same process,
client finds the next query cluster &5 3) and next child asl). Client finds its permuted labé} after
applying permutationrs and retrieves information from that node. Sinkes the leaf node, it contains
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Figure 4.4: Example Secure Index Construction

list of images containing features similar to the querydeat Similarly, all the features of a query is
processed and the retrieved information is used to scordatadase images as explained earlier.

4.3.5 Analysis

Complexity Analysis: Since the information of one node per level is obtained fremer S (step
5 in Algorithm[9) and then processed at the client, both comioation and computational cost of
querying mechanism i®(mlog; n); wherem is the size of each node arftbg; n) represents the
depth of a tree with a branching factbrandn leaf nodes. The number of rounds for the protocol is
log;, n since the operations for each level of the tree cannot besdarr parallel. However, even for a
tree with1 Million leaf nodes and a branching factor t, the depth and correspondingly the number
of rounds required will b& which is practical.

During Index construction, even though encrypted datadeedton the serve$, applying pseudo
random permutations is still necessary since otherwissdhesr can learn information about a query
just by looking at the traversal path of a query. Also, the gizall leaf nodes should be made same,
which will be the maximum leaf siz&/, by suitably using padding for some leaf nodes so that theser
cannot learn anything by looking at the size of the leaf nadessed for a particular query. Note that the
index scheme should generate a perfeaty tree, otherwise it can be made so by adding dummy nodes
at the time of index construction. Next, we give a formal grobsecurity for the proposed scheme
considering an honest-but-curious adversary model.

Security Analysis: We use the adaptive semantic security definition§8Escheme given ir [15].
First we give the necessary auxiliary definitions beforecpealing to the security definition:

Definition 9 (History): A g-query history over a Database collectidn is a tuple H = (D, Q') that
includes the databasP and a vector of; query item)’ = (Q1, Q2, ... Qq)-
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Definition 10 (Access Pattern): The Access Pattern induced hycmery historyH = (D,Q’) is
atuplea(H) = (D(Q1),D(Q2),...D(Q,)), whereD(Q;) is the collection of identifiers of those

database elements iR which are most similar in terms of content to quéy.

Definition 11 (Search Pattern): The Search Pattern induced by-guery historyH = (D, Q') is a
symmetric binary matrix(H) s.t for1l < i, j < ¢ the element in thé’" row andj** column is 1 if

Qi = Q; and0 otherwise.

Thus,Search Patteris the information whether two searches were for the sameyauenot. In our
scheme, each quety; is a vector of- features i.e.Q; = (F{, F, ... F'). Hence even if two queries are
different, they can have some features in common. Moreeasm featureF]? of a particular query);
generates a traversal path = (F; , I ,... I}, ), whereF; = ¢, is a label of the node to be accessed
at levell. So, even if two features are different, there might be sowezlap in their traversal path.
For example, in case of images, two different images may baxee features in common and based on
the number of common features, an adversary might infer sofoemation about the similarity of the
images. Also, for two different features, the adversaryhhgain some information about their similar-
ity based on the overlap in their traversal paths on the fubreal tree since the trapdoor generation is
deterministic. We capture this information in the defimtidontent Similarity Patterigiven below and
include this in theTrace which is the maximum amount of information the content omigevilling to
leak. The notion ofContent Similarity Patterms an extension to th8imilarity Patterndefinition given
in [51].

Definition 12 (Content Similarity Pattern): The Content Similarity Fatt induced by g-query history
H = (D, Q) is defined by (H) s.t(([¢, 5, m], [u,v,w]) = 1if F]?'m = I, and0 otherwise, where

1<i,u<qgandl <j,v<rand0<m,w < h.

Definition 13 (Trace): The Trace induced by @aquery historyH = (D, Q) is a sequence (H) =
(|IC4],1Chl, ... |CN|, a(H),((H)) consisting of the lengths of documentsGnand the Access and

Content Similarity Patterns.

Definition 14 (Adaptive semantic Security): A Content Similarity SSEid t be adaptively semantic
secure if for all polynomial-size adversaries, there exegssimulatorSim such that for all polynomial-

size distinguisheDist:

Pr[Dist(v(H)) = 1] — Pr[Dist(Sim(7(H))) = 1] < neg(})
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where,neg(\) represents a negligible function in Here,v(H) is the view of the adversary, gen-
erated from an adaptively chosen histdfy which is all the information available to the adversary and
sim(7(H)) represents the view generated by the simulator given tobet@). Intuitively, the defini-
tion says that a Content Similarity SSE scheme is securktf@lnformation available to the adversary
can be simulated by the traeéH ) which is exactly the maximum information we are leaking,haat
probability negligibly close td. In other words, any polynomial-size distinguisher candistinguish
the view generated by the simulator from that of the actualwof the adversary with a greater than
negligible probability.

Since the adversary has the knowledge of the secure ihdleg encrypted databaée= (C1, Cs, . ..
Cn) and the trapdoor informatiofi, the view of the adversary over any adaptively chosen lyistor
v(H) = (I,(Cy,Cy,...Cn),T). To prove that our scheme is adaptively semantic securehove sow
a simulatorSim can generate a view*(7(H)) = (I*,(C},C5,...Cx),T*) that is indistinguishable
from the adversary’s view(H ) using the trace (H).

e The index structurd is a tree of heighti and branching factok where all internal nodes are
of the same sizd.;,; and all the leaf nodes are of the size,;. Here, L;,; and L;.,; are
defined by the type of the indexing scheme used. To hliildSim builds a tree by adding’
internal nodes at each level= 0 to h — 1. Each of these internal nodes are assigned a random
value R, ; Y {0,1}Fnt forl = 0toh — 1, j = 1 to k'. Next, Sim addsk” leaf nodes and
assigns a random valug; L {0,1}%as to each of them, wher¢ = 1 to k. Finally, for
each node on levd| a label is assigned at randababel < {0,1}1%, for I = 0 to h. During
index construction, since each node is encrypted using &AREBure scheme and the labels
are permuted using a pseudorandom permutatidns indistinguishable from the actual index
structurel.

e From tracer(H), Sim has the knowledge of the lengths of the documentS.irThe simulator
chosesV random valuesCy, Cs, ... C};) such thaiC;| = |C;|. Since a PCPA secure scheme is
used for generating’, eachC? is computationally indistinguishable frof.

e From the trace-(H ), Sim has the knowledge of Content Similarity pattér(t/ ). The trapdoor
informationT is generated as follows. Far< i, u < gandl < j,v < rand0 < m, w < h,
If ¢([2, 4, m], [u, v, w]) =1, setT =T & 10,1119 else sefl*! & {0,119 where|s| is the
length of a node label. Since a pseudorandom permutaticsets to generate each lal¥’ , the
simulated trapdocﬂ?m is indistinguishable from the real one.

4.4 Private Content Based Image Retrieval

A closely related problem t8SEis that of securely searching on a public database, in whask c
the data is in unencrypted form at the server. In this secti@nconsider the problem of secure content

48



Algorithm 10 PCBIR: Secure Index Construction using CS-SSE

At S1:

Build the index structuré on D

Encrypt indexed database to obtdip, = Fx, (1)
Encrypt database elements to obtair= Ex, (D)
Send/;,, andC to serverS2

At S2:

Encrypti, to obtainlx, = Ex,(Ix,)

: Apply random permutations on the encrypted index strudtua@btain/;, = 7 (Iks)
: EncryptC to obtainCg, = Ek, (C)

: Sendl}, andCk, to serverS1

: At S1:

: Iy = Dk, (If,) llremove local encryption

1 Cf = Dk, (Ck,)

=

© o NGk

N ol
W N P O

similarity search on a public image database. Shasbard. considered this problem in [69] and gave
a private content based image retrieval protocol usingahigical indexing. Their idea is to perform
oblivious walk on the tree structure at the server end anibvetthe relevant results. For this purpose
they usedOblivious Transfer (OTjprotocol to privately retrieve the node information at ebastel from

the server. The retrieved information is compared with therg and decision of which child node to
retrieve next is taken at user end. Due to the us@Bf the computation on the server at each level is
O(n;), wheren; is the number of nodes at levielThis linear computation is unavoidable since the data
is in unencrypted form in the server and failure to accesh ebmnent will lead to a privacy disclosure.
Because of the large data size, most of the hierarchicakiattactures have huge amount of nodes to
improve efficiency. For example, in case of vocabulary theertumber of leaf nodes are usually in the
order of Million. Thus, it is impractical to have computatiavhich is linear in the number of nodes in
a tree for real time applications like online search.

In order to overcome this limitation, we reduce this problenthat of searching on an encrypted
database using two-server model with CS-SSE protocol. i@ena serverS1 with a databasé) on
which the users would like to securely search for similaadathe idea is to use a third party server
S2 which builds the secure index on the databak¢hat will eventually be stored o§1. During
index constructionS2 uses secret keys for encryption which are unknown to se&tvéwe assume non
colluding servers). In other words, sen&2 does the work of content owner in the CS-SSE protocol.
However, S1 might not be willing to release its databaBeto a third party in an unencrypted form.
Hence, D is first encrypted at'1 before sending t&2, where index is constructed on this encrypted
database. FinallyS1 removes its local encryption on the secure index obtaineoh f§2. Here, the
encryption schemes used at both servers need @dbpemutativeso that the order of decryption does
not matter. Once this off line processing is over, users eaargly search on the secure index stored on
S1in communication with serve$2. We now explain the offline processing stage in detail.
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During Key Generation phasg,l generates keyK, K5 andS2 generates keyK'; and K. During
Index construction, the servéil with the databas® builds the index structuré using vocabulary tree
after extracting features for each image/in The obtained index structure is then encrypted using key
K, to obtainlx, = Ex, (I) which is sent to a third party servéR along with the encrypted database
C = Ek,(D). At S2, the received index structure and the encrypted databasenarypted using
K3 and K, to obtain[K3 = EKB([Kl) = EK;;(EIQ(I)) andC‘K4 = EK4(C) = EK4(EK2(D)). A
random permutatiorr is then applied at each node ff, to obtain I, = m(I,). The permutation
process is similar to the one used in the CS-SSE protocol. obteined structure$] andCy, are
then sent to servef1 where the local encryption is removed to obtain the final insteucturel,
and the databas€; on which the users can search for similar images securelye, e encryption
schemes used at both the servers need to be commutativetsh@harder of decryption does not
matter. We have'If = DKl(Ierg) = DKl(W(EKg(EKl(I))) = W(EKS(I)) andC’f = DK2(0K4) =
Dk, (FEk,(Fk,(D))) = Ek,(D). The Index Construction is summarized in Algorithn 10.

The online querying is same as that of the CS-SSE protocd.only difference is that user, before
querying onS1, needs to communicate wi$2 to obtain the keys and random permutations used while
index construction. However, this communication is onestawen for multiple queries.

4.5 Experiments

We implemented the proposed CS-SSE system to privatelglssamilar images from the image
database and measured the performance in terms of retgeality, query time and communication.
We performed experiments on various image datasets usitabutary tree as an index structure and
compared it with existing techniques. For feature extoactve use state of the art Scale Invariant
Feature Transform (SIFT) [47]. SIFT describes local feztuin an image which is invariant to scale,
rotation, viewpoint and illumination. As a result, imagaken under different conditions can be easily
matched and thus it is widely used in recognition and imageehirag problems. Symmetric encryption
scheme used in all the experiments is AES in CTR mode withdfyesize of 128 bit which is known to
be PCPA (Pseudorandomness against chosen plaintexttsadkre. All the experiments are executed
on Intel(R) Corei7 CPU 3.33G Hz machine. Now, we describe the performance measures used to
evaluate our algorithm.

Precision@topk:For each query imageéopk similar images are retrieved from the server. Among
thesetopk images, percentage of images that share the same catedothagquery image is computed
which is then averaged over all query images to calcylateisionQtopk.

Query Time: Search time is the time between sending a query image aneviety topk similar
images from the server. We only consider the time till retiief topk ids of the result images and not
the actual images since it is same for all algorithms andddgends on the size of database. In CS-SSE
schemes a query is an image which consists of multiple festuvhich can be queried in parallel and
the results are accumulated to calculate the score.
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Figure 4.5: Performance of CS-SSE Scheme

CommunicationThe communication is the amount of data transfered betwsenand server during

one search transaction. For the same reason mentioned alkoe&lso we consider the communication
till the retrieval oftopk ids of the result images.

4.5.1 Retrieval Quality

In order to test the functionality of the proposed CS-SSHEesgswe perform private image search
on Ukbench dataset [53] using vocabulary tree. The datassists 02550 groups of4 images each
(total 10200), taken under different positions and varying illuminaticonditions. We used a subset of
this dataset to train the vocabulary with branching faétet 10 and number of leaf nodes = 100K .

To measure the performance we count how many of iheages come intéop-4 results when querying
an image from that set of four images. Averaging these samresall the queries, we achieved final
score 0f3.01. Few query images and their retrieved results (after rengpidentical result image) are
shown in Figuré 4.5(3).

Next we consider the popular object detection dataset &6 [27]. We perform experiments on
three different subsets of Caltech256 - Easy10, Var1l0 am@Ovas described in [12]. The set Easy10
consists of 10 object categories that are easiest to gta®aifl0 and Var20 consist of 10 and 20 object
categories respectively that span the full range of clasgifin difficulty. For all the sets we randomly
chose40 images of each category as database2arichages of each category as a query set. We report
the precision@10 by varying vocabulary size froff to 1)/. As shown in Figuré 4.5(b) the precision
increases by increasing the vocabulary size. For all thesdéd we achieve highest precision between
vocabulary size ol 0K to 100K, which shows that large index structures are needed to wepite
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Dataset| Dataset| Precision@0 | Query Time (ms)| Communication (MB)
Size CS-SSE| CSL CS-SSE| CSL CS-SSE| CSL
Easyl0| 100 37.6 2.9 0.055 | 0.013 | 3.80 0.50
200 44.5 3.1 0.055 | 0.049 | 3.84 2.79
300 52.07 | 3.66 | 0.055 | 0.058 | 3.87 4.20
400 57.48 | 8.05 | 0.055 | 0.090 | 3.90 5.60
Varl0 100 21.4 5.9 0.055 | 0.213 | 3.81 1.39
200 219 | 425 | 0.068 | 0.346 | 3.84 4.22
300 25 11.47| 0.068 | 0.213 | 3.89 6.33
400 23.2 3.1 0.055 | 0.493 | 3.96 8.45
Var20 200 15.1 3.35 | 0.055 | 0.093 | 3.85 2.79
400 1765 | 3.45 | 0.055 | 0.080 | 3.91 3.33
600 18.47 | 273 | 0.056 | 0.300 | 4.01 12.68
800 20.58 | 3.88 | 0.056 | 0.660 | 4.09 16.91

Table 4.1: Performance Comparison wisLon various datasets.

accuracy of the system. Because of the optimal computatenhaur algorithm is best suited for large
index structures.

4.5.2 Performance Evaluation

We compare the performance of the proposed CS-SSE schemthatibf CSL. For our scheme we
use a vocabulary tree of size fixed 10K with branching factor ofil0. For the case of CSL we run
the algorithm with multiple LSH parameter combinations agybrt the query time and communication
against the best precision@10. The results are summariZEabieg 4.1 where we vary the dataset size
and report precision@, query time and required communication. The results shawvdbr method
achieves better precision with very less communicationtame compared to CSL. The improvement
in precision is due to the sophisticated TF-IDF scoring méthsed in our algorithm as opposed to
just counting the number of common features between queatyresult image. Using TF, not only
we capture the information of number of common features lsat @apture the information about their
frequency in a specific image. Further more, using IDF we agmthe normalized score which gives
fairness between images with high number of features andilowber of features. On an average we
achieve30% improvement in accuracy across various datasets.

For small datasets the required communication and query ¢inCSL is better than our algorithm,
because each LSH bucket contains very few bits. But as wedBerthe database size, the required
communication increases rapidly in case of CSL while in casecit does not increase much. The
reason is that in case of CSL, the LSH bucket contains bibveftiength/V, whereN is the size of the
dataset, while in case of our algorithm only inverted indeata respective leaf nodes are transfered.
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In the vocabulary tree withOK leaf nodes, each leaf node will contain very small amountaté.d
To show the effect of large data size we also perform the @xjeits on a slightly bigger dataset of
approximately4500 images Scenelb [41], which consists of fifteen natural soeages. On the full
dataset, our algorithm requires orilyMB of communication as opposed26 MB in case of CSL. That
is our algorithm ha&5 times lower communication cost than that of CSL on the datst00 images.
Even though very few amount of data is transfered per feature@g our querying mechanism, overall
communication increases because each query image cofdegesnumber of features. However, in
other cases in which query item contains very small numbdeatures the communication will be
comparatively very low. Also, Note that CSL is a constantnayrotocol whereas our algorithm uses
log;, n rounds. But, this is not a serious limitation as the numbepohds is very small even for large
datasets.

4.5.3 Image Search on Public Database

We run our algorithm with the modified setting to search onlipudatabase and compare it with the
state of the art algorithm d?CBIR[69]. As both algorithms give exact results in terms of psi&ni,
we only compare the performance in terms of time and comnatinit. For the datasets mentioned
above we vary the vocabulary size fraid0 to 100K with branching factor o0 and report the time
and communication as shown in Figlrel4.6. While implementive protocol of([69], we use the same
OT protocol as the one used in [69], which has a communicationptexity of O(,/n) for a 1-out-
of-n bit transfer. Note that bett&T" protocols [23] 46] in terms of communication exist, usingakh
the communication of [69] would be considerably reducethaaigh, it will be still more than that of
our algorithm. Also, this reduction in communication gapnes at the cost of further increasing the
computation cost of [69] due to the costly cryptographiditégues used in th@T protocols of [23].
As can be seen from Figure 4.6, as the vocabulary size iresessarch time increases rapidly in case
of PCBIR while in case of our algorithm it increases very sioas it only depends on the height of the
tree and not on the number of nodes. For a vocabulary sizeMiflion leaf nodes, our algorithm is
O(10°) times faster. Similarly, this is also true for communicatidn a specific case of Figufe 4.6(d),
unlike other results, the communication decreases fromludary size ofl00 to 10K, this is because
Scenel5 dataset is large compared to other datasets. Hienase of small vocabulary each leaf node
contains relatively large amount of images. The dominatawgor will be the leaf node data in case
of small vocabulary and as we increase the vocabulary seatimber of images in each leaf node
decreases which results into low communication as showmeitfigure for the case of vocabulary size
of 100K.
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4.6 Summary

We formally defined the notion of Content Similarity SearahEncrypted Data and proposed an
efficient CS-SSE scheme for the case of hierarchical indextsires. We provided thorough security
analysis and proved our construction is adaptively semastiure against a polynomial time adversary.
We demonstrated the applicability of the proposed schemééoparticular case of image datasets,
using a state of the art indexing scheme and evaluated tf@mance in comparison with the current
known techniques. Further, we considered the case of sitpilearch on public image database and
extended the CS-SSE scheme for this setting. Through emeetal validation, we showed that our
scheme outperforms the existing protocols for this settiighough, we have considered only hierar-
chical index structures, the proposed framework could Ipdoesd using other data structures for better
functionality and performance.
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Chapter 5

Conclusion and Future Work

In this thesis, we addressed privacy issues in the domairatd Blining and Information Retrieval.
Specifically, we gave privacy preserving algorithms forl@uDetection and Content Based Similarity
Search over Encrypted Data. First, we proposed a novelitigoof distance based outlier detection
using Locality Sensitive Hashing in a distributed settingene data is horizontally partitioned among
data owners. We showed that the proposed algorithm is dedlalzase of large datasets with high
dimensionality. Then, we extended our distributed outligorithm to propose an algorithm for private
outlier detection that broke the previous known bounds afgatic cost. We gave thorough complexity
analysis for both the algorithms and have provided empirgsults on various datasets to support our
claims. We also compared our algorithm with the previoustkmneesults and showed that ours perform
better in terms of communication as well as computationat.co

Next, we formally defined the notion of content similarityaseh on encrypted data and proposed an
efficient CS-SSE scheme for the case of hierarchical indextsires. We provided thorough security
analysis and proved our construction is adaptively semastiure against a polynomial size adversary.
We demonstrated the applicability of the proposed scheméhéoparticular case of image datasets,
using a state of the art indexing scheme and evaluated tf@mance in comparison with the current
known techniques. We showed that our algorithm achievamaptomputational cost with similar ac-
curacy and privacy when compared to the existing technidivesalso extended our CS-SSE scheme for
Private Content Based Image Retrieval and showed that bense outperforms the existing protocols
for this setting.

5.1 Future Work

We showed the advantage of LSH based approaches in the ptbpodier detection method in
terms of low communication as well as computational costil8ily, we can explore the use of LSH
in other data mining tasks in order to achieve efficient myvareserving algorithms. Since, LSH
can be considered as a clustering mechanism, efficientcgripeeserving clustering algorithms can
be built using LSH. Another future direction of researchasktend the proposed privacy preserving
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outlier detection algorithm for hybrid data partitionindnieh include both horizontal as well as vertical
partitioning of the data. Also, one can use LSH to design gardhm for private density based outlier
detection which performs better than distance based odgiection in certain scenarios.

Apart from hierarchical index structures, the proposedsthof CS-SSE can be extended to other
data structures like hashing which may further improve granfince in terms of server side computa-
tions. One may also work towards achieving constant rountbpol for the proposed CS-SSE scheme
as opposed to the logarithmic round protocol.
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