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Abstract

Today, our daily lives are constantly driven and influenced by services like social networking, per-

sonalized advertisements, cloud infrastructure etc. Thismakes any form of personal or professional

data vulnerable to both security and privacy threats. User looses control over the data as soon as its

published on the Internet. Recently, popular photo sharingserviceInstagramtried to change its privacy

policy, giving itself the right to sell users’ information including their photographs to advertisers with-

out any notification or compensation. With incidents like AOL and Netflix debacle, organizations are

refraining from releasing customer data even after anonymization. This hinders future research and de-

velopments in many ways due to unavailability of customer data, behavior and patterns. Techniques like

k-anonymity and l-diversity help to preserve user privacy to some extent but fails to provide any solid

guarantees. Recently proposed, differential privacy provides promising results in this area with theo-

retical bounds on information leak and preservation of privacy even against the auxiliary information.

However, differential privacy considers individual’s record independent of other data and can not be

applied to linked data like social graph, time series etc. Furthermore, all these techniques compromise

utility of the data while maintaining privacy.

At present, two approaches are widely used to ensure security of the data. First one is based on Se-

cure Multiparty Computations (SMC), where users communicate with each other using SMC protocol to

securely evaluate any function on their data. SMC gives provable security without compromising utility

of the data. However, the solutions based on the general protocol of SMC requires enormous compu-

tational and communication overhead, thus limiting the practical deployment of the secure algorithms.

The second approach is to encrypt the data at the user end and perform any operations in the encrypted

domain to preserve the confidentiality of the data. This leads to difficulty in performing various oper-

ations like search, retrieval and computations. Homomorphic encryption allows secure computations

over encrypted data but its impractical due to high computational cost.

In this thesis, we focus on developing privacy preserving, communication and computationally ef-

ficient algorithms in the domain of Data Mining and Information Retrieval. Specifically, we design

efficient privacy preserving solutions for two widely used tasks - outlier detection and content based

similarity search over encrypted data. Private computation of outliers among data collected from dif-

ferent sources has many applications in the area of data mining. First, we propose a novel algorithm of

distance based outlier detection using Locality SensitiveHashing (LSH) in a distributed setting where

data is horizontally partitioned among data owners. We showthat the proposed algorithm is scalable
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in case of large datasets with high dimensionality. Then, weextend our distributed outlier algorithm to

propose an algorithm for private outlier detection that broke the previous known bounds of quadratic

cost. We compare our algorithm with the state of the art technique and show that our algorithm is better

both in terms of computational as well as communication complexity.

Next, we explore the properties of hierarchical index structures and propose an algorithm for content

based similarity search over encrypted data that do not reveal user query to the server. To the best of

our knowledge, we are the first one to propose a definition and ascheme for the problem of Content

Similarity Searchable Symmetric Encryption (CS-SSE). Finally, we extend our CS-SSE scheme for

Private Content Based Image Retrieval, which is essential for many applications like searching health

records using CT scans and patent search for logos. We also show that our algorithm achieves optimal

computational cost with similar accuracy and privacy when compared to the existing techniques.
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Chapter 1

Introduction

Today, our daily lives are constantly driven and influenced by services like social networking, per-

sonalized advertisements, cloud infrastructure etc. Thismakes any form of personal or professional

data vulnerable to both security and privacy threats. Theseservices extensively use Data Mining and

Information Retrieval algorithms. We need to build efficient and secure solutions for these algorithms

in order to protect the user from potential privacy breach. In this thesis, we propose efficient privacy

preserving solutions for two widely used tasks - outlier detection and content based similarity search

over encrypted data.

1.1 Need of Privacy

Perhaps the greatest societal change of the last two decadeshas been of telecommunication: the

ubiquity ofsmartmobile devices has led to a world where human beings are constantly connected to one

another. Everyday decisions are influenced by social networks, review portals, and targeted advertising

to such an extent that a business’ online presence is often its best advertisement. Underpinning this

change are large, centralized providers who allow users to freely use their infrastructure to share such

information in return for free access to the users data. Suchseemingly innocuous data may result in

very real disclosures when correlated; for instance Target1 has been known to identify pregnancy in

customers even before their family is aware of it. Privacy concerns about provider data are far from

just theoretical and with disclosures from both the AOL2 and Netflix [52] public data sets, organizations

are refraining from releasing even anonymized customer data. This unavailability of large-scale data

hinders future research and developments. Techniques likek-anonymity [67, 42, 59] and l-diversity [50,

79] help preserve user privacy to some degree in the face of de-anonymization techniques, but fail to

provide any solid guarantees [1, 44]. Recently, differential privacy [19] has shown promises in providing

theoretical bounds on information leakage, but only with the simplifying assumption that all sources of

an individual’s data are independent of one another. Thus, it can not be applied to many large scale linked

1http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html
2http://www.nytimes.com/2006/08/09/technology/09aol.html
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data sets like social graph, time series, etc., which are very important to certain tasks like behavioral

analysis and information diffusion.

All these techniques reduce utility of the data because of the privacy vs. utility trade off. Problems

which require both high utility and privacy (e.g. fraud detection, targeted advertisements), need to be

addressed by techniques like Secure Multiparty Computation (SMC) [82]. However, SMC is usually

computationally intensive and difficult to apply in many practical scenarios [25]. In this thesis, we

propose novel techniques of privacy preserving computations which have very low computational and

communication cost and hence can be applied to many real world problems. Specifically, we propose

privacy preserving solutions for two different problems inthe area of Data Mining and Information

Retrieval.

1.2 Privacy in Data Mining

Data Mining, a process of extracting patterns from large datasets, has become an important research

area due to the exponential growth of digital data and storage capabilities. However, in case of large

datasets collected from various input sources, oftentimesthe data is distributed across the network, rais-

ing privacy and security concerns while performing distributed data mining. In many situations sharing

information leads to mutual gain, but due to data confidentiality issues it is not always feasible. For

example, large collection of patient medical records across hospitals significantly aids medical research

but since it is very sensitive information, it is not shared by hospitals due to trust issues. To overcome

this problem, Privacy Preserving Data Mining (PPDM) methods have been proposed, which enable data

owners to jointly compute specific operations without disclosing sensitive information.

PPDM methods can be broadly classified into two types - Randomization techniques [3] and Cryp-

tographic techniques [61]. In this thesis, we will focus on cryptographic techniques. PPDM methods

based on cryptographic techniques were introduced by Lindell et al. [45], who proposed an algorithm

for Privacy Preserving ID3 Classification. Subsequently, privacy preserving algorithms have been pro-

posed for various data mining tasks such as association rulemining [64], classification [76, 83, 81],

clustering [30, 33, 32] and outlier detection [75]. For moredetails on various privacy preserving data

mining algorithms please refer to [2].

1.2.1 Privacy Preserving Outlier Detection (PPOD)

Outlier detection is a fundamental task in data mining to uncover abnormal patterns. Outlier detection

has been extensively researched in the recent past due to itsapplications in various fields such as fault

detection, medical diagnosis, measuring ecosystem disturbances etc. Outlier detection is important

for mainly two reasons: (1) In many data analysis tasks, outliers need to be detected and removed

before processing the data, to enhance system performance.(2) In some applications, outlier detection

in itself is crucial since the outliers provide useful or even critical information. These applications

2



include credit card fraud detection, network intrusion detection etc. A few definitions exist for outliers

which are considered general enough to cover various types of data. Hawkins [29] defines an outlier

asan observation that deviates so much from the other observations as to arouse suspicion that it was

generated by a different mechanism.

Problem Statement: Consider a scenario where a bank wants to detect fraudulent customers by

mining their transaction patterns. One possible solution is to find customers whose transaction patterns

are abnormal (outlier) among all the customers in that bank.The results can be improved by enrich-

ing customer data gathered from various banks. For example,a specific customer pattern might look

abnormal with respect to a certain bank but it can be perfectly normal when compared to other bank’s

transaction patterns. However, to maintain confidentiality of their customers, often banks do not share

their data with each other. This leads to an important question of how do banks detect fraudulent cus-

tomers using data from other banks without revealing any information to each other, apart from that of

the fraudulent customers? The answer lies in privacy preserving outlier detection. In this thesis, we

address the problem of privately computing outliers in horizontally partitioned data distributed among

data owners, such that no other information about the data, apart from the outliers is revealed. Here, by

horizontal distribution we mean that each player has all theattributes (dimensions) for some subset of

total objects, such that the union of these subsets is equal to the total dataset.

Our Approach: As opposed to the current PPOD algorithms which provide privacy for already

existing outlier detection algorithms, we develop a new outlier detection scheme based on Locality

Sensitive Hashing (LSH) [31] in order to achieve efficient algorithm with runtime sub-quadratic in

the database size. We show that the proposed solution is significantly better than the state of the art

quadratic result. The idea is to use an efficient pruning technique to prune most of the non-outliers

and exhaustively search for outliers among the remaining data. For outlier detection we use the distance

based definition proposed by Knorret al.[37] which uses near neighbors of the objects to detect outliers.

Approximate near neighbor queries can be answered very efficiently (in sublinear time) using LSH.

Given a query object, LSH returns each neighbour (object within specified radius) with high probability.

Due to the probabilistic nature of LSH, it may not return all the neighbours. However, instead of all the

neighbours, a small subset of neighbours is sufficient to prune most of the non outliers. Therefore, using

LSH we can quickly detect and prune most of the non-outliers (objects with sufficient neighbours) and

then process only the remaining objects to detect the outliers. First, we propose a distributed algorithm to

compute outliers among horizontally partitioned data without considering privacy. Then, we extend this

algorithm to privately compute outliers among horizontally distributed data. To compute the outliers in

a privacy preserving manner, all the players engaged into secure evaluation of global LSH bin structure

usingSecure UnionandSecure Sumprotocol.

The computational complexity of the proposed algorithm isO(ndL) for d-dimensional dataset with

n objects. The parameterL is defined asn1/1+ǫ, whereǫ > 0 is an approximation factor. The commu-

nication complexity isO(NbL log n); whereNb is the average number of bins created during each of

theL iterations of LSH. Due to the locality sensitive property, many objects which are near by fall into

3



a single bin. Hence, average number of bins created will be much less than the total number of objects

in a dataset (Nb << n). We also give empirical evidence for the same in experimental section of Chap-

ter 3. Thus in both computational as well as communication cost, we show a significant improvement

over the previous known result ofO(n2d) [75]. Further, the communication cost of our algorithm is

independent of dimensionality of the data and thus works very efficiently even for datasets of very large

dimensionality as opposed to the existing algorithms. We achieve the above mentioned improvements

at the cost of an approximate solution to outlier detection.However, we can use techniques proposed

in [60, 63] to achieve very low approximation errors.

1.3 Privacy in Information Retrieval

Privacy in Information Retrieval can be broadly classified into two different but related problems

- Searching on Encrypted Data and Private Information Retrieval (PIR). The problem of searching on

encrypted data usually deals with private database, where user data is stored in an encrypted form and

user should be able to search on the encrypted data. On the other hand the problem of PIR generally

deals with public database, where data is stored in plain text and any user can retrieve specific data item

without revealing it to the server. Next, we discuss both theproblems in the context of content based

similarity search.

1.3.1 Private Search over Encrypted Data

In light of the explosion in the scale of data being collectedby various organizations, cloud storage

is being increasingly used by these organizations to store their data. However, in order to protect the

integrity of the data, it has to be stored in an encrypted formon the outsourced servers. This leads to

the problem of searching in the encrypted domain. The problem of exact search in encrypted domain,

termed as Searchable Symmetric Encryption (SSE) has received considerable attention in the research

community [10, 15, 34, 71]. In these schemes a user can securely search an encrypted database for

those items which contain exact query feature (or keyword).Later, the schemes proposed in [43, 51, 59]

address the problem of Similarity SSE, the aim of which is to securely search for data items containing

similar features to that of the query feature. All these methods solve the problem of “Finding a set of

data items that contain a specific feature or similar features”. But, what if one wants to find those items

which are similar to a specific item?

Problem Statement: Let us say user is interested in searching for a scenery in herown collection

of encrypted photographs stored on a remote server. In case of techniques based on keyword search,

user has to describe the photo of interest in terms of keywords, for example mountain, river, forest

etc. But description of a photograph is usually ambiguous and differs from person to person. It would

be convenient if the user is able to give some examples of nature photographs to the server which in

turn returns similar photographs. Since, the photographs on the server is encrypted we need a secure

4



matching mechanism over encrypted data to retrieve similarphotographs. We call such a scheme as

Content Similarity SSE (CS-SSE). One trivial solution is that user retrieves all the photographs from the

server, decrypts it and matches them with the query image on client side. However, this solution is not

practical as it requires entire database to be transfered tothe client for every query.

We consider the popular setting of a cloud framework, where adata owner stores the data on a third

party cloud server after encrypting it on the client side. Later on, the data owner or any client (with the

permission of the data owner) can search for similar data items based on the notion of content similarity.

Server should not learn anything about the database or query. Note, that the query item may or may not

belongs to the database stored on the server.

Our Approach: We formalize the notion of CS-SSE and propose an efficient algorithm for the

same using hierarchical index structures. Thus, given a query item, our method can securely search an

encrypted database for similar items without revealing thequery to the server. The idea is to construct

a tree-like secure index structure at user end and store it onthe server with encrypted data. Thus,

server has no information about the stored data as well as theindex structure. This will enable client to

perform oblivious tree traversal to search and retrieve results based on the query, without server knowing

anything about query or the results.

We also capture the information leak of our algorithm and give a security analysis based on adaptive

semantic security definition. By exploiting the propertiesof tree-like index structures, we are able to

achieve optimal computational cost of searching. The computation and communication costs of the

proposed scheme are bothO(m logk n) wherem is the size of each tree node,k is the branching factor

andn is the number of leaf nodes. The computation cost of the protocol is optimal since any similarity

search protocol without considering privacy would at leastneedO(m logk n) computations. Next, we

employ our scheme to search images and evaluate its efficiency on an encrypted image database indexed

using popular index structure - vocabulary tree [53].

Note, that the proposed solution is inspired by the approachgiven in [69] but it is very different in

terms of both problem formulation as well as results. In [69], the server holds public database in a plain-

text form, while in our case the database is private and encrypted by the database owner. For private

retrieval, Oblivious Transfer (OT) protocol is used in [69], which results into computational complexity

of linear in the database size. For single server PIR, OT has to access entire database to keep the query

private. However, we can avoid this step because in our setting both the database and data structure

are encrypted and permuted respectively. Instead of using OT, we leverage the properties of encryption

and tree structure perturbation to perform oblivious tree traversal, which results into computational

complexity of logarithmic in the database size.

1.3.2 Private Content Based Image Retrieval (PCBIR)

Traditional image retrieval systems are based on text retrieval approaches by annotating each image

with its description and querying description of a desired image. Availability of inexpensive smart cam-

eras and increasing usage of applications likeFlikr, Picasa and Instagram, lead to massive and diverse
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collection of multimedia data - specifically images. Due to this, annotation became both ambiguous and

laborious. On the other hand, state of the art image descriptors and efficient indexing mechanism gave

rise to Content Based Image Retrieval (CBIR) system, where query is an image and the aim is to retrieve

similar images. Query by image aids the user in expressing her query more accurately. This decreases

the semantic gap between the user and the system, thereby circumventing the cardinal limitation of the

conventional annotation based systems.

Problem Statement:Although, CBIR has better functionality, it is not widely used in practice. One

reason is user’s privacy. In CBIR, user needs to send an example query image and it might be the case

that this image contains personal information. For example, using mobile app likeGoogle Goggles, user

can take a photograph anywhere and instantly get information about the photograph from the web or

search the web for similar photographs. This leads to major privacy concerns as the photographs taken

by the user may be very personal and can reveal personal information like location, habits, etc. Using

these information adversary can easily profile the user. Since, users can not control their own collection

of photographs it raises the potential risk of misuse. Thus,to preserve user’s privacy the system should

retrieve similar images or information about the image without revealing query image to the server.

Our Approach: We extend the proposed CS-SSE scheme to address the problem of PCBIR in a

non-colluding two-server setting. In case of single serverPrivate Information Retrieval (PIR), since

the database at the server is in unencrypted form, a computation cost (at the server) is linear in the

database size. This is unavoidable as failure to access any element would lead to a privacy disclosure.

To overcome this limitation, Choret al. [13] gave the idea of replicating the database at multiple, non-

colluding servers. Similarly, we use the two-server setting to reduce the server side computational cost.

With the help of an honest but curious third party server, database server will securely construct index

structure in such a manner that it will have no information about the data stored in it. Third party server

will also be used to authenticate any client who wants to query the database server. However, this needs

to be done only once. Clients will interact with database server using CS-SSE protocol to privately

retrieve similar images to the query image. We also perform extensive experiments and evaluate our

algorithm with various performance measures and show that our algorithm outperforms the existing

techniques.

1.4 Contributions of the Thesis

• Distributed Outlier Detection using Locality Sensitive Hashing

We propose a novel algorithm of distance based outlier detection using locality sensitive hashing

technique in a distributed setting where data is horizontally partitioned among data owners. We

show that the proposed algorithm is scalable in case of largedatasets with high dimensionality.

• Privacy Preserving Outlier Detection using Locality Sensitive Hashing

Private computation of outliers among data collected from different sources has many applications

in the area of data mining. We extend our distributed outlieralgorithm to propose an algorithm for
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private outlier detection that broke the previous known bounds of quadratic cost. We compare our

algorithm with the state of the art technique and show that ours is better in terms of computational

as well as communication complexity.

• Private Content Based Search on Encrypted Data using Hierarchical Index Structures

To ensure confidentiality, data is often encrypted on the client and then stored on third party

storage like cloud. This opaqueness hinders operations like search and retrieval, and computations

on the data. We explore the properties of hierarchical indexstructures and propose an algorithm

for content based similarity search over encrypted data that do not reveal user query to the server.

To the best of our knowledge, we are the first one to propose a definition and a scheme for the

problem of Content Similarity Searchable Symmetric Encryption (CS-SSE).

• Private Content Based Image Retrieval

We extend our CS-SSE scheme for Private Content Based Image Retrieval, which is essential for

many applications like searching health records using CT scans and patent search for logos. We

show that our algorithm achieves optimal computational cost with similar accuracy and privacy

when compared to the existing techniques.

1.5 Organization of the Thesis

Remaining part of the thesis is organized as follows:

Chapter 2 gives brief overview of the required background. It describes outlier detection methodolo-

gies, Locality Sensitive Hashing and Vocabulary Tree. It also gives overview of cryptographic primitives

used through out the thesis.

Chapter 3 presents our work on privacy preserving outlier detection.We start by describing the

problem and related work in this field. We proceed to present our algorithm in a distributed setting with

horizontal partitioning of the data. After that, we extend our algorithm for privacy preserving outlier

detection in horizontal partitioning. Finally, we give experiments on various datasets and conclude with

the summary of the proposed method.

Chapter 4 presents our work on private content based search on encrypted data. First, we formalize

the problem and give definition of content similarity searchable symmetric encryption (CS-SSE). Then,

we present our algorithm for CS-SSE and its complexity analysis. We also give a formal security

analysis of the proposed method. After that, we extend our CS-SSE scheme for private content based

image retrieval. Finally, we show experiments on differentimage datasets and compare the proposed

scheme with existing techniques.

Chapter 5 is the last chapter of this thesis and summarizes our work andestablishes the key lessons

learned from our work. We touch upon a number of topics for further research in this field, and conclude

this thesis.

——————————————————–
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Chapter 2

Background and Preliminaries

In this chapter, we provide a brief introduction to the background details which are used in the sub-

sequent chapters. First, we describe outlier detection methodologies including distance based outliers

which will be used later in Chapter 3. Then, we describe Locality Sensitive Hashing (LSH), which is

a fundamental building block of our privacy preserving outlier detection (PPOD) algorithm. After that,

we presents vocabulary tree which is used to build image retrieval system in Chapter 4. Finally, we

describe Secure Sum and Secure Union protocols which will beused in the proposed PPOD algorithm.

2.1 Outlier Detection Methodologies

In this section we outline various outlier detection approaches and give details about distance based

outlier detection method used in our algorithm.

2.1.1 Statistical Outlier Detection

Statistical approaches were the earliest algorithms used for outlier detection. Some of the earliest are

applicable only for single dimensional data sets. The intuition of these approaches is that normal data

objects follow a generating mechanism and abnormal objectsdeviate from this generating mechanism.

Given a certain kind of statistical distribution (e.g., Gaussian), algorithms compute the parameters as-

suming all data points have been generated by such a distribution (e.g., mean and standard deviation).

Outliers are points that have a low probability to be generated by the overall distribution (e.g., deviate

more than 3 times the standard deviation from the mean). These methods have the limitation that they

assume the data distribution is known before hand. Another limitation of the statistical methods is that

they do not scale well to large datasets or datasets of high dimensions.

2.1.2 Distance Based Outlier Detection

While normal data points have several neighbours at small distances, outliers are far apart from their

neighbours i.e. have less dense neighbourhood. If one calculates the distance between all points and
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group them by proximity, points that have none or few neighbours could be considered as outliers.

This is the underlying assumption of distance based outlierapproaches. These approaches do not make

any assumptions about the data distribution. They calculate the nearest neighbours of an object using

suitable distance calculation measure such as Euclidean orMahalanobis distance and use K-NN or

similar clustering algorithms to group them. However, the computation grows exponentially with data

size as they are based on calculation of distances between all objects. The computational complexity is

directly proportional to both the dimensionality of the data and the number of objects.

Knorr et al.[37] proposed the DB(pt, dt) Outlier detection scheme, wherein an objecto is considered

to be an outlier if at least fractionpt of the total objects have greater thandt distance too. They defined

several ways to find such objects. For instance the index based approach computes distance range using

spatial index structure and excludes an object if itsdt-neighbourhood contains more than1−pt fraction

of total objects. They proposed nested loop algorithm to avoid the cost of building an index. They also

proposed building a grid such that any two objects from the same grid cell have a distance of at mostdt

to each other. This way objects need to be compared to those from neighboring cells to check if they are

outliers.

Ramaswamyet al. [62] proposed an outlier scoring scheme based on k-NN distances to produce a

ranked list of potential outliers. k-NN distance of an object is its outlier score. Since the entire distance

matrix must be calculated for all objects, this approach is susceptible to high computational costs. So

they included techniques for speeding the k-NN algorithm such as partitioning the data into cells. If

any cell and its directly adjacent neighbours contain more thank objects, then the objects in the cell are

deemed to lie in a dense area of the distribution so the objects contained are unlikely to be outliers. If

the number of objects lying in cells more than a specified distance apart is less thank then all objects in

the cell are labeled as outliers.

2.1.3 Density Based Outlier Detection

The general idea of density based outlier detection is to compare the density around a point with the

density around its local neighbors. The relative density ofa point compared to its neighbors is computed

as an outlier score. This class of approaches differ in how toestimate density of a given population.

Since distance based outlier detection models have problems with different densities, relative density

is used to compare the neighborhood of points from areas of different densities. One determines the

difference of an object from its nearest neighbors rather than from the entire set of data considered as a

whole. To reveal outliers, a special metric, the outlier factor (OF), is introduced. Then, a threshold value

is set, and all objects whose outlier factors exceed this value are considered to be outliers. Two metrics

- local outlier factor (LOF) and connectivity based outlierfactor (COF), introduced in [9, 8] and [73]

respectively are most often used. LOF is characterized by a high rate of the outlier detection, but it also

has a quadratic complexity.
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Figure 2.1: Conceptual difference between general hashingand LSH.

2.2 Locality Sensitive Hashing

We briefly give the overview of Locality Sensitive Hashing (LSH), which will later be used in our

privacy preserving outlier detection scheme. The idea of Locality Sensitive Hashing was first introduced

by Indyk et al. [31]. The basic concept of LSH is to hash all the objects such that similar objects are

hashed to the same bin with high probability. Figure 2.1 shows the conceptual difference between

regular hash function and LSH. Mathematically, this idea isformalized as follows:

Definition 1 A familyH = h : S → U is called(r1, r2, p1, p2) sensitive if for any two objects p, q in

S, withd(p, q) is the distance between objectsp andq, following properties hold:

if d(p, q) ≤ r1 : Pr[h(p) = h(q)] ≥ p1 (2.1)

if d(p, q) ≥ r2 : Pr[h(p) = h(q)] ≤ p2 (2.2)

For the hashing scheme to be locality sensitive, two conditions to be satisfied arer2 > r1 and

p2 < p1. In order to amplify the gap between the probabilitiesp1 and p2, standard practice is to

concatenate several hash functions to obtain a function family G = {g : S → Uk} such thatg(p) =

(h1(p), h2(p), . . . hk(p)); wherek is the width of each hash function andhi ∈ H. For a hash function

family G, the probabilities in Equation 2.1 and 2.2 are modified as:

if d(p, q) ≤ r1 : Pr[g(p) = g(q)] ≥ pk1 (2.3)

if d(p, q) ≥ r2 : Pr[g(p) = g(q)] ≤ pk2 (2.4)

When0 < p1, p2 < 1 andk is large positive then both the probabilitiespk1 andpk2 will be very low.

However,pk2 will be much smaller thanpk1 becausep2 < p1. This will amplify the gap between good

collision (between objects withinr1) and bad collision (between objects more thanr2 distance apart).

Although this will amplify the gap between probabilities, overall probabilities will be reduced. To boost
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the probability of collision for near neighbors, each object is hashed usingL hash functions randomly

drawn fromG and stored in the corresponding hash tables. i.e. each object o ∈ D is stored in the bins

gj(o) for j = 1, 2, . . . L; where eachg is drawn independently and uniformly at random fromG. At

query time, the query object is hashed using the sameL hash functions and all the database objects that

are hashed into the correspondingL bins, are retrieved for near neighbor search.

Though the proposed privacy preserving algorithms are independent of the underlying hash function

used, we briefly present an LSH scheme based on thep-stable distributions introduced in [17]. Intu-

itively, this hashing scheme projects all the objects onto arandom line and then divide this random line

into multiple equal length segments to generate bins. Thus,objects which are closer will fall into a

single bin with high probability. Formally, each hash function ha,b(v) : R
d → N maps ad dimensional

vectorv onto the set of integers. For a fixeda andb the hash functionha,b is given by:

ha,b(v) = ⌊
a.v + b

w
⌋ (2.5)

wherea is a d dimensional random vector whose entry is drawn from a p-stable distribution,b is

a real number randomly chosen from the range[0, w] andw is the bin width. Letfp(t) denotes the

probability density function of the absolute value of thep-stable distribution. For two vectorsv1 and

v2, a.v1 − a.v2 is distributed ascZ, wherec = ||v1 − v2||p † andZ is a random variable drawn from

a p-stable distribution (Z ∼ Dp). Now, the probability of collision between two vectorsv1 andv2 is

given by,

p(c) = Pr[ha,b(v1) = ha,b(v2)] = Pr[⌊a.v1+b
w ⌋ = ⌊a.v2+b

w ⌋]

The collision will occur when|a.v1 − a.v2| < w and a divider does not fall between the projections

a.v1 anda.v2. The first condition can be rewritten as|(v1 − v2).a| < w. According to the definition of

p-stable distribution, this condition is equivalent to:

|||v1 − v2||Z| ≡ |cZ| < w,whereZ ∼ Dp

The probability that the divider falls betweena.v1 anda.v2 is |(v1−v2).a|
w . Thus the probability of

collision is:

p(c) =

∫ w/c

t=0
fp(t)(1 −

tc

w
)dt (2.6)

For a fixed bin widthw, the collision probabilityp(c) depends only on the distancec and is mono-

tonically decreasing inc. In other words, for smaller distance (closer objects) the collision probability

is higher. Thus, as per Definition 1 the family of hash functions above is(r1, r2, p1, p2) sensitive for

p1 = p(r1) andp2 = p(r2) for r2 = r1(1 + ǫ), whereǫ > 0 is an approximation factor.

The LSH scheme can be used to solve the approximate nearest neighbor problem which is proposed

in [24]:

†||X||p denotes theLp-norm ofX.
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Definition 2 (ǫ-Nearest Neighbor): Given a setD of objects in ad-dimensional Euclidean space,

preprocessD so as to efficiently return an objecto ∈ D for any given query objectq, such that

d(o, q) ≤ (1 + ǫ)d(q,D) whered(q,D) is the distance ofq to its closest object inD.

Definition 3 ((R, c)-NN problem): Given a setD of objects in ad-dimensional Euclidean space and

parametersR > 0, δ > 0, construct a data structure which, given any query objectq, does the following

with probability 1 − δ: For any queryq, if there existso ∈ D such thatd(q, o) ≤ R, find an object

o′ ∈ D, such thatd(q, o′) ≤ cR.

The ǫ-Nearest Neighbor (ǫ-NN) problem can be reduced to the(R, c)-NN problem, which is a de-

cision version of the nearest neighbor problem [17], wherec = (1 + ǫ). The (R, c)-NN problem is

solved by using the LSH scheme on the datasetD by setting the parameterr1 = R andr2 = cR. To

process the queryq, all L bins (every object is hashed usingL hash functions, soq will go to L hash

bins, one for every hash table.) to whichq is hashed, are searched and for each objecto in those bins, if

d(o, q) ≤ r2 YES is returned, else NO is returned.

Many improvements in terms of space and time complexity of LSH has been proposed recently.

Multi-probe LSH [49] reduces the number of hash tables by an order of magnitude by intelligently

probing multiple buckets that are likely to contain query results in a hash table. Random projections [31,

11] used in LSH are dataset independent and make no prior assumption about the data. However, they

require large code length for good retrieval accuracy. Norouzi et al.[54] proposed a method for learning

similarity preserving hash functions that map high dimensional data onto binary codes. The formulation

is based on structure prediction with latent variables and ahinge-like loss function. Recently, Kuliset

al. [40] proposed a locality-sensitive hashing scheme to accommodate arbitrary kernel functions, making

it possible to preserve the algorithm’s sub-linear time similarity search guarantees for a wide class of

useful similarity functions. In this thesis, we have used the original version of LSH without any of these

improvements. However, in future our method can be extendedto incorporate these improvements.

2.3 Vocabulary Tree

Sivic et al. [70] proposed a retrieval method for images using a popular text retrieval approach

called Bag of Words (BoW). The idea is to quantize extracted local features of an image into visual

words defined by centers ofk-means clustering performed on a large set of training imagedescriptors.

Each image is then represented by a weighted histogram of these visual words and Term Frequency

Inverse Document Frequency (TF-IDF) scoring with invertedfile structure is applied to get the relevant

images. The retrieval quality of this method is directly proportional to the quantization error and to

reduce the quantization error we need large number of visualwords which will increase the time of

quantization. To solve this problem Nisteret al. [53] proposed an efficient scheme of hierarchical
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Figure 2.2: Building Vocabulary Tree: First, the features are extracted from training images. Then,
hierarchical k-means is performed to cluster those features. Finally, those clusters form visual words.

quantization and scoring using vocabulary tree. Here we give a brief overview of their method. More

details are available in [53]. The process of building, quantizing, and searching is explained through an

example in Figure 2.2, 2.3(a) and 2.3(b) respectively.

Visual Words: In text retrieval system based on BoW approach, all documents are represented

by a vector of word frequencies. A text is retrieved by computing its vector of word frequencies and

returning the documents with the closest vectors. To use this approach in the context of images, a visual

analogy of aword calledvisual word is required. Visual words are defined by vector quantizing the

feature vectors of an image. A set of features are extracted from a large collection of training images

and clusters are formed by clustering these features. Theseclusters are called visual words and any

new feature is quantized into the closest cluster. This way,all the features of an image are mapped to

their respective visual words. An image is represented by a vector of visual word frequencies same as a

document is represented by a vector of word frequencies.

Building Vocabulary Tree: A set of local features are extracted from a large collectionof training

images and hierarchicalk-means clustering is applied on those features to build the tree. Herek is the

branching factor, that is at each nodek-means clustering is applied on the data of that node to generate

k-child nodes and correspondingk-cluster centers are stored in that node. At root node all thedata is

considered and partitioned intok clusters and the process is repeated recursively to some predefined

depthh, which results into vocabulary tree withn = kh leaf nodes that acts as visual words.

Quantization: To represent an image as BoW, a set of local features are extracted from an image.

Each feature vector is compared with thek-cluster centers of the node and a child node having the

closest cluster center is selected. Starting from the root node this process is repeated until the leaf node

is reached giving the path down the tree for every feature vector which will be used for scoring. This way
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(a) Quantization (b) Search

Figure 2.3: Quantization: Image is quantized by traversingvocabulary tree based on its extracted fea-
tures. Search: Query image is quantized using vocabulary tree and all the database images that share
traversal path with the query image are scored.

all the features of an image are mapped to one of the visual words (represented by leaf nodes). Finally,

an image is represented by a histogram of visual words (of length equal to number of leaf nodes). For

every visual word, the histogram denotes the number of imagefeatures quantized into the corresponding

leaf node. All the images in a database are quantized and their respective traversal path are stored as a

preprocessing step.

Search: Intuitively we want to retrieve the images which share maximum number of similar features

with the query image. This can be done by quantizing query image as described above and a score

is computed with every database image based on the similarity of their traversal path. Rather than

computing scores with all the database images we can apply inverted index scheme to compute the

score with only those database images whose traversal path share at least one node with that of the

query image. We are omitting the database images who do not have any visual word common with the

query image. In other words those are the images who do not share any features with the query image.

Hence, their relevance score will be zero and we can safely omit those images during search.

Scoring: Both query image and database image are represented by a histogram of visual words (leaf

nodes) and a score is given to the database image based on the normalized difference between these two

vectors. IfQ andD are query image and database image respectively thenith value of their respective

vectors is given by,

Qi = niwi

Di = miwi
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Here,ni andmi are the number of features of a query image and database imagerespectively, whose

traversal path pass through nodei. In an analogy with text retrieval these values correspondsto Term

Frequency (TF) of theith term (word).wi is the weight of the node and is given by,

wi = ln
N

Ni

where,N is the total number of images in database andNi is the number of images having at least

one feature whose traversal path pass through nodei, which can be thought of as Inverse Document

Frequency (IDF). The relevance score of database imageD, given query imageQ is defined as,

s(q, d) = || Q

||Q||p
− D

||D||p
||p

Here,||X||p = (
∑n

i=1 |xi|p)1/p denotes theLp-norm forX. Usually,L1-norm orL2-norm is used

for scoring. The database images having high relevance score are returned as a result. The computation

of scores can be made faster by storing inverted files at everynode in a vocabulary tree. The inverted

file of a node will store the list of database image IDs which has a traversal path through this node along

with their frequency. The frequency of an image for a specificnode will not change because the number

of features of an image that has a traversal path along that node remains the same. In other words,

frequency of an image for a node (visual word) is the number oftimes that visual word occurring in that

image, which is constant. Thus given a query image its features are propagated down the tree and at

each node its inverted file is accessed to compute the scores with corresponding database images.

2.4 Cryptographic Primitives

In this section we give brief overview of two cryptographic primitives - Secure Union and Secure

Sum, which are used later in the thesis to build our privacy preserving protocols. Although, many

algorithms exists for these primitives with varying complexity and security, we give only one specific

instance of each for the ease of explanation. Note that, the proposed methods use these primitives as a

black box and are independent of the underlying algorithm.

2.4.1 Secure Union

We use Secure Union, in our privacy preserving outlier detection method, to securely compute label

information of the global LSH bin structure. Figure 2.4(a) shows the conceptual view of secure union

protocol. If the domain of the set elements is small, then secure union of sets can be computed using

SMC protocols. First, each player constructs a string of lengthn filled with 0 at every position, wheren

is the cardinality of the domain of the set elements. Then, each player sets value1 to the position whose

corresponding element exists in her set. Finally, all players securely perform OR operation on all the
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(a) Secure Union (b) Secure Sum

Figure 2.4: Conceptual View of Cryptographic Primitives

strings using SMC to find the union of all the sets. However, due to large domain size we can not use

this approach in our protocol.

Another approach for Secure Union is based on commutative encryption [14]. The idea is that each

player encrypts their set of elements as well as the encrypted elements from other players and later on

decrypt the entire set to get the union. For encryption to be commutative, applying encryption on the

same plain text with different keys in any order will generate the same cipher text. Thus, duplicate

elements can be detected as they will have same cipher text and can be removed. However, this will re-

veal number of common elements across the players. Note thatonly duplicate elements can be detected

as the probability of generating same cipher text on two different plain text using any number of keys

and order is negligible. Due to commutative property decryption can also be performed in any order.

So, every player applies permutation before decrypting theelements to prevent players form tracking

the source of an element. The protocol assumes that players are honest but curious and non-colluding.

Efficient collusion resistant protocol for Secure Union is given in [36, 22].

2.4.2 Secure Sum

We use Secure Sum protocol, in our privacy preserving outlier detection method, to securely compute

global LSH bin count. We briefly describe the protocol for Secure Sum given in [14]. Figure 2.4(b)

shows the conceptual view of the secure sum protocol.

Assume that there arem playersP1, P2, . . . Pm, with each having corresponding valuesv1, v2, . . . vm.

They want to securely compute the summationv =
∑m

i=1 vi wherev < N . The master player sayP1

generates a random numberR uniformly distributed inZn = {0, 1, . . . N − 1}. After that,P1 computes

R + v1 modN and sends the result toP2. Because of the addition of uniformly generated random

numberR, the value received byP2 is independent ofv1. Hence,P2 learns nothing aboutv1. Now,

PlayerP2 adds its own valuev2 to the received number to getR + v1 + v2 modN and sends it toP3
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and so on. Finally, after receivingR+
∑m−1

i=1 vi modN , Pm computesR+
∑m

i=1 vi modN by adding

its own valuevm and sends the result back toP1. Since,P1 knows the value ofR it subtracts it from

the received value and computes the desired resultv. Note, thatP1 can learn
∑m

i=2 vi by subtractingv1
from the computed resultv. However, this can be learned from the global result irrespective of how it

has been computed.

The proposed method works well under the assumption of threeor more players communicating over

secure channel with no collusion. For example, playerPi−1 andPi+1 can collaborate to computevi.

One approach to handle collusion in case of honest majority,is to divide eachvi into multiple shares and

then sum of each share is computed individually. However, the path used is permuted for each share,

such that no player has the same neighbor twice. To computevi, the neighbors ofi from each iteration

would have to collude. Varying the number of shares varies the number of colluding players required to

violate security. Efficient collusion resistant protocol for Secure Sum is given in [80].
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Chapter 3

Privacy Preserving Outlier Detection using Locality Sensitive Hashing

In this chapter, we give an approximate algorithm for distance based outlier detection using Locality

Sensitive Hashing (LSH) technique. First, we propose a constant round protocol for outlier detection

with low communication cost, in a distributed setting with horizontal partitioning, where each player

has a subset of the total number of objects. Our central idea is to use LSH to efficiently prune all the

objects which can not be outliers and process only the remaining objects to find the actual outliers. Our

distributed algorithm is efficient and scalable in terms of communication cost as the amount of actual

data communicated between players is extremely low compared to the entire database. Next, we extend

this algorithm for privacy preserving distance based outlier detection using secure LSH evaluation.

Each player will communicate to securely evaluate LSH usingcryptographic primitives - Secure Union

and Secure Sum. The communication complexity of the proposed algorithm is independent of the

dimensionality of the data, hence it is efficiently scalablefor high dimensional data. We also compare

our algorithm with the existing state of the art technique and show that it is better in terms of both

communication as well as computational cost.

3.1 Outlier Detection using LSH

Our solution is based on the approach of [63], where authors presented an outlier detection scheme

(CentralizedOD) using LSH in a centralized setting. We extend their approach in a distributed setting

which also preserves data privacy.CentralizedODuses distance based outlier definition introduced by

Knorr et al. [37], given as below:

Definition 4 DB(pt, dt)outlier: An objecto in a datasetD is aDB(pt, dt) outlier if at least fraction

pt of the objects inD lie at a distance greater thandt from o.

whereDB(pt, dt) is a shorthand notation for a distance based outlier detection using parameterspt and

dt. The above definition says that an objecto is an outlier if a very large fractionpt of the total objects

in the dataset lie outside the radiusdt from o.
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(a) Finding Outliers

(b) Finding Non-Outliers

Figure 3.1:CentralizedODApproach: Pruning non-outliers is efficient because its easy to find small
number of neighbours.

The idea is to use converse of this definition and consider an object to be a non-outlier if it has

sufficient neighbours (more thanp′t) within distancedt, wherep′t = (1−pt)×|D|. Since the fractionpt
is very high (usually set to0.9988 [38]), the modified point thresholdp′t will be very less compared to

the number of objects inD. This allows for easy detection of most of the non-outliers by finding more

thanp′t objects within distancedt.

LSH is used to efficiently find the near neighbours of an object. Given a set of objects, LSH scheme

hashes the database objects in such a way that all the objectswithin a specified distance are hashed to

the same value with high probability. This way, all those non-outliers in the data which have many near

neighbours can be identified easily, without calculating the distances to every other object in the dataset.

Moreover, using LSH properties, whenever we identify a non-outlier we will be able to say most of

its neighbours as non-outliers without even considering them separately. This leads to a very efficient

pruning technique, where most of the non-outliers in the dataset can be easily pruned. The remaining

objects after pruning are the set of probable outliers whichmay contain very few non-outliers. To further

remove these non-outliers, the probabilistic nature of LSHis used. The idea is to take the intersection
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of the sets of probable outliers over multiple runs of an algorithm, to output the final set of approximate

outliers. The approach works because each set of probable outliers will contain the actual outliers with

high probability. Since, the proposed approach is based on LSH which is probabilistic in nature, the

output of outlier detection algorithm will have false positives and false negatives. In the context of

outlier detection, a false positive is to label a non-outlier as an outlier and false negative is to label an

outlier to be a non-outlier. The bounds on both false positives and false negatives are given in [63].

3.1.1 Centralized Outlier Detection

We now describe LSH based centralized algorithm for outlierdetection -CentralizedOD. Using LSH,

instead of finding the nearest object in the dataset,CentralizedODfinds the number of objects lying with

in distancedt from an object. Given a datasetD and the parametersdt andpt, LSH scheme is executed

on D by setting the parameterr1 = dt/(1 + ǫ), whereǫ is an approximation factor. For an objecto

from the datasetD, all L bins to which it is hashed are considered. A setS of all the objects stored

in thoseL bins (without removing duplicates) is constructed. The objects in this set are the probable

neighbours ofo. More precisely, from Equation 2.2, we know that each objectin S is within the distance

r2 = (1+ǫ)×r1 = dt from o, with a probability at least(1−pk2). To boost this probability, we consider

only those objects which are repeated more thanbt(bt ≤ L) times in theL bins and store only those

objects in a new setS′. In other words, we are reducing the error probability of considering an actual

non-neighbour as a neighbour of the objecto. Here,bt is aBin Thresholdwhich can be computed based

on the desired false negative probability. A method to compute the optimal value ofbt is given in [63].

If the cardinality ofS′ is greater than the modified point thresholdp′t then with a very high probability

o cannot be an outlier since it has sufficient neighbours within distancedt. Moreover, this holds true for

all the objects inS′ i.e., every object other thano also has more thanp′t neighbours with in the distance

dt, so they all can not be outliers (with a very high probability). Hence, all the objects inS′ are marked as

non outliers. If, on the other hand the cardinality ofS′ is less than or equal to the point thresholdp′t, the

objecto is marked as a probable outlier. This procedure is repeated till all the objects are either marked

as non-outliers or probable outliers. The resulting set of probable (approximate) outliers can have a few

false positives. These false positives can be removed by again considering each of the probable outliers

o′ and calculating its distance to every object inD. If the number of objects inD lying at distance

greater thandt from o′ is at least fractionpt of the size ofD theno′ is marked as an actual outlier. After

processing each probable outlier, we have the set of the actual outliers in the datasetD.

We use above centralized algorithm in our privacy preserving protocol for horizontally distributed

data. Each player locally computes its own set of probable outliers using the centralized algorithm with

global distance and point threshold parameters. In the nextphase, all the players securely communicate

to obtain their subset of the actual outliers in the total database. We consider Honest-But-Curious (HBC)

adversary model [25], where an adversary must follow the protocol correctly but can infer any additional

information from the data it has.
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3.2 Prior Work

The foremost algorithms introduced for outlier detection are statistics based [65, 77]. These methods

have the limitation that they assume the data distribution is known before hand. Another limitation of

the statistical methods is that they do not scale well to large datasets or datasets of high dimensions.

To overcome these limitations several approaches have beenproposed to efficiently mine the outliers.

These include density based approaches [9, 57], distance based [37, 38, 62, 4], depth based [35] and

clustering based methods [21, 28, 84].

The notion of distance based outliers was introduced by Knorr et al. in [37]. They introduced a

definition for distance based outlier detection and gave twoalgorithms [37, 38] for outlier detection.

The first one is a nested loop algorithm which is inefficient while dealing with large datasets due to its

quadratic complexity in the database size. The second algorithm is cell-based and is linear in terms of

the database size. However, it is exponential in terms of thedata dimensionality and is inefficient for

datasets of high dimensions (d > 4). Ramaswamyet al. [62] propose a slightly modified definition

for distance based outliers based on k-nearest neighbour and propose a partition-based algorithm for

mining outliers. Subsequent approaches [4, 5, 74] use efficient data structures and pruning techniques

to further reduce the complexity of outlier detection to near linear in the dataset size. Recently, in [78],

an efficient method for outlier detection has been proposed using the LSH technique. Their method is

based on the definition of an outlier provided in [62], whereas our approach uses the definition provided

in [37]. Also, most of these techniques are designed for centralized setting and do not scale well to the

distributed setting.

In the case of distributed setting, an outlier detection scheme for wireless sensor networks was pre-

sented in [7]. Distributed outlier detection schemes handling mixed attribute datasets are proposed

in [56, 39]. In [18] a distributed top-k outlier detection scheme is presented using Distributed Explo-

ration of Massive Astronomy Catalogs. They use PCA based technique to give distributed outlier detec-

tion scheme for vertically partitioned data. An outlier detection scheme for distributed data streams is

presented by Suet al. [72].

Privacy preserving outlier detection (PPOD) was introduced by Vaidya et al. in [75]. They use the

definition for distance based outliers provided in [37], andgive PPOD algorithms for both horizon-

tal and vertical partitioning of data. Subsequently, a PPODalgorithm using the k-nearest neighbour

based definition [62] was given in [85], considering only vertical partitioning, where data is distributed

across the dimensions. However, all of the above mentioned algorithms have quadratic communication

and computational complexities in the database size, making them infeasible while dealing with large

datasets. To the best of our knowledge, no other work in the field of PPDM based on cryptographic tech-

niques has addressed distance based outlier detection. Privacy preserving density based outlier detection

algorithms have been proposed in [16, 68].
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Figure 3.2: Distributed Outlier Detection using LSH

3.3 Distributed Outlier Detection

First, we give outlier detection algorithm for horizontally partitioned data without considering pri-

vacy. Consider a distributed setting withp players, each player having a subset of objects in the whole

database. In this setting, each player first computes its setof local outliers by using the centralized algo-

rithm on its local dataset. After the local outliers are generated, all the players communicate to compute

the global outliers from the sets of local outliers. At the end of the algorithm each player will have its

subset of the actual global outliers.

We consider the horizontal distribution where each player has a subset of the total number of objects.

The distributed algorithmDistributedOD(Algorithm 1) is divided broadly into three phases. In the first

phase, all players communicate to compute the global parameters. Then each player locally computes

its set of local probable outliersM ′. In the second phaseGlobalApproxOD(Algorithm 4), the players

engage in communication to compute their subsets of global probable outliers. Finally, in the third phase

GlobalOD (Algorithm 5), the players again engage in communication tocompute their subsets of the

actual global outliers. Figure 3.2 gives an overview of the process in the distributed setting from the

perspective of one player in a two player setting. It is clearfrom the figure that the round complexity of

our algorithm is3, which also holds true for multi player setting.

Before giving a detailed description of the algorithm, we define global and local outliers as follows:
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Algorithm 1 DistributedOD: Outlier Detection Algorithm for Horizontal Distribution

Require: PlayersPA andPB , PA’s DatasetDA, PB ’s DatasetDB , Distance Thresholddt, Point
Thresholdpt, Approximation Factorǫ

Ensure: PA’s OutliersMA

1: At PA :
2: PA sends|DA| toPB

3: At PB :
4: n = |DA|+ |DB|
5: PB sendsn toPA

6: At PA :
7: p′t = (1− pt)× n
8: R = dt/(1 + ǫ)
9: TA

L×H = LSH(DA, R)
10: computebt
11: M ′A = ApproximateOD(DA, TA

L×H , p′t, bt)
12: M ′′A = GlobalApproxOD(M ′A)
13: MA = GlobalOD(M ′′A)

Definition 5 global outlier: Given a distance thresholddt and a point thresholdpt, an objecto in a

datasetD is a global outlier if at least fractionpt of the objects inD lie at a distance greater thanD

from o.

Definition 6 local outlier: Given a distance thresholddt and a point thresholdpt, an objecto with

playerPi is a local outlier if the number of objects in the local dataset Di lying at a distance greater

thanD is at least a fractionpt of the total datasetN .

3.3.1 Algorithm

We give the distributed algorithm in a two player setting, which can be easily extended to ap player

setting. Consider two players denoted byPA andPB with local datasetsDA andDB. We present the

algorithm such that one player, sayPA will be able to compute its subset of the global outliers at the

end of the algorithm. Similarly the algorithm can be used to enablePB to compute its subset of the

global outliers by simply interchanging the roles ofPA andPB in the algorithm.

In the first phase, playerPA sends the size of her dataset toPB and gets the size of the entire dataset

(i.e. |DA+DB |). PlayerPA locally computes its local probable outliersM ′A by running the centralized

algorithm on her datasetDA. In the second phase, for each objecto in the setM ′A, PA forms the set

lAo which is the set of L labels of the bins (generated by LSH) to which o is hashed to (these labels are

stored while performing LSH).PA sends the setlA to PB. PlayerPB considers each elementl in lA

and runs the FindNeighbors algorithm on its local dataset.PB then counts the cardinality of the sets
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Algorithm 2 ApproximateOD: Calculate Local Probable Outliers

Require: DatasetD, Hash TableTL×H , Point Thresholdp′t, Bin Thresholdbt,
Ensure: OutliersM ′

1: M ′ = {}
2: ∀o ∈ D, flag[o] = 0 // mark all objects as outliers
3: for each objecto in D do
4: if flag[o] = 0 then
5: lo = {gi(o)|i = 1toL}
6: S′ = FindNeighbors(D,TL×H , o, lo, bt)
7: if |S′| > p′t then
8: ∀o′ ∈ S′, f lag[o′] = 1 // mark objects inS′ as non-outliers
9: else

10: M ′ = M ′ ∪ {o} // add current object into set of probable outliersM ′

11: end if
12: end if
13: end for

Algorithm 3 FindNeighbors: Calculate Neighbours using LSH

Require: DatasetD, Hash TableTL×H , objecto, hash labelslo, Bin Thresholdbt
Ensure: SetS′ of objects satisfying Bin Threshold criteria

1: S = S′ = {}
2: for i = 1 to |lo| do
3: S = S‖T [i, lo[i]]
4: end for
5: ∀o′ ∈ D, count[o′] = 0
6: for each objecto′ 6= o in S do
7: count[o′] = count[o′] + 1
8: if count[o′] > bt then
9: S′ = S′ ∪ {o′}

10: end if
11: end for

returned by FindNeighbors and sends the set of countscB toPA. PlayerPA considers each objecto in

M ′A and runs the FindNeighbors algorithm to obtain its count of the number of objects repeating more

thanbt times (this step is actually redundant ifPA stores this count in first phase).PA then computes

the sum of this count and the corresponding count incB , and if this sum is less than or equal to point

thresholdp′t, P
A storeso in the set of global probable outliersM ′′A.

The setM ′′A contains some false positives because of the LSH approximation, which can be removed

in third phase with another round of communication as follows: PA sends the setM ′′A to PB . Player

PB considers each objecto in M ′′A and computes the distance to each object in her datasetDB and

counts the number of objects which lie at a distance greater than the distance thresholddt from o. PB

sends all the counts back toPA. PA then considers each objecto in M ′′A and computes the distance to

each object in its datasetDA and counts the number of objects lying at distance greater thandt. PA then
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Algorithm 4 GlobalApproxOD: Calculate Global Probable Outliers

Require: PlayersPA andPB , PA’s DatasetDA, PB ’s DatasetDB , Point Thresholdp′t, Bin Threshold
bt, PA’s Hash TableTA

L×H , PB ’s Hash TableTB
L×H , PA’s Local Approximate OutliersM ′A

Ensure: PA’s Global Approximate OutliersM ′′A

1: At PA :
2: for each objecto in M ′A do
3: lAo = {gi(o)|i = 1toL}
4: end for
5: sendlA toPB

6: At PB :
7: ∀l ∈ lA, cB [l] = 0
8: for each labell in lA do
9: S′ = FindNeighbors(DB , TB

L×H , null, l, bt)
10: cB [l] = |S′|
11: end for
12: sendcB toPA

13: At PA :
14: M ′′A = {}
15: for each objecto′ in M ′A do
16: lo = {gi(o)|i = 1toL}
17: S′ = FindNeighbors(DA, TA

L×H , o′, lo, bt)
18: count = |S′|+ cB [o]
19: if count ≤ p′t then
20: M ′′A = M ′′A ∪ {o′}
21: end if
22: end for

computes the sum of this count and the corresponding count received fromPB and if the total count is

greater than or equal to fractionpt of n, PA marks the objecto as an outlier.

3.3.2 Example

For the ease of understanding we explain the work flow of the proposed algorithms using a simple

example. First, we show how to compute outliers in a distributed setting without considering privacy

(Algorithm 1). Later on in Section 3.4 we show how to compute outliers in a privacy preserving manner

using Algorithm 7. Let’s assume that playerPA has datasetDA consists of6 objectsa1 = (1, 1), a2 =

(1, 3), a3 = (2, 1), a4 = (2, 3), a5 = (5, 1) anda6 = (4, 5). PlayerPB has datasetDB consists of4

objectsb1 = (3, 1), b2 = (4, 2), b3 = (5, 2) andb4 = (4, 1). We fix point thresholdpt = 0.8, distance

thresholddt = 2 and approximation factorǫ = 0. The total dataset size isn = 10 and the modified point

threshold isp′t = 2. Initially, both the players will reveal the size of their dataset to each other. Any

one player will compute the LSH parameters and publish them to the other. Using these parameters,

both the players run LSH with radiusR = dt/(1 + ǫ) = 2, on their respective datasets to compute bin
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Algorithm 5 GlobalOD: Calculate Global Outliers

Require: PlayersPA andPB , PA’s DatasetDA, PB ’s DatasetDB , Distance Thresholddt, Point
Thresholdpt, PA’s Global Approximate OutliersM ′′A

Ensure: PA’s Global OutliersMA

1: sendM ′′A toPB

2: At PB :
3: ∀o′′ ∈M ′′A, cB [o′′] = 0
4: for each objecto′′ in M ′′A do
5: for each objecto in DB do
6: if Dist(o′′, o) > dt then
7: cB [o′′] = cB [o′′] + 1
8: end if
9: end for

10: end for
11: sendcB toPA

12: At PA :
13: for each objecto′′ in M ′′A do
14: count = 0
15: for each objecto in DA do
16: if Dist(o′′, o) > dt then
17: count = count+ 1
18: end if
19: end for
20: count = count+ cB [o′′]
21: if count ≥ (pt × n) then
22: MA = MA ∪ {o′′}
23: end if
24: end for

structuresTA andTB as shown in Table 3.1 and Table 3.2 respectively. In each bin structure, we have

L = 3 different hash functions creating3 hash tables. A bin structure is considered as a matrix and each

entry of this matrix is accessed by indexing a two dimensional array. Thus,TA[3, 2] denotes the objects

that are hashed to second bin of the third hash table, i.e.TA[3, 2] = {a4, a5}. For simplicity, we set

bin thresholdbt = 1, i.e. an object is considered as neighbour if its hashed to the same bin as the query

object at least once.

ApproximateOD:Both the players runApproximateODto get the local probable outliers using their

respective LSH bin structure. All the objects who are not already marked as non-outliers are processed

one by one. For every object, allL bins to which it is hashed, are considered. A union of all the objects

which occur more thanbt times in thoseL bins forms the neighbour set. If the size of this neighbour

set is greater than point thresholdp′t, then all the objects in this neighbour set and the current object are

marked as non-outliers, otherwise the current object is marked as local probable outlier. For example,

playerPA, considers first objecta1, which is hashed into3 bins{1, 2, 1} using3 hash functions. The
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Table 3.1: PlayerPA’s LSH Bin StructureTA

{a1, a2, a3, a4} {a6} {a5}
{a6} {a1, a2, a3, a4} {a5}

{a1, a2, a3} {a4, a5} {a6}

Table 3.2: PlayerPB ’s LSH Bin StructureTB

{b1, b4} {} {b2, b3}
{} {b4} {b1, b2, b3}

{b1, b4} {b2, b3} {}

neighbours ofa1 are the objects which are hashed into those3 bins and repeat more thanbt times. Thus,

the neighbour set corresponding toa1 is {a2, a3, a4}, the size of which (CA) is greater thanp′t. Hence,

a1, a2, a3 anda4 are marked as non-outliers. Next, we considera5 for which the neighbour set is{a4}.
Since,a5 does not have sufficient neighbours (more thanp′t), we add it to the set of local probable

outliersM ′A. Similarly a6 is also added toM ′A. In case ofPB , b1 has neighbour set{b4, b2, b3}, the

size of which (CB) is greater thanp′t. Thus, all the objects ofDB are marked as non-outliers.

GlobalApproxOD:The local probable outlier set may contains some non-outliers for which enough

neighbours are not available locally, but are available in other player’s database. To consider these

neighbours and further prune the non-outliers, both players engage into communication to calculate

global probable outliers. For every local probable outlier, playerPA sendsL = 3 bin labels to which

it is hashed to. PlayerPB sends back the total number of objectsCB which repeat more thanbt times

in the corresponding bins ofTB. After receiving the count of neighbours (CB) from PB , playerPA

calculates the total number of neighboursC = CA + CB . If C is greater thanp′t the object is marked

as non-outlier otherwise it is marked as global probable outlier. In our example scenario,PA sends bin

labels corresponding toa5 anda6 which are{3, 3, 2} and{2, 1, 3} respectively.PB will calculate the

neighbour set countCB for each bin label set. In case of label set{3, 3, 2}, the count of objects repeating

more thanbt times (CB) in TB is 3 becausebt = 1 and three objectsb1, b2 andb3 are hashed into those

bins. Similarly, in case of bin label set{2, 1, 3}, the neighbour set countCB is 0, as no objects ofDB

are hashed into those bins. PlayerPA receives3 and0 as neighbour counts corresponding toa5 and

a6 from PB and calculates global neighbour countC by adding own neighbour counts1 and0. Thus,

global neighbour count fora5 anda6 is 4 and0 respectively. Since,4 > p′t and0 < p′t, a5 is marked as

non-outlier (enough neighbours are available globally) and a6 is added into the global probable outlier

setM ′′A.

GlobalOD: Finally, both the players engage into communication to compute global outliers. For

every global probable outlier, number of objects in both thedatasets (DA andDB) which has greater

thandt distance is calculated. If this count is greater than point thresholdpt then the object is an outlier

otherwise it is a non-outlier. In our example,a6 is the global probable outlier.PA sendsa6 to PB.

Both PA andPB compute the distance betweena6 and all other objects in the databaseDA andDB

respectively. Both the players count the number of objects which have distance greater thandt. The

respective counts areCA = 5 andCB = 4 and the total number of objects which are more than

dt distance apart froma6 is CA + CB = 9 which is greater than fractionpt of the dataset size (i.e.

pt × n = 0.8 × 10 = 8). Thus, according to the Definition 4a6 is an outlier.
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3.3.3 Analysis

Computational Complexity: We give the total computational complexity of a single player PA,

required to enable both the players to compute their subsetsof the Global outliers. In DistributedOD,

Fixing the parameters in steps7 and8 is of constant complexity. The LSH binning in Step9 has a

computational complexity ofO(nALd). ApproximateOD on playerPA’s input has a computational

cost ofO(nALm′A), wherem′A = |M ′A|. In GlobalApproxOD, calculating the labels of each object

in M ′A (Steps 2-4) has a complexityO(m′AL). While sending this set of labels (Step 5) toPB, player

PA receives a corresponding set of labels for objects inM ′B from PB . For each label in this set,PA,

needs to run the FindNeighbors protocol and get the count of the set returned by FindNeighbors. This

has a computational complexity ofO(m′BnAL). Computing the set of global probable outliers from

the local probable outliers (Steps15 − 22), has a complexityO(nAm′AL). In GlobalOD,PA sends

the setM ′′A to PA (no computation). Similarly,PA receives the corresponding setM ′′B from PB.

For each object in this setPA has to compute distances to all the objects inDA. This would have a

computational complexity ofO(m′′BnAd). Finally, to compute its subset of the global outliers (Steps

13 − 24), the computational complexity isO(nAm′′Ad). Using the inequalitiesm′A,m′B << nA ;

m′′A,m′′B << nA [63] and considering only the dominating terms, the total computational complexity

of playerPA would beO(nAdL).

Communication Complexity: Similar to the computational analysis, We give the total communica-

tion complexity of a single playerPA, required to enable both the players to compute their subsets of the

Global outliers. In DistributedOD, Step 2 has a communication ofO(log (nA)). In GlobalApproxOD,

step 5 has a communication ofO(m′AL). In Step 12,PA receives a count for each label in the setlA

which PA has sent.PA has to send toPB , a similar count for each label in the setlB received from

PB . This would have a communication complexity ofO(m′BL log (nA)). In GlobalOD, Step 1 has a

communication ofO(m′′Ad). In Step 11,PA receives a count for each object in the setM ′′A whichPA

has sent.PA has to send toPB , a similar count for each object in the setM ′′B received fromPB . This

would have a communication complexity ofO(m′′B log (nA)). For large datasets of high dimension-

ality, Considering only the dominating terms, the total communication complexity of playerPA would

beO(m′AL+m′′Ad). In other words, the major communication is sending the labels of local probable

outliers and sending the entire global probable outliers set.

3.4 Private Outlier Detection

We now describe an algorithm for privately computing outlier detection over horizontally partitioned

data. The algorithm for privacy preserving outlier detection over horizontally distributed data is executed

in two phases. In the first phase, each player locally computes its set of local probable outliers by

running centralized algorithm on its local dataset. These local outliers contain the global outliers as

well as few non-outliers for which enough neighbours do not exist in the respective local datasets but

exist in the entire dataset considering all players. To prune these non-outliers, all the players engage in
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Algorithm 6 Pruning: Pruning Non-Outliers using LSH

Require: DatasetD, Hash TableT , Point Thresholdp′t, Bin Thresholdbt,
Ensure: M

1: M = {}
2: ∀o ∈ D, pruned[o] = false
3: for each objecto in D do
4: if pruned[o] = false then
5: Neighbors =

⋃L
i=1 T [gi(o)] // g is the hash function

6: RepeatedNeighbors = {o′ | o′ ∈ Neighbors andoccurrence(o′) ≥ bt}
7: if |RepeatedNeighbors| > p′t then
8: ∀o′ ∈ RepeatedNeighbors, pruned[o′] = true
9: else

10: M = M ∪ {o}
11: end if
12: end if
13: end for

communication in the second phase in order to generate the global neighbour information and compute

their subsets of the global probable outliers. The pruning technique used here is slightly different from

the one mentioned previously. Hence, for the sake of clarity, we will incorporate the modified centralized

algorithm in our privacy preserving algorithm.

3.4.1 Algorithm

We considert players, each with datasetDi for i = 1 to t andni = |Di| such that the size of the

entire datasetD is n =
∑t

i=1 ni. We assume thatn is known beforehand to all the players, otherwise it

could be computed using aSecure Sumprotocol. Apart from this, the algorithm takes as input distance

and point thresholds. At the end of the algorithm each playerhas its subset of the outliers in the dataset

D. Our algorithm is based on LSH scheme using p-stable distributions [17], where each hash function

for ad-dimensional objectv is computed as:

ha,b(v) = ⌊
a.v + b

w
⌋ (3.1)

While performing LSH on the local datasets, in each iteration of LSH, all the players need to use the

same randomness so that, in any one iteration, all the objects are hashed using same hashing function.

Hence, any one player, let us sayP1 computes the LSH parametersk (width of a hash function) andL

(number of hash tables) and generates the random matricesA andB. Here, each elementa of thek × L

matrixA is ad-dimensional vector whose each entry is independently drawn from a p-stable distribution

and each elementb of thek × L matrixB is a random number in[0, w]. P1 then publishes these values

to all the other players. Each player then computes the modified point thresholdp′t = (1− pt)× n and

LSH distance parameterR = dt/(1 + ǫ). Note that the parameterp′t is computed based on the size of

the entire dataset instead of the size of the local dataset. The LSH scheme is then run on the local dataset
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Algorithm 7 PrivateOD: Privacy Preserving Outlier Detection in Horizontal Distribution

Require: t Players, DatasetsDi for i = 1 to t, Total Dataset sizen, Distance Thresholddt, Point
Thresholdpt, Approximation Factorǫ

Ensure: OutliersMi; i = 1 to t
1: At P1:
2: ComputeLSH parametersk, L andw
3: GenerateA andB // A andB arek × L matrices
4: Publishk, L, w, A andB
5: for each playeri = 1 to t do
6: p′t = (1− pt)× n
7: R = dt/(1 + ǫ)
8: Ti = LSH(Di, R,A,B)
9: Computebt

10: M ′
i = Pruning(Di, Ti, p

′
t, bt)

11: end for
12: for each playeri = 1 to t do
13: BinLabelsi = {label of each bin inTi}
14: end for
15: BinLabels = SecureUnion(BinLabelsi); i = 1 to t
16: for each playeri = 1 to t do
17: for l = 1 to |BinLabels| do
18: if BinLabels(l) ∈ BinLabelsi then
19: Ci(l) = |Ti(l)|
20: else
21: Ci(l) = 0
22: end if
23: end for
24: end for
25: C = SecureSum(C1, C2, . . . Ct)
26: for each playeri = 1 to t do
27: Ĉi = C − Ci

28: for each objecto in M ′
i do

29: Neighborsi =
⋃L

j=1 Ti[gj(o)]
30: RepeatedNeighborsi = {q ∈ Neighborsi | occurrence(q) ≥ bt}
31: req nni = p′t − |RepeatedNeighborsi|
32: V alidBinsi = {bj | bj = gj(o) and Ĉi[gj(o)] > req nni, j = 1, 2, . . . L }
33: if |V alidBinsi| < bt then
34: Mi = Mi ∪ {o}
35: end if
36: end for
37: ReturnMi

38: end for
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using the above computed parameters which outputs the binning structureTi (Here, the LSH scheme

is a bit different from that of the centralized setting in that the random vectorsA andB are given as

input to the LSH scheme whereas in the actual LSH scheme thesevalues are generated with in the LSH

protocol). The protocolPruning is then invoked, which returns the set of local probable outliersM ′
i .

In the second phase, to form the set of global outliers, each player requires the total number of objects

with all the other players that are hashed to each bin. Since the binning at each player is performed with

the same global LSH parameters, we can find the correspondence between LSH bin structure across

the players. However, the bin labels with each player might be different (considering only the non-

empty bins). Hence the players communicate to form the unionof all the bin labels (BinLabels) using

theSecure Unionprotocol [14] (steps12 − 15). While formingBinLabels, each bin label needs to be

indexed with the iteration number during LSH (1 to L) in order to differentiate between bins of same

labels created during different iterations of LSH. Each player then counts the number of objects it has in

each of the bins inBinLabelsto form the local bin count structureCi (steps17− 23). Next, theSecure

Sumprotocol [14] is used to compute the global bin count structureC from the corresponding local bin

count structuresCi of all the players (step25). Each playeri then locally computes the sum of the other

t− 1 player’s counts for all the bins i.e.,̂Ci = C − Ci (step27).

At every player, each objecto in the set of local probable outliersM ′
i is then considered to determine

whether it is a global outlier. To get the number of neighbours of o in the local dataset, the cardinality

of the setRepeatedNeighborsi for o is computed. This step is actually redundant if the value is stored

in the first phase (duringPruning). This value would be less thanp′t since the object was considered

a local probable outlier in the first phase. The number of neighbours required to make it a non-outlier

is computed as:req nni = p′t − |RepeatedNeighborsi|. To get the count of neighbours ofo which

are available with other players, the corresponding bins inĈi (i.e. thoseL entries inĈi indicated by

gj(o) wherej = 1 toL) are considered. If any of theseL bins have count greater thanreq nni, we can

consider the objecto to be a non-outlier. However, as explained in the centralized scheme, to reduce the

false negative probability, we requirebt such bins to make the object a non-outlier. To achieve this, only

those bins which have object count greater thanreq nni are said to beV alidBinsi. If the cardinality of

V alidBinsi is less thanbt, the objecto is considered as a global outlier and added to the set of global

probable outliersMi.

As in the case of distributed setting, the whole algorithm isrun over multiple iterations and the

intersection of all the global probable outlier sets is returned as the final set of outliers at each player.

Since the procedure to find global outliers is a bit differentfrom that of finding outliers in the distributed

scheme, the false positive rate increases slightly in comparison to that of the distributed algorithm.

3.4.2 Example

We continue with the example scenario described in Section 3.3.2 and show how to compute outliers

in a privacy preserving manner using Algorithm 7. Initially, both the players will reveal the size of

their dataset to each other. Any one player will compute the LSH parameters and publish them to the
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other. Using these parameters, both the players will run LSHon their own dataset and compute local

outliers as described in Section 3.3.2. Thus, playerPA computes the local outlier setM ′A = {a5, a6}
while playerPB does not have any local outliers. In case of non-private algorithm, players can directly

share their bin structure to calculate global outliers. However, in case of private algorithm, players use

SecureUnionandSecureSumprotocols to share binning information. AnySecureUnionandSecureSum

protocol can be used as the proposed algorithm is independent of the underlying protocols. One simple

method for both the protocols is given in Section 2.4. Here, we use them as a black box.

Both the players construct a set of bin labels of their bin structure and then execute secure union

protocol to compute global bin label set. In our example player PA has bin labels{[1, 1], [1, 2], [1, 3],
[2, 1], [2, 2], [2, 3], [3, 1], [3, 2], [3, 3]} and playerPB has bin labels{[1, 1], [1, 3], [2, 2], [2, 3], [3, 1], [3, 2]}.
Thus global bin label set is union of these two sets which is{[1, 1], [1, 2], [1, 3], [2, 1], [2, 2], [2, 3], [3, 1],
[3, 2], [3, 3]}. Each player then constructs a counter corresponding to each bin label in the global bin la-

bel set. The counter is set to0 if the corresponding bin doesn’t exist in the local bin structure, otherwise

its the number of objects hashed in to that bin. For playerPA the counter array corresponding to global

bin structure isCA = {4, 1, 1, 1, 4, 1, 3, 2, 1} and for playerPB its CB = {2, 0, 2, 0, 1, 3, 2, 2, 0}.
Both the players use secure sum protocol to compute the global counter array which gives the total

number of objects hashed into each bin of a global bin structure. In our example, the global counter

C = {6, 1, 3, 1, 5, 4, 5, 4, 1}.
As explained earlier, few of the local outliers are actuallynon-outliers because they have enough

neighbours but not all of them are available locally. Thus, for every local outlier, a player counts the

number of neighbours required (reqnn) by subtracting number of local neighbours from point threshold

p′t. Then, a player checks if this local outlier hasreqnn neighbours available in other player’s database by

checking corresponding bin counts in global counterC. Every local outlier who has enough neighbours

is pruned and marked as non-outliers. Consider a local outliera5. The number of local neighbours ofa5
is 1, hence2 more neighbours are required inDB (database withPB) to mark it as non-outlier. The bin

labels corresponding toa5 is {[1, 3], [2, 3], [3, 2]} and the counts atPB corresponding to these labels are

{2, 3, 2}. To enforce bin threshold criteria, we consider only those bins which has at leastreqnn objects.

If total number of such bins is less than bin thresholdbt then the object is marked as an outlier otherwise

it is marked as non-outlier. In case ofa5, the number of bins satisfy such criteria is3 which is greater

than bin threshold. Hence,a5 is marked as non-outlier. Next, consider another local outlier a6. The bin

labels corresponding toa6 is {[1, 2], [2, 1], [3, 3]} and the counts atPB corresponding to these labels are

{0, 0, 0}. Since,a6 doesn’t have any more neighbours available inDB it is marked as an outlier.

3.4.3 Analysis

Computational Complexity: We give the computational complexity from the perspectiveof player

P1. The computational complexity of step3 is O(kL). Steps8 and10 have complexity ofO(n1dkL)

andO(n1Npr1L) respectively, whereNpr1 is the number of processed objects of playerP1. The com-

plexity of step13 and steps17 − 23 depends on the average number of non-empty binsNb created
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Table 3.3: Dataset Description

Dataset Objects Attributes Source
Corel 68040 32 kdd repository
Landsat 275465 60 vision lab, ucsb
Darpa 458301 23 Lincoln Laboratory, MIT
Household 1000000 3 US Census Bureau

during each iteration of LSH. In the worst case where each object in the dataset is hashed to a different

bin, the number of bins would be equal to the dataset size. However, the number of bins would be much

less than the total data size in the average case. Thus the average case complexity for step13 and steps

17− 23 isO(NbL); whereNb << n. Similarly, the complexity of step27 isO(NbL). The complexity

for steps28 − 36 is O(m′
1L); wherem′ = |M ′

1|. Considering the dominating terms, the computational

complexity for playerP1 isO(n1dL). The overall computational complexity of Algorithm 7 isO(ndL).

Communication Complexity: In Algorithm 7, communication among the players happens insteps

4, 15 and25. Step4 has a communication complexity ofO(kL). The average case communication

complexity for step15 isO(NbL). The corresponding average case communication complexityfor step

25 isO(NbL log n). Thus the overall communication complexity for Algorithm 7isO(NbL log n).

Security Analysis: In Algorithm 7, the values communicated in step4 are public values and do not

reveal any private information. After executing steps15 and25, each player has the count of objects in

the entire database that are hashed to each bin. From this, each player can infer about the distribution of

the objects of all the other players but cannot infer about the distribution of any single player when more

than two players are involved (sinceSecure UnionandSecure Sumare used). However, in most cases

where the objects with each player come from a same distribution, this information is usually known

before hand and thus there is no extra information revealed.

3.5 Experiments

We perform experiments on datasets listed in Table 3.3. For implementation of LSH, we have used

E2LSH package1, which is based on the p-stable distribution [17]. For all our experiments the approx-

imation factorǫ is set to2 (empirically determined). All experiments are executed onIntel(R) Corei7

CPU3.33GHz machine. To simulate horizontal partitioning, we randomlydivide the dataset among

all the players such that each player will haven/t distinct objects with all the attributes, wheren is the

size of the dataset andt is the number of players. For all the experiments, we consider t = 2, unless

specified otherwise.

1http://www.mit.edu/∼andoni/LSH/
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Figure 3.3: Number of LSH bins created for various datasets.

Number of LSH bins are much less compared to the size of the

database.

2 3 4 5
10

3

10
4

10
5

10
6

10
7

Players

C
om

m
un

ic
at

io
n 

C
os

t [
K

B
]

 

 
Corel
Landsat
Darpa
HouseHold

Figure 3.4: Communication Cost of

PrivateOD over multiple players.

LSH Bin Structure:The communication cost ofPrivateODalgorithm isO(NbL log n), whereNb is

the average number of nonempty bins created during each iteration of LSH,L is the number of hash

tables andn is the number of database objects. We compareNb andn by running LSH on entire dataset

without partitioning. The results are shown in Figure 3.3. The numbers on the bar shows the respective

counts. It is evident from the figure that indeedNb is extremely less thann. Further, this is also true

for large datasets. Due to the locality sensitive property,many objects which are near by fall into a

single bin. Hence, average number of bins created will be much less than the total number of objects

in a dataset (Nb << n). Even in case of sparse data this holds true as the LSH radiusR will be large

because of high distance thresholddt.

3.5.1 Accuracy

We compute outliers by running both the algorithms –DistributedOD(Algorithm 1) andPrivateOD

(Algorithm 7), in horizontally distributed setting with two players. We computed the optimal bin thresh-

old bt as described in [63] and run both the algorithms using the same bin threshold. The accuracy of

these algorithms is measured by comparing the computed outliers with the ground truth. The ground

truth is a set of actual outliers computed using exhaustive distance computation [37]. The results are

summarized in Table 3.4. The detection rate for each datasetat the optimalbt is 100% (i.e., no false

negatives). The false positive rate is shown as a percentageof the total dataset. In both distributed and

private setting, the false positive rate is quite less, which shows that the proposed algorithms have high

accuracy. The false positives ofPrivateODis on an average0.02% higher than that ofDistributedOD.

The small increase in false positives is due to lack ofGlobalOD step, where all the players exchange

their global probable outliers for further pruning. In caseof PrivateOD, the players can not exchange

their global probable outliers as that will reveal those objects to the other players. One solution is to use
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Table 3.4: Accuracy of DistributedOD and PrivateOD

Dataset BinThreshold False Positives [%]
(bt) DistributedOD PrivateOD

Corel 45 0.011 0.041
Landsat 30 0.014 0.025
Darpa 30 0.031 0.059

Household 25 0.009 0.02

secure multiparty computation (SMC) [75] to privately execute GlobalOD. However, SMC protocols

are very expensive in terms of computational as well as communication cost.

3.5.2 Comparison

We comparePrivateODwith the algorithm given in [75], which has a cost ofO(n2d). The com-

parison in terms of communication cost for different datasets by varying the dataset size is shown in

Figure 3.5. We calculate the communication cost in terms of amount of data (in KB) transfered between

players during the entire protocol execution. Not only our method has less communication cost in com-

parison, but also the rate of increase in the cost with respect to dataset size is very less compared to the

O(n2d) method. Also, for large datasets, this increase in communication cost is very less compared to

smaller datasets.

We repeat the experiment by varying the number of players from 2 to 5. The accuracy of the algo-

rithm remains the same while communication cost increases with the number of players. The results

are given in Figure 3.4. For large datasets, the increase in communication cost is very less compared

to smaller datasets. Because in case of large datasets, mostof the non-outliers are pruned locally as

enough neighbours are available locally. The communication cost will be even less in many practical

scenarios, where the dataset of each player is generated locally instead of a random distribution of a

single dataset (as in the case of our simulated horizontal partitioning). This is because by randomly

distributing a single dataset there might be a case where many neighbours of an object of one player,

will be with other players. This will increase the number of local outliers which in turn will increase the

communication cost.

3.6 Summary

We proposed an approximate algorithm for distance based outlier detection. Our approach uses the

Locality Sensitive Hashing (LSH) technique to achieve highlevel of efficiency and low communication

as well as computational cost. First, we gave algorithm for distributed outlier detection among horizon-

tally partitioned data. Later, we extended our method to incorporate privacy preserving outlier detection.

We have given a thorough complexity analysis for both algorithms and have provided the empirical re-

sults on various datasets to support our claims. We also compared our algorithm with the previous
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Figure 3.5: Comparison of the proposed PrivateOD algorithm. Our algorithm performs far better than
previous known result of quadratic cost.

known results and showed that ours perform better in terms ofcommunication as well as computational

cost.
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Chapter 4

Private Content Based Search on Encrypted Data using Hierarchical

Index Structures

4.1 Introduction

With the advent of third party data storage services likeDropBoxandSkyDrive, it has become in-

creasingly important to have an efficient search mechanism on the encrypted data. In this chapter, we

formally define Content Based Similarity Search on encrypted data and propose an efficient protocol

for the same. We further show that our method outperforms present state of the art techniques for sim-

ilarity search on encrypted data, not only in accuracy but also in retrieval time and communication. To

achieve this we propose an algorithm which make use of hierarchical index structures. The computation

as well as communication cost of the protocol isO(m logk n), wherem is the size of each tree node,k

is the branching factor andn is the number of leaf nodes. Empirically we show that on imagedatasets

of the order5K size, we achieve25 times lower communication cost. Also, we achieve an average

improvement of30% in terms of retrieval quality. We also extend our algorithm to solve the problem

of private content based image retrieval in public database. In this setting, when compared with the

existing techniques, our technique is105 times faster on an index tree with1 Million leaf nodes. We

begin by formalizing the problem of Content Similarity Searchable Symmetric Encryption (CS-SSE).

Definition 7 (Content Similarity SSE): A content owner with databaseD should be able to storeD

on an outsourced serverS, so that users can privately query for similar data fromS. The database

is indexed using any hierarchical index structure and stored onS in encrypted form so that the server

cannot know anything about the data. For a query itemQ, the client should be able to retrieve the data

items which have maximum similarity in terms of content withrespect toQ.
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4.2 Prior Work

The problem of private exact keyword search is to test for theexistence of a particular keyword on

a database in a privacy preserving fashion. Oblivious RAMs [26, 55] were proposed to solve this prob-

lem which offer optimal security but are computationally expensive and use poly-logarithmic rounds of

communication. To overcome the problems of the Oblivious RAMs, Songet al. [71] proposed a model

considering a weaker notion of privacy. While their scheme is proven to satisfy the requirements of a

Secure Encryption scheme, it fails to satisfy those of a Secure Searchable Encryption scheme. Later,

Goh et al. [20] gave a formal definition for a Secure Searchable Encryption scheme and proposed a

Secure Index based scheme using Bloom filters [6] and pseudo random functions. In [15], Curtmola

et al. proposed an adaptive semantic security definition for Secure Searchable Encryption scheme and

provided a scheme which satisfies the definition. In [58], theauthors address the practicability of the

Searchable encryptions schemes by relaxing the adversary model. In the case of Similarity Searchable

Symmetric Encryption, the authors of [59] proposed a schemefor similarity matching on encrypted data

for the case of approximate string matching under hamming distance. Another scheme for fuzzy key-

word search over encrypted data was proposed in [43]. Recently, Kuzu et al. [51] proposed an efficient

protocol for Similarity Search on encrypted data, which is based on Hashing based index structures.

CS-SSE was addressed in [48] for the specific case of multimedia data. In [48], the authors gave a

system to privately search for similar images on an encrypted image database, using Order Preserving

Encryptions (OPE) which are not secure against Chosen Plaintext Attack (CPA). For the case of search-

ing on a public database, aPrivate Content Based Image Retrievalprotocol has been presented in [69].

A slightly different setting, in which the server’s privacyis also considered was studied in [66], where

the authors proposed anOblivious Image Retrievalprotocol.

4.3 Content Similarity SSE

The problem of CS-SSE can be solved using anySimilarity SSEprotocol as a subroutine. Given a

query itemQ with a set of features, aSimilarity SSEprotocol is executed for each feature in parallel

and the results are merged to obtain data items having maximum content similarity with respect toQ.

More specifically, we show how to use the recently proposedSimilarity SSE[51] protocol to construct

a protocol for CS-SSE. Next we show the limitations of this approach and then propose an efficient

algorithm for CS-SSE which overcomes these limitations.

4.3.1 Content Similarity SSE using LSH

Similarity SSEscheme proposed in [51] uses Locality Sensitive Hashing (LSH) for secure indexing.

The content owner extracts the features of all the database elements and hashes them using LSH, which

generatesL hash tables. Due to the locality sensitive property of LSH, similar features are hashed to

the same bucket with high probability. To obtain the index, abucket vector of lengthN bits is created
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for each bucket, whereith bit corresponds toith database element. Theith bit of a bucket vector is set

to 1 if at least one of the features of the corresponding databaseelement is hashed to that bucket, else it

is set to0. Intuitively, a bucket vector represents the set of data items whose features are hashed to that

bucket. In order to secure the index, all the bucket vectors are encrypted and all the bucket labels are

randomly permuted. At the time of query, user similarly applies LSH on the query featuref to generate

L bucket labels and permutes them. After that user obtains thecorrespondingL bucket vectors fromS

and scores the database elements using the cumulative sum ofall the retrieved bucket vectors. Based

on theses scores user then retrieves the relevant database elements from serverS. We now show how to

construct a protocol for CS-SSE by directly using theSimilarity SSEscheme as a subroutine. We name

the resulting protocol asContent Similarity via LSH (CSL)for further reference.

Since the difference is only in terms of querying mechanism,index construction is same as explained

above. At the time of query, user first extracts all the features of a query data item. After that, all the

features are queried in parallel to retrieve the corresponding L bucket vectors as explained above. User

then scores database elements using allL bucket vectors of all the features of a query. Based on the

score, the user retrieves similar database elements fromS. Since there areL bucket vectors, each of

lengthN , for each feature,N × L bits needs to be transfered. The communication of this protocol

is O(NL) bits per query feature, which grows linearly with the size ofthe database. Hence, for large

databases this approach is not practical as it is as good as transferring the entire database. Moreover,

the limitation of this approach is in terms of the used scoring mechanism. Since the bucket content

is only one bit per database element, it only captures the information of whether any of the features

of a data item are hashed or not. It does not capture the frequency of a particular feature which is a

very important attribute in many efficient scoring techniques like Term Frequency Inverse Document

Frequency (TF-IDF).

4.3.2 Content Similarity SSE using Hierarchical Structure

In order to overcome limitations of LSH based approach, we suitably modify the scheme of [51]

for the case of hierarchical tree based indexes and provide aprotocol for CS-SSE. This also provides

the additional benefit of tree indexes being exact as opposedto the probabilistic nature of LSH which,

together with the efficient scoring mechanisms improves theaccuracy of our system. Furthermore, we

reduce the required communication fromO(NL) to O(m logk n), wherem is the size of a node,k is

the branching factor andn is the number of leaf nodes in the tree. We also give experimental evidence

to show these improvements of our algorithm over existing techniques. However, the number of rounds

required for our protocol isO(logk n), where CSL is a constant round protocol. Next we give a brief

overview of our algorithm which has two phases - Offline Processing by content owner and Online

Querying by user.

In offline processing, the content owner with datasetD, extracts the features of database elements

and builds an index structure using any hierarchical indexing scheme like Hierarchicalk-means,kd-

Tree etc. Once the indexing is done, all the nodes of an index tree are encrypted using any symmetric
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Figure 4.1: Offline Processing: Content Owner generates secure index structure and stores it on a
database server as a preprocessing step.

encryption scheme and the labels of their child nodes are randomly permuted using any pseudo random

permutations. The encryption is used to secure the content of the index and permutation is used to secure

the traversal path of a query. The content owner then generates unique ids for all the data elements and

encrypts entire database. At the end, content owner sends the encrypted database with corresponding ids

and encrypted index structure toS. To enable the users to privately search onS, content owner shares

the encryption keys and random permutations with the legitimate users. The entire process is illustrated

in Figure 4.1.

In online querying, user first extracts the set of features ofa given query data itemQ. User then

obtains the root node information from the server and decrypts it using the secret key shared by content

owner. For each feature, user takes a decision as to which node needs to be accessed on the next level

by comparing it with retrieved node information and appliesthe random permutation on the label of the

node obtained. The user then obtains the information of the node with this permuted label on the next

level and this process is repeated till a leaf node is retrieved. Using the leaf node information obtained

for each feature, the user scores each element in the database. Based on the computed scores, relevant

data items are retrieved fromS. Note that all query features can be executed in parallel andthen scores

can be computed to achieve speedup. The query mechanism is illustrated in Figure 4.2.

Although, the proposed algorithm can be applied in general for any type of data, in this thesis we

give a specific example of a Content Based Image Retrieval (CBIR) using the popular index structure

Vocabulary Tree [53].
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Figure 4.2: Online Querying: User runs CS-SSE protocol to privately query over encrypted data.

4.3.3 Algorithm

We now give the details of our algorithm for CS-SSE. The definition of a Searchable Symmetric

Encryption scheme is given as below [15]:

Definition 8 (Searchable Symmetric Encryption): An Index based SSE scheme over a Database collec-

tion D is a collection of five polynomial time algorithmsSSE = (Gen, Enc, T rpdr, Search,Dec),

where:

• Gen(1λ) is a probabilistic key generation algorithm run by the content owner. It takes as input a

security parameterλ and returns keyK.

• Enc(K,D) is a probabilistic algorithm run by the content owner to encrypt the database. It takes

as input the KeyK and the database collectionD = (D1,D2, . . . DN ) and returns a secure index

I and the encrypted databaseC = (C1, C2, . . . CN ).

• Trpdr(K,Q) is a deterministic algorithm run by the user to generate a trapdoor for a given

queryQ. It takes as input the KeyK and queryQ and returns a trapdoorT .

• Search(I, T ) is a deterministic algorithm run by the server to search for similar items in database

D for the queryQ. It takes as input the encrypted indexI built on the databaseD and the trapdoor

T and outputs a set of identifiers.
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Figure 4.3: Conceptual View of Secure Index representing encryption and permutation operations on
tree-like data structures.

• Dec(K, id(Cj )) is a deterministic algorithm run by the user to recover similar items inD. It

takes as input the keyK and an identifierid(Cj) and returns the corresponding database item

Dj .

The definition of SSE scheme will hold even in the case of CS-SSE, with the queryQ now being

a data item. We now explain each of these algorithms for our scheme. Throughout this chapter, by

R
U←− {0, 1}λ we mean assigning a uniformly sampled value of lengthλ to R.

1. Key GenerationGen(1λ): Sample KeysK1,K2
U←− {0, 1}λ whereλ is the security parameter.

2. Index ConstructionEnc(K1,K2,D): The content owner with the databaseD first generates the

features for each element inD and builds the index structure on the feature set using any Hierarchical

index scheme. We represent byn andk the number of leaf nodes formed in the hierarchical tree and

the branching factor at each internal node of the tree respectively. Consequently, the height of the tree

will be h = logk n. The content owner then encrypts the indexed data structureusing keyK1. Note that

during encryption, each node of the tree is encrypted independently. A pseudo random permutationπ is

then applied on the encrypted index to obtain the secure index I. During pseudo random permutation,

at every internal node in the data structure, the content owner randomly permutes the labels of itsk

child nodes. For a binary data structure, this means randomly rotating the child nodes as illustrated in

Figure 4.3. Also, each item in the databaseD is encrypted using keyK2 to get the encrypted database

C. Each item inC is then indexed with an identifierid. The content owner then stores this encrypted

database along with the secure indexI on an outsourced serverS. For the symmetric encryptions

schemesEK1
andEK2

, we use a PCPA (Pseudorandomness against chosen plaintext attacks) secure

scheme. To enable the users to securely search on the encrypted database, the content owner shares

(K1,K2, π) with the users.

3. Trapdoor Generation Trpdr(K1, π,Q): The user with a query itemQ generates the feature

setF for Q whereF =
⋃r

i=1 Fi for r ≥ 1. The user then generates the trapdoor informationT =

(T1, T2, . . . Tr) using the keyK1 and permutationπ which have been shared by the content owner. The

trapdoorTi for each featureFi is again a vectorTi = (Ti0 , Ti1 , . . . Tih) whereh is the height of the

tree. Each elementTil is the permuted label of the node to be accessed at levell of the index treeI

stored on serverS. However, the label of the node to be accessed on a particularlevel is dependent
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Algorithm 8 Offline Processing: Content Owner Constructs Secure Index using CS-SSE

1: K1,K2 ← {0, 1}λ
2: Generate Feature setF for datasetD
3: Build the index structureI ′ onF
4: Encrypt indexed database to obtainIe = EK1

(I ′)
5: Apply random permutations on the encrypted index structureto obtainI = π(Ie)
6: Encrypt Database elements to obtainC = EK2

(D)
7: StoreI andC on outsourced serverS
8: Share(K1,K2, π) with users

on the information obtained at the previous level. Hence in our scheme, the trapdoor information for a

particular feature is generated by user in communication with the serverS.

4. SearchSearch(I, T ): Search is done at the server in communication with the user at each level

of the tree. For each featureFi of a queryQ, the user first requestsS for the encrypted root node

information and decrypts it usingK1 to obtain the actual root information. Based on the comparison

of featureFi with the root node information, the labelδ of the child node which is to be accessed is

decided. The type of information stored on the root node and all subsequent internal nodes and the

metric used for comparison depend on the actual indexing scheme used. For example, if hierarchical

k-means is used, the information in each internal node will bethe cluster centers of the child nodes

and the child node having the least distance from the query needs to be accessed. Once the labelδ of

the child node is determined, its permuted labelδπ is then computed by applying the permutationπ

on δ. The user then goes on to request the informationIl,δπ of the child node with labelδπ on levell.

This procedure is continued till a leaf node is reached and the data on the corresponding leaf node (in

encrypted form) is retrieved and decrypted usingK1. The labelδ at each level form the tree traversal

path for the featureFi and the permuted labelsδπ at each level form the trapdoor informationTi for Fi

i.e.,Til = δπl for l = 0 to h. At S, traversal corresponding toFi is done usingTi and hence the actual

traversal path is hidden fromS. We note that for the first level (l = 0), δπ0 = δ0 since there is only

one node (root) on this level. Once the leaf node informationRi for each feature is obtained, scoring

is performed using this information to generate the ids of the similar data inD. The scoring procedure

Score is dependent on the type of information stored in the leaf nodes which in turn depends on the

kind of indexing scheme used.

5. Decryption Dec(K2, id(Cj)): The user obtains the data itemsCj corresponding to the ids ob-

tained in the Search phase and decrypts using keyK2 to recover the similar data itemsDj.

We categorize the above described algorithms into two phases:

• Offline processing, done by the Content Owner, comprising the Key Generation and Index Con-

struction algorithms.

• Online Querying, done by the users in communication with theserverS, comprising the Trapdoor

Generation, Search and Decryption algorithms.
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The two phases are summarized in Algorithms 8 and 9. We now give a simple example to explain

the working of these algorithms followed by detailed analysis of CS-SSE.

Algorithm 9 Online Querying: Users Privately Query using CS-SSE

1: Generate feature set for queryQ, F = (F1, F2, . . . Fr)
2: for each featureFi in F do
3: δπ = 1 // pointing the root node
4: for each levell in the treedo
5: FromS obtainIl,δπ the information of nodeδπ on levell
6: Decrypt to obtain the actual informationil,δπ = Dk(Il,δπ )
7: if leaf node is reachedthen
8: Ri ← il,δπ //store the leaf node information
9: else

10: Compareil,δπ with Fi and decide labelδ of the child node to be accessed
11: Apply random permutationπ on δ to obtain the permuted labelδπ = π(δ)
12: end if
13: end for
14: end for
15: Computeid(Cj) usingScore(R1, R2, . . . Rr)
16: ObtainCj from S
17: DecryptCj usingK2 to obtainDj

4.3.4 Example

The CS-SSE protocol has two phases - Offline Processing and Online Querying. During offline

processing, the content owner encrypts database, constructs secure index structure using secret keys

and random permutations and stores them on the server. In thesecond phase, users privately query the

secure index structure to search and retrieve similar itemsfrom the encrypted database using the secret

keys and random permutations provided by the content owner.Through a simple example, we explain

the core steps of the algorithms – how to secure the index and how to privately retrieve similar items

using secure index. Given a query, all the features of the query is extracted and queried to retrieve

information from the corresponding leaf nodes of the secureindex structure. The scoring function is

applied on the aggregated information to rank the database items. Finally, top ranked items are retrieved

from the encrypted database. Once all the leaf node information is available to the client, it can be easily

decrypted using the secret key given by the content owner andany scoring function can be applied to

rank the items. The server database is a pair of item id and corresponding encypted item. Based on the

item id of the top ranked items, client retrieves similar items from the server in an encrypted form and

decrypts it. Thus, given the information of the leaf nodes corresponding to the query features, retrieving

similar items is a straight forward task. Hence, we focus on the crucial task of retrieving leaf node

information corresponding to the query features.
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Secure Index Construction:We assume the features are available and index structure is constructed

using those features. Although, the method is applicable toany hierarchical index structures, we con-

sider a specific case of vocabulary tree. The details of building vocabulary tree from the database and

searching vocabulary tree for image retrieval is given in Section 2.3. Vocabulary tree is constructed

using hierarchicalk-means, where each non-leaf node containsk cluster centers (one for every child

node) and each leaf node contains the inverted list of imageswhose features belong to the visual word

(cluster) represented by that leaf node. Let us consider thevocabulary tree shown in Figure 4.4(a),

wherek = 2 and the height of the tree is2. The nodes of the tree are labeled asl1, l2, . . . l7, starting

from the root node and scanning left to right at each level. Weconsider2 dimensional data (features).

The cluster centers are shown as a set ofk two dimensional points inside every node except leaf nodes.

For example, root node contains2 cluster centers(2, 2) and(5, 4) for left and right child respectively.

First, we encrypt every node of the tree using any symmetric encryption scheme. Then, we randomly

permute the child node labels for every node. We start with the root node which has two child nodes left

(l2) and right (l3). After applying permutationπ1 = [3, 2], l2 points to right child andl3 points to left

child. That is left and right nodes are swapped together withtheir subtree. Similarly we apply random

permutationπ2 = [7, 6, 4, 5] to the nodes at next level. The resulting encrypted and permuted tree is

shown in Figure 4.4(b) (The content of the nodes are not encrypted in the figure for the ease of expla-

nation). This secure index structure together with encrypted database is sent to the server. Note, that

server does not know the permutations or the secret keys usedto generate secure index and encrypted

database. Hence, the server does not have any information about the index structure as well as data. The

entire permutation setπ = {π1, π2} and secret keys are given to the legitimate clients to enableprivate

searching over this secure index.

Searching:For retrieval, query is compared withk cluster centers of a root node and the child node

corresponding to the closest cluster center is visited. This process is repeated until a leaf node is reached.

Upon reaching the leaf node, the information on the leaf nodeis transferred to the client as a result of the

query. In order to keep query private, client obliviously traverse the tree. Initially, client retrieves root

node information, decrypts it using the secret key providedby the content owner and compare it with the

query to decide which child node should be accessed next. Theresulting child node label is permuted

using the respective permutationπ and the node with permuted label is retrieved from the server. Since,

the server doesn’t know the permutations and all the nodes are encrypted, it can not know which nodes

are being accessed and what data are being retrieved. Let’s consider the query feature(1, 3). Client

retrieves the root node (l1) information and decrypts it to get two cluster centers[(2, 2), (5, 4)]. By

finding distances between query feature(1, 3) and both the cluster centers, client knows that the query

lies in the first cluster(2, 2). Hence, the left child (l2) of the root node needs to be accessed next. Using

the permutationπ1 client finds the permuted label ofl2 which is l3. Now, client retrieves information

from node (l3) and decrypts it to get the cluster centers[(2, 1), (2, 3)]. By repeating the same process,

client finds the next query cluster as(2, 3) and next child as (l5). Client finds its permuted labell7 after

applying permutationπ2 and retrieves information from that node. Since,l7 is the leaf node, it contains
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(a) Vocabulary Tree (b) Secure Index

Figure 4.4: Example Secure Index Construction

list of images containing features similar to the query feature. Similarly, all the features of a query is

processed and the retrieved information is used to score thedatabase images as explained earlier.

4.3.5 Analysis

Complexity Analysis: Since the information of one node per level is obtained from serverS (step

5 in Algorithm 9) and then processed at the client, both communication and computational cost of

querying mechanism isO(m logk n); wherem is the size of each node and(logk n) represents the

depth of a tree with a branching factork andn leaf nodes. The number of rounds for the protocol is

logk n since the operations for each level of the tree cannot be carried in parallel. However, even for a

tree with1 Million leaf nodes and a branching factor of10, the depth and correspondingly the number

of rounds required will be6 which is practical.

During Index construction, even though encrypted data is stored on the serverS, applying pseudo

random permutations is still necessary since otherwise theserver can learn information about a query

just by looking at the traversal path of a query. Also, the size of all leaf nodes should be made same,

which will be the maximum leaf sizeM , by suitably using padding for some leaf nodes so that the server

cannot learn anything by looking at the size of the leaf node accessed for a particular query. Note that the

index scheme should generate a perfectk-ary tree, otherwise it can be made so by adding dummy nodes

at the time of index construction. Next, we give a formal proof of security for the proposed scheme

considering an honest-but-curious adversary model.

Security Analysis: We use the adaptive semantic security definition forSSEscheme given in [15].

First we give the necessary auxiliary definitions before proceeding to the security definition:

Definition 9 (History): A q-query history over a Database collectionD is a tupleH = (D,Q′) that

includes the databaseD and a vector ofq query itemsQ′ = (Q1, Q2, . . . Qq).
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Definition 10 (Access Pattern): The Access Pattern induced by aq-query historyH = (D,Q′) is

a tupleα(H) = (D(Q1),D(Q2), . . . D(Qq)), whereD(Qi) is the collection of identifiers of those

database elements inD which are most similar in terms of content to queryQi.

Definition 11 (Search Pattern): The Search Pattern induced by aq-query historyH = (D,Q′) is a

symmetric binary matrixσ(H) s.t for 1 ≤ i, j ≤ q the element in theith row andjth column is 1 if

Qi = Qj and0 otherwise.

Thus,Search Patternis the information whether two searches were for the same query or not. In our

scheme, each queryQi is a vector ofr features i.e.,Qi = (F i
1, F

i
2, . . . F

i
r). Hence even if two queries are

different, they can have some features in common. Moreover,each featureF i
j of a particular queryQi

generates a traversal pathF i
j = (F i

j0
, F i

j1
, . . . F i

jh
), whereF i

jl
= δl is a label of the node to be accessed

at level l. So, even if two features are different, there might be some overlap in their traversal path.

For example, in case of images, two different images may havesome features in common and based on

the number of common features, an adversary might infer someinformation about the similarity of the

images. Also, for two different features, the adversary might gain some information about their similar-

ity based on the overlap in their traversal paths on the hierarchical tree since the trapdoor generation is

deterministic. We capture this information in the definition Content Similarity Patterngiven below and

include this in theTrace, which is the maximum amount of information the content owner is willing to

leak. The notion ofContent Similarity Patternis an extension to theSimilarity Patterndefinition given

in [51].

Definition 12 (Content Similarity Pattern): The Content Similarity Pattern induced by aq-query history

H = (D,Q) is defined byζ(H) s.t ζ([i, j,m], [u, v, w]) = 1 if F i
jm = F u

vw and 0 otherwise, where

1 ≤ i, u ≤ q and1 ≤ j, v ≤ r and0 ≤ m, w ≤ h.

Definition 13 (Trace): The Trace induced by aq-query historyH = (D,Q) is a sequenceτ(H) =

(|C1|, |C1|, . . . |CN |, α(H), ζ(H)) consisting of the lengths of documents inC and the Access and

Content Similarity Patterns.

Definition 14 (Adaptive semantic Security): A Content Similarity SSE is said to be adaptively semantic

secure if for all polynomial-size adversaries, there exists a simulatorSim such that for all polynomial-

size distinguisherDist:

Pr[Dist(v(H)) = 1]− Pr[Dist(Sim(τ(H))) = 1] < neg(λ)
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where,neg(λ) represents a negligible function inλ. Here,v(H) is the view of the adversary, gen-

erated from an adaptively chosen historyH, which is all the information available to the adversary and

sim(τ(H)) represents the view generated by the simulator given the traceτ(H). Intuitively, the defini-

tion says that a Content Similarity SSE scheme is secure if all the information available to the adversary

can be simulated by the traceτ(H) which is exactly the maximum information we are leaking, with a

probability negligibly close to1. In other words, any polynomial-size distinguisher can notdistinguish

the view generated by the simulator from that of the actual view of the adversary with a greater than

negligible probability.

Since the adversary has the knowledge of the secure indexI, the encrypted databaseC = (C1, C2, . . .

CN ) and the trapdoor informationT , the view of the adversary over any adaptively chosen history is

v(H) = (I, (C1, C2, . . . CN ), T ). To prove that our scheme is adaptively semantic secure, we show how

a simulatorSim can generate a viewv∗(τ(H)) = (I∗, (C∗
1 , C

∗
2 , . . . C

∗
N ), T ∗) that is indistinguishable

from the adversary’s viewv(H) using the traceτ(H).

• The index structureI is a tree of heighth and branching factork where all internal nodes are

of the same sizeLint and all the leaf nodes are of the sizeLleaf . Here,Lint andLleaf are

defined by the type of the indexing scheme used. To buildI∗, Sim builds a tree by addingkl

internal nodes at each levell = 0 to h − 1. Each of these internal nodes are assigned a random

valueRl,j
U←− {0, 1}Lint for l = 0 to h − 1, j = 1 to kl. Next, Sim addskh leaf nodes and

assigns a random valueRj
U←− {0, 1}Lleaf to each of them, wherej = 1 to kh. Finally, for

each node on levell, a label is assigned at randomLabel
U←− {0, 1}|δl |, for l = 0 to h. During

index construction, since each node is encrypted using a PCPA secure scheme and the labels

are permuted using a pseudorandom permutation,I∗ is indistinguishable from the actual index

structureI.

• From traceτ(H), Sim has the knowledge of the lengths of the documents inC. The simulator

chosesN random values(C∗
1 , C

∗
2 , . . . C

∗
N ) such that|C∗

i | = |Ci|. Since a PCPA secure scheme is

used for generatingC, eachC∗
i is computationally indistinguishable fromCi.

• From the traceτ(H), Sim has the knowledge of Content Similarity patternζ(H). The trapdoor

informationT is generated as follows. For1 ≤ i, u ≤ q and1 ≤ j, v ≤ r and0 ≤ m, w ≤ h,

If ζ([i, j,m], [u, v, w]) = 1, setT ∗i
jm

= T ∗u
vw

U←− {0, 1}|δ| else setT ∗i
jm

U←− {0, 1}|δ| where|δ| is the

length of a node label. Since a pseudorandom permutation is used to generate each labelT ∗i
jm, the

simulated trapdoorT i
jm

is indistinguishable from the real one.

4.4 Private Content Based Image Retrieval

A closely related problem toSSEis that of securely searching on a public database, in which case

the data is in unencrypted form at the server. In this section, we consider the problem of secure content
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Algorithm 10 PCBIR: Secure Index Construction using CS-SSE

1: At S1:
2: Build the index structureI onD
3: Encrypt indexed database to obtainIK1

= EK1
(I)

4: Encrypt database elements to obtainC = EK2
(D)

5: SendIk1 andC to serverS2
6: At S2:
7: EncryptIK1

to obtainIK3
= EK3

(IK1
)

8: Apply random permutations on the encrypted index structureto obtainIπk3 = π(Ik3)
9: EncryptC to obtainCK4

= EK4
(C)

10: SendIπk3 andCK4
to serverS1

11: At S1:
12: If = DK1

(Iπk3) //remove local encryption
13: Cf = DK2

(CK4
)

similarity search on a public image database. Shashanket. al. considered this problem in [69] and gave

a private content based image retrieval protocol using hierarchical indexing. Their idea is to perform

oblivious walk on the tree structure at the server end and retrieve the relevant results. For this purpose

they usedOblivious Transfer (OT)protocol to privately retrieve the node information at eachlevel from

the server. The retrieved information is compared with the query and decision of which child node to

retrieve next is taken at user end. Due to the use ofOT , the computation on the server at each level is

O(nl), wherenl is the number of nodes at levell. This linear computation is unavoidable since the data

is in unencrypted form in the server and failure to access each element will lead to a privacy disclosure.

Because of the large data size, most of the hierarchical index structures have huge amount of nodes to

improve efficiency. For example, in case of vocabulary tree the number of leaf nodes are usually in the

order of Million. Thus, it is impractical to have computation which is linear in the number of nodes in

a tree for real time applications like online search.

In order to overcome this limitation, we reduce this problemto that of searching on an encrypted

database using two-server model with CS-SSE protocol. Consider a serverS1 with a databaseD on

which the users would like to securely search for similar data. The idea is to use a third party server

S2 which builds the secure index on the databaseD that will eventually be stored onS1. During

index construction,S2 uses secret keys for encryption which are unknown to serverS1 (we assume non

colluding servers). In other words, serverS2 does the work of content owner in the CS-SSE protocol.

However,S1 might not be willing to release its databaseD to a third party in an unencrypted form.

Hence,D is first encrypted atS1 before sending toS2, where index is constructed on this encrypted

database. Finally,S1 removes its local encryption on the secure index obtained from S2. Here, the

encryption schemes used at both servers need to beCommutativeso that the order of decryption does

not matter. Once this off line processing is over, users can securely search on the secure index stored on

S1 in communication with serverS2. We now explain the offline processing stage in detail.
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During Key Generation phase,S1 generates keysK1, K2 andS2 generates keysK3 andK4. During

Index construction, the serverS1 with the databaseD builds the index structureI using vocabulary tree

after extracting features for each image inD. The obtained index structure is then encrypted using key

K1 to obtainIK1
= EK1

(I) which is sent to a third party serverS2 along with the encrypted database

C = EK2
(D). At S2, the received index structure and the encrypted database are encrypted using

K3 andK4 to obtainIK3
= EK3

(IK1
) = EK3

(EK1
(I)) andCK4

= EK4
(C) = EK4

(EK2
(D)). A

random permutationπ is then applied at each node ofIK3
to obtainIπk3 = π(Ik3). The permutation

process is similar to the one used in the CS-SSE protocol. Theobtained structuresIπk3 andCK4
are

then sent to serverS1 where the local encryption is removed to obtain the final Index structureIf
and the databaseCf on which the users can search for similar images securely. Here, the encryption

schemes used at both the servers need to be commutative so that the order of decryption does not

matter. We have:If = DK1
(Iπk3) = DK1

(π(EK3
(EK1

(I))) = π(EK3
(I)) andCf = DK2

(CK4
) =

DK2
(EK4

(EK2
(D))) = EK4

(D). The Index Construction is summarized in Algorithm 10.

The online querying is same as that of the CS-SSE protocol. The only difference is that user, before

querying onS1, needs to communicate withS2 to obtain the keys and random permutations used while

index construction. However, this communication is one time even for multiple queries.

4.5 Experiments

We implemented the proposed CS-SSE system to privately search similar images from the image

database and measured the performance in terms of retrievalquality, query time and communication.

We performed experiments on various image datasets using vocabulary tree as an index structure and

compared it with existing techniques. For feature extraction we use state of the art Scale Invariant

Feature Transform (SIFT) [47]. SIFT describes local features in an image which is invariant to scale,

rotation, viewpoint and illumination. As a result, images taken under different conditions can be easily

matched and thus it is widely used in recognition and image matching problems. Symmetric encryption

scheme used in all the experiments is AES in CTR mode with the key size of 128 bit which is known to

be PCPA (Pseudorandomness against chosen plaintext attacks) secure. All the experiments are executed

on Intel(R) Corei7 CPU 3.33GHz machine. Now, we describe the performance measures used to

evaluate our algorithm.

Precision@topk:For each query image,topk similar images are retrieved from the server. Among

thesetopk images, percentage of images that share the same category with the query image is computed

which is then averaged over all query images to calculateprecision@topk.

Query Time:Search time is the time between sending a query image and retrieving topk similar

images from the server. We only consider the time till retrieval of topk ids of the result images and not

the actual images since it is same for all algorithms and alsodepends on the size of database. In CS-SSE

schemes a query is an image which consists of multiple features, which can be queried in parallel and

the results are accumulated to calculate the score.
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(a) Search results on Ukbench dataset: The bounding
box displays the query image followed by the retrieved
results in order from left to right.
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(b) Retrieval Quality of CS-SSE scheme in terms of
Precision@10 for various datasets.

Figure 4.5: Performance of CS-SSE Scheme

Communication:The communication is the amount of data transfered between user and server during

one search transaction. For the same reason mentioned above, here also we consider the communication

till the retrieval oftopk ids of the result images.

4.5.1 Retrieval Quality

In order to test the functionality of the proposed CS-SSE system, we perform private image search

on Ukbench dataset [53] using vocabulary tree. The dataset consists of2550 groups of4 images each

(total 10200), taken under different positions and varying illumination conditions. We used a subset of

this dataset to train the vocabulary with branching factork = 10 and number of leaf nodesn = 100K.

To measure the performance we count how many of the4 images come intotop-4 results when querying

an image from that set of four images. Averaging these scoresover all the queries, we achieved final

score of3.01. Few query images and their retrieved results (after removing identical result image) are

shown in Figure 4.5(a).

Next we consider the popular object detection dataset Caltech256 [27]. We perform experiments on

three different subsets of Caltech256 - Easy10, Var10 and Var20 as described in [12]. The set Easy10

consists of 10 object categories that are easiest to classify, Var10 and Var20 consist of 10 and 20 object

categories respectively that span the full range of classification difficulty. For all the sets we randomly

chose40 images of each category as database and25 images of each category as a query set. We report

the precision@10 by varying vocabulary size from100 to 1M . As shown in Figure 4.5(b) the precision

increases by increasing the vocabulary size. For all the datasets we achieve highest precision between

vocabulary size of10K to 100K, which shows that large index structures are needed to improve the
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Dataset Dataset Precision@10 Query Time (ms) Communication (MB)
Size CS-SSE CSL CS-SSE CSL CS-SSE CSL

Easy10 100 37.6 2.9 0.055 0.013 3.80 0.50
200 44.5 3.1 0.055 0.049 3.84 2.79
300 52.07 3.66 0.055 0.058 3.87 4.20
400 57.48 8.05 0.055 0.090 3.90 5.60

Var10 100 21.4 5.9 0.055 0.213 3.81 1.39
200 21.9 4.25 0.068 0.346 3.84 4.22
300 25 11.47 0.068 0.213 3.89 6.33
400 23.2 3.1 0.055 0.493 3.96 8.45

Var20 200 15.1 3.35 0.055 0.093 3.85 2.79
400 17.65 3.45 0.055 0.080 3.91 3.33
600 18.47 2.73 0.056 0.300 4.01 12.68
800 20.58 3.88 0.056 0.660 4.09 16.91

Table 4.1: Performance Comparison withCSLon various datasets.

accuracy of the system. Because of the optimal computation cost our algorithm is best suited for large

index structures.

4.5.2 Performance Evaluation

We compare the performance of the proposed CS-SSE scheme with that of CSL. For our scheme we

use a vocabulary tree of size fixed to10K with branching factor of10. For the case of CSL we run

the algorithm with multiple LSH parameter combinations andreport the query time and communication

against the best precision@10. The results are summarized in Table 4.1 where we vary the dataset size

and report precision@10, query time and required communication. The results show that our method

achieves better precision with very less communication andtime compared to CSL. The improvement

in precision is due to the sophisticated TF-IDF scoring method used in our algorithm as opposed to

just counting the number of common features between query and result image. Using TF, not only

we capture the information of number of common features but also capture the information about their

frequency in a specific image. Further more, using IDF we compute the normalized score which gives

fairness between images with high number of features and lownumber of features. On an average we

achieve30% improvement in accuracy across various datasets.

For small datasets the required communication and query time of CSL is better than our algorithm,

because each LSH bucket contains very few bits. But as we increase the database size, the required

communication increases rapidly in case of CSL while in our case it does not increase much. The

reason is that in case of CSL, the LSH bucket contains bit vector of lengthN , whereN is the size of the

dataset, while in case of our algorithm only inverted indexes of a respective leaf nodes are transfered.
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In the vocabulary tree with10K leaf nodes, each leaf node will contain very small amount of data.

To show the effect of large data size we also perform the experiments on a slightly bigger dataset of

approximately4500 images Scene15 [41], which consists of fifteen natural sceneimages. On the full

dataset, our algorithm requires only1 MB of communication as opposed to25 MB in case of CSL. That

is our algorithm has25 times lower communication cost than that of CSL on the dataset of 4500 images.

Even though very few amount of data is transfered per featureduring our querying mechanism, overall

communication increases because each query image containslarge number of features. However, in

other cases in which query item contains very small number offeatures the communication will be

comparatively very low. Also, Note that CSL is a constant round protocol whereas our algorithm uses

logk n rounds. But, this is not a serious limitation as the number ofrounds is very small even for large

datasets.

4.5.3 Image Search on Public Database

We run our algorithm with the modified setting to search on public database and compare it with the

state of the art algorithm ofPCBIR[69]. As both algorithms give exact results in terms of precision,

we only compare the performance in terms of time and communication. For the datasets mentioned

above we vary the vocabulary size from100 to 100K with branching factor of10 and report the time

and communication as shown in Figure 4.6. While implementing the protocol of [69], we use the same

OT protocol as the one used in [69], which has a communication complexity of O(
√
n) for a 1-out-

of-n bit transfer. Note that betterOT protocols [23, 46] in terms of communication exist, using which

the communication of [69] would be considerably reduced, although, it will be still more than that of

our algorithm. Also, this reduction in communication gap comes at the cost of further increasing the

computation cost of [69] due to the costly cryptographic techniques used in theOT protocols of [23].

As can be seen from Figure 4.6, as the vocabulary size increases search time increases rapidly in case

of PCBIR while in case of our algorithm it increases very slowly as it only depends on the height of the

tree and not on the number of nodes. For a vocabulary size of1 Million leaf nodes, our algorithm is

O(105) times faster. Similarly, this is also true for communication. In a specific case of Figure 4.6(d),

unlike other results, the communication decreases from vocabulary size of100 to 10K, this is because

Scene15 dataset is large compared to other datasets. Hence,in case of small vocabulary each leaf node

contains relatively large amount of images. The dominatingfactor will be the leaf node data in case

of small vocabulary and as we increase the vocabulary size the number of images in each leaf node

decreases which results into low communication as shown in that figure for the case of vocabulary size

of 100K.
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Figure 4.6: Performance Comparison withPCBIR[+ : PCBIR× : CS-SSE]
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4.6 Summary

We formally defined the notion of Content Similarity Search on Encrypted Data and proposed an

efficient CS-SSE scheme for the case of hierarchical index structures. We provided thorough security

analysis and proved our construction is adaptively semantic secure against a polynomial time adversary.

We demonstrated the applicability of the proposed scheme for the particular case of image datasets,

using a state of the art indexing scheme and evaluated the performance in comparison with the current

known techniques. Further, we considered the case of similarity search on public image database and

extended the CS-SSE scheme for this setting. Through experimental validation, we showed that our

scheme outperforms the existing protocols for this setting. Although, we have considered only hierar-

chical index structures, the proposed framework could be explored using other data structures for better

functionality and performance.
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Chapter 5

Conclusion and Future Work

In this thesis, we addressed privacy issues in the domain of Data Mining and Information Retrieval.

Specifically, we gave privacy preserving algorithms for Outlier Detection and Content Based Similarity

Search over Encrypted Data. First, we proposed a novel algorithm of distance based outlier detection

using Locality Sensitive Hashing in a distributed setting where data is horizontally partitioned among

data owners. We showed that the proposed algorithm is scalable in case of large datasets with high

dimensionality. Then, we extended our distributed outlieralgorithm to propose an algorithm for private

outlier detection that broke the previous known bounds of quadratic cost. We gave thorough complexity

analysis for both the algorithms and have provided empirical results on various datasets to support our

claims. We also compared our algorithm with the previous known results and showed that ours perform

better in terms of communication as well as computational cost.

Next, we formally defined the notion of content similarity search on encrypted data and proposed an

efficient CS-SSE scheme for the case of hierarchical index structures. We provided thorough security

analysis and proved our construction is adaptively semantic secure against a polynomial size adversary.

We demonstrated the applicability of the proposed scheme for the particular case of image datasets,

using a state of the art indexing scheme and evaluated the performance in comparison with the current

known techniques. We showed that our algorithm achieves optimal computational cost with similar ac-

curacy and privacy when compared to the existing techniques. We also extended our CS-SSE scheme for

Private Content Based Image Retrieval and showed that our scheme outperforms the existing protocols

for this setting.

5.1 Future Work

We showed the advantage of LSH based approaches in the proposed outlier detection method in

terms of low communication as well as computational cost. Similarly, we can explore the use of LSH

in other data mining tasks in order to achieve efficient privacy preserving algorithms. Since, LSH

can be considered as a clustering mechanism, efficient privacy preserving clustering algorithms can

be built using LSH. Another future direction of research is to extend the proposed privacy preserving
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outlier detection algorithm for hybrid data partitioning which include both horizontal as well as vertical

partitioning of the data. Also, one can use LSH to design an algorithm for private density based outlier

detection which performs better than distance based outlier detection in certain scenarios.

Apart from hierarchical index structures, the proposed scheme of CS-SSE can be extended to other

data structures like hashing which may further improve performance in terms of server side computa-

tions. One may also work towards achieving constant round protocol for the proposed CS-SSE scheme

as opposed to the logarithmic round protocol.
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