
The protocol in a nutshell:

RNS is doubly homomorphic, thus all computation based on ‘+’ and ‘x’ are

defined in modular domain.

The domain of RNS is finite, thus generic division is not defined. We adopt

randomization with 3rd party based protocol .
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Role of Visual Data

Limited and Fixed 
Range

• Pixel Value is finite and 
is from a limited and 
fixed range, known 

apriori. 

Scale Invariance

• Image remains 
unchanged even if we 

change the units of 
measurement.

Approximate 
Nature

• Visual correctness is 

as good as original.

Motivation Paradigm Shift

Experimental Results

CSTAR

The Proposed Approach

Ability to run video surveillance algorithms, 

completely in encrypted domain can address 

most privacy concerns.

Existing methods are either too slow for 

surveillance applications or do not provide 

provable privacy.
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Trusted Third Party 

(TTP)

In practice, do not have the 
luxury of  a  trusted entity

Selective Encryption

(Smart Camera)

No provable privacy, costly and 
tedious to upgrade

Homomorphic 

Encryption (Doubly)

Computationally expensive

Secure Multiparty 
Computation  (SMC)

Highly inefficient,

High level of privacy, an overkill 
in practice
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Explored 
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Circumvent theoretical 
bounds. Extremely 
efficient over SMC

Not only efficient, but 
also provably secure

Scalable, inexpensive 
and generic, thus 

practical• Carry out surveillance on random looking 
images.Preserve Privacy

• Encrypted domain representation should 
allow efficient computations.Light weight

• Obfuscation process should not blow up the 
video data.

Limited data 
expansion

• Obfuscation should be provably secure to 
ensure security at un-trusted servers.Secure Storage

• Only authorized people should be able to 
recover original plain video.

Reconstruction of 
data

Our approach shows that privacy and efficiency co-exists

in the domain of visual data

How do we carry out surveillance 

on ‘Randomized’  images ?

Can we do surveillance without 

‘seeing’ the original video ?


